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Abstract: To meet the requirements of modeling the new
modality of peer-to-peer ( P2P) network applications which have
been rapidly developing in the Internet recently, a formal
description method for modeling multiparty concurrent network
interactions is studied. The main characteristics and the
classifications of P2P systems are discussed. Considering the
requirements of P2P application modeling and referring to the
component-based modeling thought, a description method based
on communicating sequential processes (CSP)is proposed for the
P2P network models. By using a CSP process group, this method
can describe the dynamic interactive relationship which focuses
on multiparty concurrent interaction of P2P systems more
advantageously and  accurately. The  application  of
nondeterministic semantemes of CSP in describing the interactive
relationship of P2P networks is discussed. The advantages and
description abilities of the proposed method are demonstrated
through the modeling of a new P2P media-on-demand system.
Key words: peer-to-peer; communicating sequential processes
(CSP) ; component-based thought; interaction

s the computer network develops rapidly, the limita-
Ations and flaws of traditional B/S and C/S architecture
for network application have been increasingly exposed. The
servers often demand too many resources and it has become
bottlenecks in the systems. And their drawbacks lead to the
emergence of a new peer-to-peer( P2P) network application
mode'"".

Due to progress in many areas, the P2P technology origi-
nated from music sharing tools" is now quickly broadening
its range of application. The most remarkable characteristic
of P2P is that it can convert the traditional storage mode of
centralized content storage into the distributed content stor-
age mode. Most of the peer entities have totally equal status.
Every peer is an initiative participant and can both request
and provide service while interacting with other peers. Thus
they can share resources and cooperate together. The distinc-
tion between the architecture of C/S and P2P is shown in
Fig. 1.

Although P2P has already become a hotspot of network
research and application, up to now, the research of model-
ing P2P, especially the modeling method of the whole sys-
tem is still quite weak. Moreover there is hardly any study
about a formal description method for P2P.

1 Classification of P2P and Necessity of Modeling
P2P

P2P network is built on the basis of the existing underly-
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Fig.1 The distinction between P2P mode and traditional
C/S mode. (a)C/S mode; (b) P2P mode.

ing physical network, so it is also called a P2P overlay net-
work. All the peer entities usually simultaneously play both
the roles of clients and servers in the traditional network ap-
plications. However, there are still some differences among
the detailed realizations of different P2P systems. According
to the method of service integration, the P2P network models
can be roughly divided into the following three catego-
ries”:

1) Centralized P2P network: There is a central directory
server in the network system. The directory server is respon-
sible for the management and maintenance of the directory
information of all nodes in the network. Of course, it is com-
pletely different from the traditional application modes. The
central server is only responsible for the storage and publica-
tion of the indexing information for all of the peer nodes.
Every peer node stores all its specific information in its own
storage and provides service for other peers.

2) Totally distributed P2P network: There is no central di-
rectory server in this kind of system. All of the nodes are
completely equivalent. They play both the roles of clients
and servers. The whole network is constituted by the connec-
tions among adjacent nodes. The coordination of the central
server is no longer needed.

3) Hybrid P2P network: This kind of network system in-
tegrates the characteristics of the above two modes. Some
nodes which have more resources( bandwidth, memory, pro-
cessing ability etc. ) are selected as proxy nodes. The proxy
nodes are used to store the information of data and service in
some other nodes around it. A proxy node can be regarded
as the central directory server of the nodes in its neighbor-
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hood. Thus the nodes work as a centralized P2P network
system. And all the proxy nodes are organized as a totally
distributed P2P network system. So these systems are called
hybrid P2P systems. The selection of proxy nodes is dynam-
ic. The proxy nodes can leave the network systems just like
normal nodes. When the network finds that a proxy node is
no longer working, it will start a specific process to select a
new high-performance node as the new proxy node.

Obviously, the modeling of no matter which kind of P2P
network system will undoubtedly involve the description of
complex interactive relationships among multiple entities.
However, the traditional researches of network modeling al-
most exclusively use the one-to-one direct interaction model
to describe the interactions among the network entities. If we
continue using the conventional direct interaction model, the
description of P2P applications’ architecture will be very dif-
ficult or even impracticable. Therefore, it is of great necessi-
ty to study new method for the description of network ar-
chitechture, especially for the modeling of P2P application
modes.

2 Formal Description Method for P2P Application
Mode

As mentioned above, a P2P network is a kind of typical
multiparty application system. Usually a single peer node in
a P2P system will directly communicate with a non-fixed
number of other peers. However, the traditional network
modeling method lacks of the ability to depict multiparty in-
terrelations and to ensure a model’s correctness. Especially,
the description and verification of the P2P architecture’s log-
ical completeness is of great difficulty. According to these,
we should borrow some ideas from related research do-
mains.

Recently, the researchers in the software domain have
made great progress in the abstraction and analysis work of
large-scale software systems by combining the component-
based thought with formal theories and techniques. The re-
search of network modeling can follow the same route. For
example, in Ref. [4], by taking the research achievements
and thoughts of component-based software as references, a
formal modeling method for a new generation network serv-
ice architecture was established. Unfortunately this method
still has quite a few limitations when considering the model-
ing requirements of multiparty network applications'*™".

Nevertheless, by introducing interactive viewpoints in ar-
chitecture and formal means, the above mentioned compo-
nent-based modeling method has indeed brought some con-
venience to the description of a network multiparty applica-
tions. Accordingly, we intend to do some research in the for-
mal representation of network systems involving multiparty
and nondeterministic interactions. Compared with traditional
network applications, the concurrent interaction feature of a
network is exposed more significantly in P2P systems.
Meanwhile among many formal theories and tools, the
process algebraic methods have some particular advantages
which make them especially appropriate for modeling com-
plex concurrent systems. Along with the explicit concurrency
model, process algebraic methods also have good calculative
features. They have been successfully applied in software
component assembly, network protocol verification and some

other areas. Therefore, in this section, we will use a repre-
sentative process algebraic method, communicating sequen-
tial processes, to discuss the modeling of P2P network sys-
tems (especially the description of the interactive relations in
the system).

2.1 Communicating sequential processes

The communicating sequential processes( CSP) was crea-
ted by Hoare!” . It is a language for describing patterns of in-
teraction. It is supported by an elegant mathematical theory,
a set of proof tools, and an extensive literature. CSP distin-
guishes processes by their failure sets, and it expresses the e-
quivalence of processes by the failure semantics. CSP has
defined many operators to describe the behavior of process
as well as the relationships between different processes.

CSP has the same ability of expression as another process
algebra method called CCS. An interleaving semantics model
is used by both of them to describe parallelism, and this
model brings good algebraic properties for the modeling of
concurrent systems. However compared with CCS, CSP
places more emphasis on the research of concurrent compu-
ting from the angle of program design and computer applica-
tions. It attaches great importance to the concept of interac-
tion, and one of its fundamental features is to help the design
and implementation of those computer systems which con-
tinue working and interacting with the environment. A very
remarkable advantage of CSP is that the pattern it uses to
describe, design and verify complex concurrency systems
can be easily understood by most computer practitioners.
CSP is also the theoretical foundation of Ada language’s
concurrent mechanism, distributive programming language
Occam, and architecture description language Wright'®”" .

CSP mainly focuses on the description of concurrent
systems’ communication through message transmission. The
most important fundamental concepts of CSP are as follows:

Event: Event is the elemental unit of a system model.
Each event can be an atomic module or a collection of atom-
ic modules.

Process: A process is a part of a system. It is used to char-
acterize the course of activities in the system. All the possi-
ble events in the specified process are named by the symbol
« followed by the process name. A process can involve O or
more events. For example, the Stop process corresponds to
the inactive state. It does not include any events. The com-
mon process operators include: prefix ( then) “—”; choice
“|”; sequential combination( successfully follow) “; ’; paral-
lel “ || ”’; nondeterministic or “[]”; interleave \ 7 etc. In
addition, both the input operator “?” and the output operator
“1” are introduced with the *“channel” concept to simplify
the expression of communication between processes. They
are frequently used in the description of network protocols.

Trace: For process P, trace ( P) represents a possible
course of its running activities. It is constituted by a group of
events. It can be seen as a kind of ordered arrangement of e-
vents. The operations such as connection and restrictions can
be applied to traces. The traces ( P) correspond to the trace
set which include all the potential traces of process P.

Specification: Specifications are the rules that traces must
obey. If a process P satisfies a specification S then all the
traces of process P satisfy S,i.e. P sat § =( V tr, tr e traces
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(P)= trsat S).

CSP uses failure semantics to explain the equivalence of
processes. The processes can be identified by their failure
set. It is worth noting that CSP has a quite powerful expres-
sion ability and a relatively completed theory for nondeter-
ministic process behaviors.

2.2 Description of the P2P network interaction

As mentioned above, the component-based thought origi-
nated from the software field can be used as a reference for
the formal modeling of network systems. By decomposing
the system into various components and the interactions
among components, studying the intrinsic link among differ-
ent parts of the system from a higher abstraction level as
well as the research and analysis of a whole P2P system’s
behavior can be supported. We can adopt a method similar
to the one used in Ref. [7] to describe P2P network systems
by using the elemental modeling units named network entity
components and interaction connectors, respectively. A net-
work entity component represents a basic network functional
element which can provide specific service and is involved
in the interactions ruled by some protocols, while interaction
connectors are used to model the interactive interrelation-
ships among different entity components. Moreover, the de-
tailed dynamic characteristics of both entity components and
interaction connectors can be depicted by a group of CSP
process expressions severally'™ .

It is not difficult to find out that in many P2P network
systems there are multiple peer entities with the same or
similar interactive behaviors inside the peer entities and their
access points to the environment. Traditionally, we have to
define a number of independent processes separately and re-
peatedly for every one of them. For this situation, we can in-
troduce the symbol transformation method of CSP' to sim-
plify the definition of similar processes.

Suppose that f is an injective function which maps the al-
phabet of process P to a set of symbols (events) named A.

Then f( P)is used to represent such a process: When
process P is executing event C, f( P)is executing the event

J(C). Moreover, the process complies to the following
rules:

a f(P) =f(a P) (D

traces(f(P)) = (f* (s) | s e traces(P)) (2)

The form f( C) represents the image set of C which con-
sists of the mapping result of every element in symbol set
C.

By defining many different injective functions, a process
can be mapped to a group of processes with similar actions.
Also a single injective function can be applied to a number
of processes, for example, the processes P,, P,, ..., P, being
mapped will result in f(P,), f(P,), ..., f(P,), respectively.
This is just the kind of circumstance which we often encoun-
ter during our description procedure of P2P networks.

It is not enough to have only the processes describing in-
dependent components’ interactions for the property analysis
of the entire network system. We often need to consider the
combination and cooperation of multiple components. Fortu-
nately, the researchers in some related research domains of

computer science ( especially software architecture) have al-
ready thoroughly concluded different forms of component
composition. Several important composition forms and their
corresponding CSP semantics are shown below '':

Parallel component composition ( corresponding to the
” operation, means the parallel execution of different
component functions ); selective component composition
(corresponding to the “[]” operation), replicating compo-
nent composition( corresponding to the “@ * transformation
that implements the multiple instances of a component class
in the way of parallel); sequential component composition
(corresponding to the *“;” operation) and interruptive com-
ponent composition( corresponding to the “ A ”operation) . In
the P2P network system, the interactive events corresponding
to the selection and sequential operations generally only e-
merge inside a single entity, and the interactions between
different entities (including the distributed concurrent inter-
actions among peer entities) can mainly be modeled by par-
allel composition and replication composition. Moreover, in
the P2P systems, as the many-to-many interactions are usu-
ally much more complicated than the traditional server-client
relationship, the events of different processes or even entities
often cannot be divided into disjointed alphabets clearly.
Sometimes the occurrences of different operations are also
not so regular. In these cases, we can utilize the nondeter-
ministic semantics of CSP to cope with the irregular process
behaviors. For example, we have to use the interleaving op-
eration “ ||| ” instead of the normal parallel operation
when different processes include the same events. It usually
corresponds to the situation that all multiple peers have ac-
cess to some certain resources and there are no explicit pri-
orities defined. For lack of space, the detailed composition
reasoning will not be discussed in this paper.
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3 Application Example

In this section, we present the application of our formal
modeling method through a simple example. The exempli-
fied system shown in Fig.2 is abstracted from the interactive
relationship of a P2P media-on-demand system MOD of
SEU'"", which is based on the Pastry'” overlay network.
And the interaction is simplified and slightly adjusted for
convenience. The protocol interaction involves the following
participants: a non-fixed number of peers which send and re-
ceive media flows and publish various controlling informa-
tion.

@ﬁ
R

Environment b
(Include other peers)

Fig.2 The general architecture of the MOD P2P system

User interface

Communication
module

Media processing
module

Ports to underlying network |
4

For every P2P node entity, actually it only interacts with
its upper user interface and underlying network carrier.
These two kinds of interactions run concurrently with its in-
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ternal processing. So the interactional behavior of the corre-
sponding entity component for a single peer can be described
briefly as follows:

/ * The identifiers in the process expressions are de-
fined as follows:

Spin/Spout: The input/output channel to the upper user
interface;

Npin/Npout: The input/output channel to the underly-
ing network peripherals;

ProcessIns() : Process user instructions;

ProcessMsg( ) : Process messages come from the under-
lying network and acquire the data of media stream;

GetList( ) : Return the list of nodes which the messages
should be sent to;

USEROUT/NETOUT: An event to output data to the
user interface/underlying network;

FORWARD: An event to forward a message to other
peer nodes;

GET: An event to receive a message. */

Pnode. csp = ( Spin? ins — Processlns ( ins) — Pnode)

/ % ins is the input instruction from the user  /

|| (USEROUT—Spout! { Info, Media ) —Pnode)

\ \ (Npin? nmsg—med = ProcessMsg ( nmsg) — ( FOR-
WARD — { for every nodeaddr in GetList ( )} Npout!
(nodeaddr, nmsg))

] Get—Spout! (Info, med) ) —Pnode)

|| (NETOUT — { for every nodeaddr in GetList ( )}

Npout! { nodeaddr, nmsg ) —Pnode)

When we aim at the cooperation of multiple peers, some
internal interactions of the peer nodes no longer need to be
taken into account. Only the events related to the interaction
between peer nodes have to be abstracted. So the interactions
of the multiple above-mentioned peers can be depicted as

/ % NP, corresponds to the process of the i-th peer. * /
NP,. csp = (NP,. Npin?nmsg— ProcessMsg( nmsg)
—(FORWARD— {for every nodeid in GetList() }
NP,. Npout! { nodeid, nmsg))
0 GET—GetProcessmsg( ) ) —Pnode)
/ * GetProcessmsg()is used to process all the received
messages * /
Il (NETOUT—nmsg = GetProcessmsg( ) — { for every
nodeid in GetList() } NP,. Npout! ( nodeid, nmsg)— v/
| NETOUT—Pnode)

Obviously, different peer entities all play equivalent roles
and have identical dynamic characteristics. So the process la-
beling transformation can be used to define multiple peers in
batch; meanwhile, their combination can be considered as
replicating composition. Then the inter-entity interactions
can be represented by

i (NP, csp)

As illustrated through the above simple example, by intro-
ducing the CSP method and component-based thought, we
can describe the behavioral properties of network functional
units( especially the peer entities) in P2P systems much more
efficiently than before. Furthermore, the nondeterministic

expression ability of CSP is also very useful for both the
modeling of interactions among different peer entities and
the inner behavior of a single entity.

4 Conclusion

This paper analyzes the P2P network applications’ model-
ing requirements and divides the application modes of P2P
systems into three categories due to the methods of service
integration. By referencing the theory of process algebra, a
formal description method aimed at the modeling of P2P
networks is proposed. The forms of component composition
for a P2P network using CSP are discussed. The new de-
scription method can essentially improve the efficiency of
P2P system modeling and establish a stable foundation for
the logic-based analysis of multiparty interactions. Future
works include the in-depth research of compositional reason-
ing and the verification method for the models of P2P inter-
actions.
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