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Abstract:

Today companies and organizations are using the Web as the main information dissemination means both at

internal and external level. Information dissemination often takes the form of XML documents that are made available at Web

servers, or that are actively broadcasted by Web servers to interested clients. These documents often contain information at

different degrees of sensitivity, therefore a strong XML security platform and mechanism is needed. In this paper we

developed CIT/XML security platform and take a close look to syntax and processing of CIT/digital signature model,

CIT/encryption model, CIT/ smart card crypto and SPKI interface security models. Security services such as authentication,

integrity and confidentiality to XML documents and non-XML documents, which exchanged among various servers, are

provided.
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Today companies and organizations are using the
Web as the main information dissemination means both
at internal and external level.  Information
dissemination often takes the form of documents that
are made available at Web servers, or that are actively
broadcast by Web servers to interested clients. Such a
widespread use of the Web has pushed the rapid
development of suitable standards for information
representation:” .
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The extensible markup language (XML
practical subset of standard generalized markup
language (SGML) and it inherits the extensibility,
structure and validation features of the SGML. It is the
standard for the data exchange in Internet and widely
accepted as the standard for electronic documents.

Therefore, a security models and mechanisms for
XML documents must be provided. Such models and
mechanisms are crucial to facilitate a selective

XML  documents,

information of different sensitivity levels,

dissemination  of containing
among
(possibly large) subject communities.

In this paper, we have developed our laboratory
XML security platform named computer integrated
technique (CIT) XML security platform which consists
CIT/digital signature model, CIT/ encryption model,
smart card crypto model and simple public key
infrastructure (SPKI) interface security model for
securing. XML documents and existing non-XML
documents that are exchanged by Internet™® .

CIT/XML signature model provides integrity and

authentication to XML documents and non-XML
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electronic commerce, security, digital certificates, smart card, digital commerce, authentication, SPKI, XML

electronic documents. CIT/XML encryption model
provides confidentiality to them. Signed or encrypted
electronic documents are in the form of XML document
and they can be integrated transparently to the existing
XML technology and XML-based platforms. XML
digital signature and XML encryption use Java-based
crypto library and they can be used independent of the
platform because they are developed in Java. CIT/XML
security platform has the interface for certificate
authority (CA) and it can process digital certificates*’
that are needed for the digital signature.

CIT/XML security platform can be applied to
various services that require secure electronic
documents exchange such as electronic documents
interchange (EDI), E-government, E-commerce, B2B

and B2C (business to

customer) . Since it is developed in Java, and it can be

(business to business),

ported easily to various platforms domestically and
internationally because it supports Chinese standard
encryption and signature algorithms in addition to
famous  standard  algorithms  that are  used
internationally. Since a Java Crypto library are conform

to international standards.

1 Overview of the CIT/XML Security
Platform Architecture

The major components of the CIT/XML security
platform are XML document
subsystem that includes CIT/XML signature module and

security —processing

CIT/XML encryption module, Java crypto module and

the interface for certificate authority. Fig. 1 illustrates
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the architecture and relationship among each
component. CIT/XML signature module provides digital
signature generation and verification that is in the form
of XML document and CIT/XML encryption module
encrypts

including XML documents. Java

electronic documents

crypto

and decrypts the
module

provides platform independent smart card crypto APIs
and they are called by XML document security
digital

security  processing

subsystem  for
XML  document

subsystem uses digital certificates that are issued by

processing signature  or

encryption.

certificate authority for the digital signature.
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Fig.1 Overview of the CIT/XML security platform architecture

2 CIT/XML Signature Module

To guarantee the authentication and integrity of
the XML documents, XML signature is needed. In
CIT/XML security platform design, we implemented the
XML signature in the form of APIs that conform to the
XML signature draft and support Chinese domestic
standard for digital signature.

XML signatures can be applied to any digital
content (data object), including XML documents via
an indirection. Data objects are digested, the resulting
value is placed in an element (with other information)
and that element is then digested and cryptographically
signed. An XML signature may be applied to the
content of one or more resources. XML signature can
sign multiple resources at once using just a single
signature document. In addition to signing complete

XML and non-XML documents, the XML signature

allows applications to sign parts of XML documents.
2.1 Syntax of XML signature

The syntax of XML signature is based on XML
signature draft and the processing flow™ . Tt supports
signing complete XML documents, parts of XML
non-XML documents. The
resulting signature is a well-formed XML fragment that

documents and even

can either be a standalone XML document or embedded
within a more complex XML document. In our model,
we support three different kinds of XML signature,
which differ from the location of the data object.

® Detached signature The data object is either an
external data object, or a local data object included as

sibling element in the XML document containing the

signature element.
® Enveloped signature The data object encloses
the signature element. Thus, the signature element is
inserted into the XML document containing the data
object being signed.
® FEnveloping signature The data object is
contained in the object element. Thus, it is part of the

signature element.
2.2 Processing flow of XML signature generation

Fig.2 illustrates the structure of the XML
signature and the processing flow of XML signature.

1) Resources that are to be signed are accessed
and appropriate transform on them are performed.
Transforms specified in the XML signature draft are
canonicalization (XML-C14N, XML-C14N-a, minimal
Base64 encoding, XSLT, XPath

transformation and enveloped signature transform.

canonicalization) ,

Enveloped signature transform removes the signature
structure from the document prior to digesting. Thus,
the signing and verification operations will both be
performed on a document consisting of everything but
the XML SIgnaturem

2) Message digests are computed over each entity
that is to be signed using SHA1.

3) Reference contain URI,
transform method, digest method and digest value are

elements that

generated.

4) If it is necessary to include additional
information such as timestamp to the signature, the
information can be placed in the signature properties
element. To protect the information, a reference for the
signature properties are generated and included in the
signedInfo and signed together.
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Fig.2 Structure of the XML signature

5) When the enveloping signature is used, the
signed data is actually embedded within the XML
signature structure. Signed data have to be included in
the object element of the signature document.

6) If manifest or signature properties are used,
embed them in the object element and generate a
reference for it.

7) SignedInfo element is generated which contains

canonicalization method information (XML-CI14N,
XML-C14N-a or minimal canonicalization) for
signedInfo itself, signature method information

(DSAwithSHA1, RSAwithSHA1), manifest, signature
properties, object and references for other resource.
This element allows a signature recipient to ensure that
no signed entity has been modified. The location
information allows the recipient to locate the signed
entity. A new message digest can then be computed
over this entity and compared with the message digest
in the signedInfo. By the properties of cryptographic
message digest algorithms, if the document has

changed, the message digest will have changed.

Therefore, if the two match, the document has not
changed from the time of signing.

8) A digital signature is computed over this
method
indicated by signature method element in the signed
info. XML security platform provides DSA with SHAI,
RSA and SHAT1 for a digital signature. Canonicalization

signedInfo fragment wusing the signature

has to be performed before the digital signature
method
indicated by canonicalizaton method element in the
signed info (XML-CI4N, XML-C14N-a or minimal

canonicalization) . The digital signature allows the

computation using the canonicalization

recipient to ensure first that the signed info fragment
has not changed and second that the document was
signed by a particular person. The reason for the two
phases of signing is that message digest operations are
relatively fast, whereas digital signature operations are
relatively slow. Computing a digital signature of each
entity to be signed would be extremely inefficient;
using several message digest operations and a single

digital signature is far more efficient.
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9) An XML signature element is produced,
containing the SignedInfo element, the digital signature
value and various additional pieces of information such
as the signer’s key information, object element, etc.
Verification of a signature thus involves both checking
the digital signature on the signed info fragment and
checking the message digest of each entity listed in the

signed info.
2.3 Processing flow of XML signature verification

1) Resources are accessed for verification using
the URI information in the corresponding reference
element. Then they are transformed using the transform
algorithm specified in the transform method element in
the reference.

2) Digest values of the resources are computed
using the digest algorithm specified in the digest
method element in the corresponding reference.

3) Computed digest values are compared with the
signature value in the signed Info element. All the
references are verified in this way.

4) Signed Info is

algorithm specified in the canonicalization method

canonicalized using the

element in the signedInfo.

5) The signature is verified. First the public key
information is obtained from the Keylnfo element and
the signature value of the signedInfo is calculated using
the signature algorithm specified in the signature
method element. The value is compared with the value
in the signature value element.

6) Manifest is verified. Digest values of each
reference in the manifest are verified. The verification

processing is up to application program.
3 CIT/XML Encryption Module

An XML document with private information should
be encrypted for security when it is transmitted. The
XML document is transformed into byte stream,
compressed (optional) and encrypted. An encrypted
XML document is encoded in an XML node. Secret key
and ancillary information are transmitted with the
encrypted XML document. The secret key that is in the
form of byte stream is transformed into an XML node
after it is encrypted using public key crypto system,
and ancillary information (such as the encryption
algorithm used, etc.) is also transformed into an XML
node.

When we design XML encryption module, first we
fundamental

have to consider confidentiality, a

requirement for securing information, so that the XML
document transmitted or stored cannot be revealed. In
addition, we should use the cryptographic algorithm
secure enough and recognized by some domestic
standard authority or national certification authority.
In this design, we provide an option for selecting
symmetric key cryptographic algorithms (such as DES ,
Triple-DES (DESede), RC2, RC4, IDEA etc.) and
public key cryptographic algorithms (such as RSA®7,
ElGamal'™® , ECC, etc.). Optional compression of the
encoded XML plaintext, prior to encryption, is also
supported. This is useful because it reduces the size of
the resulting ciphertext. It also greatly reduces the
plaintext knowledge to which the attacker has access,

in order to mount an attack on the ciphertext.
3.1 Processing flow of XML encryption

Fig.3 illustrates the processing flow of XML encry-
ption. The XML document encryption consists of XML
document encryption step, a secret key encryption step
and ancillary information-encoding step.

1) A secret key, which will be used in encrypting
XML document, is generated using pseudo-random
number generator (for symmetric encryption) .

2) XML document is encoded in a stream of
bytes. It is simply encoded in textual form and
translated to a stream of bytes.

3) The encoded byte stream is compressed
(optional). It reduces the size of the resulting
ciphertext and the plaintext knowledge to which the
attacker has access.

4) The stream of bytes is encrypted with a
symmetric encryption algorithm (DESede, DES, RC2,
RC4, IDEA, etc.) using the secret key generated in
step 1).

5) The resulting ciphertext bytes are transformed
to a textual encoding. The transformed byte stream is
encoded in an XML node.

6) The secret key, used in encrypting an XML
document, is encrypted using a particular recipient’s
public key. In this case, a public key encryption
algorithm is used. (RSA, ElGamal, ECC, etc.)

7) The encrypted secret key is transformed to a
textual encoding and encoded in an XML node.

8) Ancillary information such as the encryption
algorithm used, is encoded as further XML nodes.

9) The resulting XML nodes, generated in step
5), 7) and 8), are organized into a DTD-defined XML

structure and returned to the caller.
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Fig.3 Processing flow

3.2 Processing flow of XML decryption

1) The ancillary information is decoded to check
what algorithm was used to encrypt the document.

2) The recipient’s private key is used to decrypt
the embedded secret key contained within the XML
document. (Using RSA, ElGamal'®’ , ECC, etc.)

3) The embedded XML ciphertext is decoded from
its textual encoding and is decrypted using the selected
symmetric encryption algorithm and secret key. (Using
DESede, DES, RC2, RC4, IDEA, etc.)

4) If the decrypted stream of bytes is compressed,
it is decompressed.

5) The resulting stream of bytes is decoded back
into an XML structure to form the nodes of the

hierarchy.

4 Conclusion

In this paper, we designed a CIT/XML security

platform that provides security services such as
authentication, integrity and confidentiality for XML-
based electronic document. It provides digital signature
function, encryption function, Java Crypto library and

PKI-based

documents and existing non-XML documents that are

security functions for securing XML

exchanged among the various servers. Signed or
encrypted electronic documents are in the form of XML
document and they can be integrated transparently to
the existing XML technology and XML-based electronic
commerce platforms. Existing XML applications can be

easily extended to use XML signature and XML encry-

of XML encryption

ption by adding XML signature and XML encryption
DTD to the existing DTD of the applications, and
adding CIT/XML signature and CIT/encryption modules
to them. XML digital signature and XML encryption
use java-based crypto library and they can be used
independent of the platform because they are developed

in Java.
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