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Abstract: The coexistence between Bluetooth system and IEEE 802.11 frequency hopping spread spectrum (FHSS)

equipment is analyzed. Based on the capacity formulae and system simulation, the inter-affection between these networks is

compared. A fragment adaptive solution of packet payload length is presented, which can be used to improve the capacity
reduction of IEEE 802.11 FHSS network. Analysis results show that the IEEE 802.11 WLAN standard with its inherent

mechanism supports this fragment length adaptive algorithm. With the increasing of Bluetooth interfering networks, this

adaptive solution can effectively relieve capacity decreasing of IEEE 802.11 FHSS network. The capacity analysis method and

adaptive algorithm adopted in this paper can also be generalized into other FHSS networks.

Key words:
tive of packet payload length

A wireless personal area network (WPAN)

provides communication among computers, peri-

pherals, electronic products, and household app-
liances, etc., constitutes personal networks and can
connect to Internet. The 2.4 GHz industry science
medical (ISM) frequency band becomes a favorable
choice for low-cost wireless devices because of its
global availability. The major systems operating at this
band include WPAN such as IEEE 802.15 and
Bluetooth, IEEE 802.11 WLAN standards, and the
shared wireless access protocol (SWAP) developed by
the Home Radio Working

(HRFWG). These systems typically operate within

Frequency Group
short range, with frequency hopping spread spectrum
(FHSS) or direct sequence spread spectrum (DSSS)
technology as fundamental features. In addition,
microwave ovens also operate on this band and cause
serious interference on other devices. Thus, there exist
various interferers in the operation environment of
WPAN systems which result in great performance
capacity reduction. Thus interference suppression
becomes a crucial problem in the WPAN application
environment'' ™ |

Since FHSS technology can efficiently improve the

performance of micro-cellular systems, flexibly build
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networks and powerfully resist far-near interferences, it
is widely applied in short range wireless multimedia
communication, especially in WPANs. The FHSS
system uses orthogonal pseudo-random hopping patterns
to avoid collision. However, in a distributing system,
it is impossible to have ideal orthogonal patterns,
which results in two or more users transmitting signals
on the same frequency slot at the same time and
The probability of

collision increases with the adding of networks to the

causing hop collision or “hit”.

system, especially for those FHSS networks with
different standards. Systems performance reduction

thus becomes inevitable.

1 System Modeling and Capacity Analysis
for FHSS Networks

Assume that an FHSS system consists of N
networks, one of which is defined as the target network
and the others N - 1 as interference networks. To
simplify the analysis, it is assumed that the target
network is an IEEE 802.11 FHSS network and all
interfering networks are Bluetooth networks, or vice
versa. This will not affect generality of the analysis
results. The self-interference within a network is
ignored. It is also assumed that all users hop among the
same ¢ frequency channels and the packet transmission
within any network is independent of all other
networks.

There are many available packet types in an FHSS
different

example, twelve types of packets have been defined in

network applicable to occasions. For
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Bluetooth, including synchronous connection-oriented
(SCO)

asynchronous

synchronous  signals  and

(ACL)
Assume that the length of a

packet  for
connection-less packet for
asynchronous signals'™’ .
transmitted packet in an FHSS network is composed of
header (including preamble) h;, payload /; and guard
field g;, where i denotes the i-th packet type. Users
transmit data during h; + [;, which is referred to as an
active field, and remain idle during the guard field g, .
The total packet length is denoted as L, = I, + h; + g, .
The probability for a network to transmit the i-th
packet type is denoted as ;. While a new packet is
being transmitted, the network selects a type from the
packet type set and a new frequency channel from the ¢
channel set with equal probability. Further assume that
channel selection of a network is independent from
each other.

If n packets of multiple networks in the same
system are in active states simultaneously, they are
referred to as overlapping packets. Collisions occur
when the active target packet overlaps with the active
interfering packets in the same frequency channel. Tt is
assumed that all packets involved in collision will be
destroyed and all packets without any collision are
received correctly. Further assume that all interferers
employ one kind of packet type distribution. When a
packet transmitted by the target network (which is
referred to as target packet from here on) collides with
any packets transmitted by networks, packet loss
occurs. Obviously, the probability of successful packet
transmission depends on the length of the active field of
the target packet denoted by T. The probability of
successful target packets transmission with an active
field length of T is denoted by P(S;T).

If there are ¢ available channels for all networks
in the FHSS system, and each interfering network
separately selects a specified channel with the
probability of 1/¢, the probability of no selected is 1 -
1/q. For a packet transmitted successfully, the n
overlapping packets should not dwell at the same
channel of target packet, thus, under the condition
that the total number of interfering packets overlapping
with the target packet is n, the conditional probability
of successful transmission becomes

P(SIn;T) = (1 -1/¢)" (1)

The probability for the j-th interfering network
transmitting n overlapping packets during the active

field of the target packet is defined as p;(n;T). The
pa(n; T) is the probability function of the number of

overlapping packets during an active field of length T'.

Assume that all interfering networks transmit
independently, and all interfering networks employ the
same packet type distribution, thus all p]-(n; T) are
equal, that is pj(n; T) = p(n;T) for any j. Then we
have

pa(nsT) = p™V(nsT) (2)
which is the probability of the total overlapping packets
produced by interfering networks.

From (1) and (2), the probability of successful

transmission of a target packet is

P(S;T) = ipA(n;T)P(SM,T) =

Zp”““><n; (1 -1/¢)"  (3)

The expectation of the probability of the number of

overlapping packets is computed as

®©

Elny] = D npy(n;T) (4)

n=0

Using the Taylor expansion, Eq.(3) can be

approximated as

P(S;T) = ZpA(n;T)(l -1/¢)" =
(1_ l/q)E[n4] (5)

0
Let Z oL, be the average packet length,where

=1
Q is the set of available packet types, hence, the
average packets transmitted by single interfering
network during 7T interval is

E[n(T)] = QT (6)

ZGAALA.
k=1

The average packets of the i-th type transmitted

by interfering network is
Eln(T)] = o,E[n(T)] (7)
The worst-case mean time, during which the
transmission of a target packet may create an overlap

and a collision is caused, may be denoted by T +
Q
2 ai<Li - gi).
i-1
variable T in (7) to compute overlapping packets.

Use this variable to modify the

Since all N — 1 networks transmission are independent
from each other, the mean value of the i-th type packet
transmitted during this interval by all interfering

networks is
E[ni,A(T+ ifﬂ([ﬁ - gi))] =
i=1 0
(N=DE[n(7+ Do(L -g))] ®

i=
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Summing up (8) over the number of total packet
types Q, along with (6), the expectation of total
overlapping packets E[ n, ] is derived as

Eln,] = ZQ]E[H;(T+ iU;(Li - gi))] =

i=1
Q

T + Zai([’i - gi)
(N 1) = (9)

Q
ZGALA.
k=1

Q
where 2 o; = 1 is employed.
izl

Substituting (9) into (5), the probability for a
packet with the active field T to transmit successfully

is approximated as

P(S;T) =~ (1 -1/¢)" (10)

Q
T+ > o(L -g)
where B, = (N - 1) i=1

0
Z GkLk
k=1

To compute capacity, assume that the target

network transmits the k-th type packets with the
probability of o, . The header length, payload field and
guard field are denoted by «, 8,7, respectively.
The total length of the k-th type packet of the target
network is A, = 7, + B, + 7w, and M types are
available. The system capacity is obtained by the rate
of the mean length of payloads successfully transmitted
to mean value of packet length, and is further
generalized by the bit rate 7, used in the n-th type of

payloads. Hence, the system capacity can be written as

M
Z yn(OmBnP<S;An - 77n)
S == M (11)

ZPM/{
k=1

Finally, substituting (10) into (11), the capacity

approximation of the target network becomes
M B
1\™
Z ynpmgn( 1 - ;)
S — n=1 -
2 Ol
pay
Q

An - 7771 + Zgi(Li - gl)

i=1

0

> ol
k=1

2 Interference Analysis within FHSS Net-
works

(12)

where B, = (N - 1)

In this section, the system model and capacity

relation derived from above are employed to analyze the

capacity reduction caused by co-interference within
FHSS networks in WPAN application environment. The
analysis includes the performance reduction of IEEE
802.11 FHSS network in the presence of Bluetooth
interferers and the effect of IEEE 802.11 interferers on
Bluetooth. And, the capacity of the target system is
computed and simulated as the function of interfering
network numbers.

Bluetooth adopts fast frequency hopping and short
packet scheme, hop rate is generally 1 600 hops/s.
Each time slot lasts 625 ps and the maximum length of
single slot packets is 366 ps. The total number of hop
channels ¢ is 79. The modulating data rate is 1 Mbit/s
now and will be 2 Mbit/s in future. The packet format
of Bluetooth is shown in Fig.1. The lengths of access
code and header are stabilized at 72 bits and 54 bits,
respectively. The effective payload can vary from O to
2745 bits™* ™.

LSB 72 54
Header

02745 bits MSB
Effective payload

Access code

Fig.1 General packet format for Bluetooth

IEEE 802.11 FHSS network uses slow frequency
hopping and long packet scheme. The minimum hop
rate is 2.5 hops/s in the America, the maximum
payload is 4 096 bytes, modulating data rate is 1
Mbit/s or 2 Mbit/s, the total number of hop channels ¢
is 79 Obviously, the maximum packet length of
IEEE 802.11 FHSS is much larger than that of
Bluetooth, and it is the key difference between the two
standards. The packet format of TEEE 802.11 FHSS is
shown in Fig.2.

ISB 80 16 i 12i4 {16
|PLCP preamble | PLCP header

0-409 bytes  MSB
Effective payload (variable)

Fig.2 General packet format for IEEE 802.11 FHSS

First, the effect of IEEE 802.11 FHSS networks
on Bluetooth is analyzed. Bluetooth is referred to as the
target network in this case and its capacity is shown in
Fig.3 as the function of interferers. Assume the target
and interfering networks use one type of packets
respectively.

Next, the IEEE 802.11 FHSS network is taken as
the target network with a payload of either 2 048 bytes
or 1024 bytes at the modulating rate of 1 Mbit/s and 2
Mbit/s, respectively. The capacity curve is re-calcu-
lated. The header length « and guard field 7 are 192
ps and 224 ps, respectively. Only one type of
interfering packets is considered. The results are

shown in Fig.4 and Fig.5, respectively.
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Fig.3 Capacity reduction of Bluetooth in the presence of
[EEE 802.11 FHSS interferers
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Fig.4 Capacity reduction of IEEE 802.11 FHSS network in
the presence of Bluetooth interferers (the payload of target
network is 2 048 bytes)
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Fig.5 Capacity reduction of IEEE 802.11 FHSS network in

the presence of Bluetooth interferers (the payload of target

network is 1024 bytes)

From Fig.3 to Fig.5, the capacities of both types
of networks are shown to decrease with the increasing of
interfering networks. However, the rate of decrease is
much smaller in Bluetooth than in the IEEE 802.11
FHSS network. This means that Bluetooth has a
superior performance of interference resistance because
its short transmission packets can better avoid
collisions. On the other hand, comparing the capacity
curves of different payload lengths in IEEE 802.11
FHSS networks (see Fig.4 and Fig.5), the 1 024 bytes
payload packets are more robust than those of the 2 048
bytes, that is, the IEEE 802.11 FHSS network with
shorter exhibits  better

payload length packets

robustness.
On the

simulations, we propose a method of adaptive fragment

basis of the above analyses and
length for packets to mitigate the capacity reduction of
IEEE 802.11 FHSS networks. This mechanism can be

realized conventionally in the medium access control

(MAC) layer.

3 The Scheme of Fragment Adaptive of
Packet Payload Length

The main tasks for the MAC layer is to provide
interface and protocol for the higher layer, and to deal
with the effect of interferences not yet solved by the
physical layer. The major anti-jamming techniques in
MAC include MAC layer retransmission, carrier sense,
and frequency diversity "', Many WLAN devices
employ some retransmission techniques in the MAC.
The ordinary one is the break-continue mechanism.
Theoretically, retransmission can overcome all types of
interference, while other techniques minimize numbers
and overhead of retransmissions as possible. However,
the repeating interfering packets can hit on all
retransmitted packets of a packet, until the MAC layer
discards it. The object of carrier sense is that, while a
signal or interferer falling to a channel is detected, it
halts the transmission of its own signal until the next
best time. This method also avoids its interfering on
other user signals.  Carrier sense multiple
access/collision avoidance (CSMA/CA) is a technique
based on carrier sense and slot content which can
improve the carrier sense information and reduce the
effect of collision. But it presents less action on
non-CSMA/CA interferers such as Bluetooth frequency
hops or other microwave radiation such as from a
microwave oven. To minimize the number of packet
retransmissions, another anti-jamming technique often
used by the MAC layer can change the operating
frequencies of the system in order to increase the
probability of the devices avoiding interferers. That is,
trying to change the frequencies of the packets
retransmitted for frequency hopping system; this can be
realized by reducting its dwelling time.

Although all these MAC layer techniques have
their own values and suitable fields, their drawbacks
are also apparent, especially with the increasing of
interfering networks, all retransmitted target packet
may be destroyed by some repeating interferers until it
is discarded by the MAC. From the viewpoint of
and the

feature of Bluetooth interferers, the transmission of

relations between interferers and signals,
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interfering packets is not influenced by the target
packets being transmitted in the channels. Obviously,
the collision probability caused by these interferences
is proportional to the payload lengths of the target
packets. The results of simulations from above also
confirm this conclusion. Although we cannot change
the length of IP packets, we can divide a large IP
packet into small fragments transmitted separately.
When there is no interferer, the fragment length of the
target packet is fixed without segmenting. The inherent
mechanism of TEEE 802.11 supports the realization of
the fragment adaptive of target packet, although most
IEEE 802.11
effectively™ .

products have not employed it

To realize it, the target packet is
transmitted without segmenting so as to minimize the
overhead when few or none of the Bluetooth interfering
networks are presented. And increasing of Bluetooth
interferers, the fragment length of the target packets
reduces until they can avoid the interferers and achieve
successful transmission between the two bursts of
interfering packets. Actually, this scheme employs an
adaptive mechanism to reduce the mean value of the
overlapping packets of interferers on the target packet
so it further reduces the probability of hitting target
packets. The scheme makes no assumptions about the
interference

attribution of interferers and avoids

through its own inherent adaptive mechanism
completely so that it is applicable to many interference
situations.

In the scheme of target packet adaptive fragments,
each packet is originally transmitted without
segmenting. After each occurrence of transmission
failure or collision, the fragment threshold of payload
length is divided by two, until the minimum adaptive
fragment length is reached. On the other hand, after
continually receiving lots of correct packets, the
fragment length threshold will be raised to decrease the
overland and increase the effective transmission of
data. The method for adaptive fragment of target packet
is shown in Fig.6.

First fragment Second fragment (portion)

e e i

Header

Interfering packets
Fig.6 The scheme of adaptive fragment
Interference is not the only cause of transmission
failure in IEEE 802.11 In fact, the

competition process is

networks.
frequently the source of

collision. The first failure of packet transmission is

generally ascribed to competition and the following
failures of retransmission are more likely caused by
interference. Thus, the more reasonable mechanism is
to delay the reduction of fragment length to the time
after the second failure of retransmission occurs. Two
schemes for reducing fragment threshold after the first
and second failures are shown in Tab.1, in which the
maximum payload length is 4 096 bytes.

In the next section, the effect on IEEE 802.11
FHSS networks of decreasing fragment length of target
packets is analyzed and verified through simulation
modeling. The minimum adaptive fragment length of
IEEE 802.11 FHSS networks is 512 bytes, that is, the
network keeps this payload length even though the
target channel is further degenerated by the interferers.
The reason behind it is that in this case, the header
overhead occupies a significant portion of the packet,
and little information is carried. Thus, the benefit from
decreasing payload is littler and littler, instead of it,
such frequent low data rate transmissions create
increasingly interferences to other users. In our
simulations, the maximum payload adopted is 4 096
byte and the modulating data rate is 1 Mbit/s, the total

number of frequency channels is 79.
Tab.1 Threshold of fragment length

Fail numbers of packet transmission Scheme 1/byte  Scheme 2/byte

0 — original transmission 4096 409
1 — after first transmission failure 2048 409
1 — after second transmission failure 1024 2048
2 — after third transmission failure 512 1024
3 — after more than 3 transmission failure 512 512

4 The Interference Suppression Perfor-
mance of Proposed Scheme

Here the effect of Bluetooth interferers on the

length of target packets is analyzed through
simulations. The results show that the adaptive
fragment scheme can effectively decrease collision
probability and enhance robustness in the presence of
Bluetooth interferers by transmitting target packets
within intervals between two interfering bursts.

Fig.7 shows the capacity of IEEE 802.11 FHSS
network versus its packet segment length at 1 Mbit/s
under different Bluetooth interferers. Five curves with
the number of interferers ranging from 1, 4, 8, 16 and
32 are calculated. The results show clearly that the
capacity of IEEE 802.11 FHSS network increasing with
the increasing of payload length of packets when seldom
or none interferers appear. However, with the
increasing of Bluetooth interferers, the capacity loss

can be substantially reduced by shortening the segment
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length and this effect becomes more pronounced with
more interferences. For example, when the number of
interfering Bluetooth reaches 32, the segment length
can be reduced from the maximum allowable 4 096 to
256 bytes so that the capacity can still be maintained at

a fairly good value of about 0.2 Mbit/s.
0.8

0.7

0.6 T _
05k /7 T~
0.4

0.3

T

Capacity S/(Mbit+s™!)

0.2

0.1

1 I 1 1 I b

OO 500 10001500 2000 2500 3000 3500 4000
Payload length/byte

—— 1 interfering network ~ ----- 4 interfering network

+--+ 8 interfering network %—* 16 interfering network

0—o 32 interfering network

Fig.7 The capacity of IEEE 802.11 FHSS network versus

its packet length in the presence of Bluetooth interferers

In fact, for a given number of interfering
networks, there exists an optimal fragment length of the
target packet. When the fragment length is shorter than
this optimal value, the capacity drops rapidly because
the header then occupies a significant portion of the
packet and such frequent low efficiency transmissions

increase interferences with other systems.
S Conclusion

There are a large amount of devices operated in
the 2.4 GHz ISM band, the major standards involved in
FHSS technique are Bluetooth and IEEE 802.11 FHSS
WLAN. With the increasing number of users, the
co-interference between these two types of networks
becomes more and more severe so that the network
capacity is decreased. In this paper, the capacity
model of Bluetooth and TEEE 802.11 FHSS networks is
derived by analysis of FHSS network capacity.
Simulations show that the capacity reduction of
Bluetooth network is smoother in the presence of TEEE
802.11 FHSS interferers because of using short
packets. Contrarily, the capacity of IEEE 802.11
FHSS network decreases rapidly in the presence of
Bluetooth interferers because of its long packet length

mechanism.

The inherent mechanism of IEEE 802.11 WLAN
standards can effectively support fragment payload
length transmission. A scheme of adaptive fragment of
payload is proposed to resist Bluetooth interferers on
the basis of the capacity modeling of the FHSS
network. Results of analysis and simulation show that
the adaptive transmission mechanism can effectively
mitigate the capacity reduction of IEEE 802.11 FHSS
networks. It is also shown that there exist optimal
payload lengths for different Bluetooth interferers to

provide optimal capacity.
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