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Abstract: This paper presents a novel mechanism for detecting flooding-attacks. The simplicity of the
mechanism lies in its statelessness and low computation overhead, which makes the detection mechanism itself
immune to flooding-attacks. In this paper, SYN-flooding, as an instance of flooding-attack, is used to illustrate
the anomaly detection mechanism. The mechanism applies an exponentially weighted moving average
(EWMA) method to detect the abrupt net flow and applies a symmetry analysis method to detect the anomaly
activity of the network flow. Experiment shows that the mechanism has high detection accuracy and low

detection latency.
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The Internet has undergone phenomenal growth
in the past decades and become one of the
indispensable infrastructures of our society. However,
the Internet is prone to network attacks because of the
inherent vulnerability of TCP/IP protocol suite. The
popular web sites often suffer from denial of service
(DoS) attacks. It was shown that more than 90% of
the DoS attacks used TCP'"'. Detecting the abnormal
variations of network traffic is a necessary way to
detect and defend DoS attacks because they always
lead to variation of characteristics of network traffic.
Currently, many network administrators identify these
attacks through analyzing net-flow anomalies. Visual
analysis of traffic flow anomalies has grouped these
anomalies into two general categories:

o Network operation anomalies They include
network abnormal behavior caused by configuration
changes and caused by traffic reaching environmental
limits.

o Network abuse anomalies Two types of
network abuse that can be identified are DoS flooding-
attacks and fast port-scans. DoS attack is a malicious
behavior intended to cripple an online service. Fast
port-scan is also a prevalent attack to glean useful
information of the target. Our research focuses on
network abuse anomalies.

Several mechanisms have been proposed to
counter SYN-flooding, such as SYN cachem, SYN
cookies”’, SYN defender*’, SYN proxyingis], and
SYN-kill'*'. However, these mechanisms are depen-
dent on states, i.e., states are maintained for each TCP
connection and state computation is required. Experi-
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ments with SYN attacks on commercial platforms
show that the flooding rate to overwhelm an
unprotected server is 14 000 SYN packets/s. If the
detection system based on state maintaining is
integrated into these servers, it will intensely drop the
end-to-end performance of TCP and increase the delay
of creating a TCP connection.

Available methods to detect fast SYN-scan are
also state maintaining or computation consuming, such
as snort " and packet header detection (PHD)"®'. A
snort port-scan preprocessor must maintain the state
information of each TCP session, and the detection
system itself is subjected to DoS attack. PHD has low
detection rate since it doesn’t take into account the
TCP flag and our experiment shows that it also has a
high negative alarm rate.

The above solutions based on the TCP state or
complex computation make the defense mechanism
itself subject to flooding-attacks. This paper presents a
simple and efficient method to detect flooding-attacks.
In our method, we use time series analysis, which is
based on an exponentially weighted moving average
(EWMA), and traffic symmetry analysis. It can
accurately detect those attacks that produce abrupt
net-flows, such as SYN-flooding, and fast SYN-scan,
etc. Experiments based on Defense Advanced
Research Projects Agency (DARPA) evaluation data
shows that the proposed detection mechanism has high
accuracy and low latency.

1 Flooding Detection Based on Flow Anomaly

According to the attributes of network abuse
anomalies, we select two kinds of measures that are
effective in detecting flooding-attacks.

o Intensity measures These measures track the
number of attribute records that occur in a fixed-time
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interval, and can detect abnormal bursts of activity.

o Symmetry measures These measures describe
the symmetry between two attributes in a fixed-time
interval, and can be used to detect the anomaly
activity with broken symmetry.

1.1 Intensity anomaly detection

To detect a network traffic anomaly in real-time,
we use an intensity measure of network behaviors to
describe the degree of busyness of the network. The
higher the intensity is, the busier the network is.
Under normal conditions, the number of network
events that occur in a fixed-time interval varies with.
If a network abuse anomalous event occurs, the
intensity measure will burst.

Recently, there has been considerable work on
the modeling of the arrival process of TCP connection
requests. It is reported in Ref.[ 9 ] that the statistics of
TCP connection request arrivals have shown
significant changes in the past few years, along with
Internet traffic itself: in the early 1990’s, the dominant
TCP connections were FTP and Telnet sessions, and
the arrival process was Poisson''"*'. However, after the
web became the predominant of TCP
connections, the arrival process displays heavy tails in
its inter-arrival time'""’. Furthermore, recent Internet
traffic analyses have shown that arrival process is not

source

even stationary and dependent on the average arrival
rate'"?’. For such a dynamic and complicated entity
like the Internet, it may not be possible to model the
total number of TCP connections at all times with a
simple parametric model.

EWMA techniques can be
multivariate, and detect changes in process mean
(mean shifts), process variance (variance changes),
and relationships among multiple variables (counter-
relationship):m. This paper focuses on detecting
significant changes of event intensity for intrusion
detection. The event intensity is a single variable
measuring the characteristics of events in an
information system. Hence, this paper considers only
univariate techniques to detect anomalies or possible

univariate or

intrusions.

So we apply time series analysis based on
EWMA to illustrate the theory of intensity anomaly
detection. We use the SYN sequence in the DARPA
IDS evaluation dataset as an example to study the
EWMA detection method. The DARPA dataset is
provided by MIT Lincoln Lab, and widely used in
evaluating IDS algorithms and systems““.

Let x, denote the rate of SYNs that occur in a
fixed time interval. Through analyzing the normal data

of the first and the third week of the DARPA 1999
intrusion detection evaluation data, we find «, is not a
stationary process. Fig.1 describes the statistic data of
SYN on the first day of the first week. The N axis
describes the sampling interval sequence. Fig. 2
describes the SYN sequence after differencing.
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Fig.2 SYN sequence after differencing

Through differencing the SYN sequence, we get a
stationary process z,, namely

(1 -B)x, =z t>1,z ~NO, o) (1)
where B is the backshift operator, z, is a normal
process with zero mean and ¢, variance. The upper
and lower control limit of z,, UCL, and LCL,, are
individually as follows:

UCL, =3 o,, LCL, = - 30, )

In Eq.(1), we evaluate a variance ¢, from the
history data of z,, and usually use the V history data to
evaluate the value of o,:

3)

This method of evaluating standard deviation is
simple moving average. The method gives an equal
weight (1/N) to each observation, and the evaluating
value is apparently dependent on the data length N.

But the practical observed data, such as SYN,
SYNACK measures, changed largely with time shift.
Each observation has a close relationship with the
adjacent observations, and otherwise has little
relationship with the distant observations. We use
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EWMA to evaluate the value of ¢, namely:

= J0 -0 3 @)

where A (0 < A <1) is a decay factor whose value

determines the weight of each observation along with
the effective sample length. The method gives a
different weight to each observation, giving more
weight to recent observations and less weight to older
observations. Another characteristic of EWMA is that
the evaluation equation of the variance is transformed
to a recursive equation, which is suitable for a
computer dealing with mass data. The evaluation value
of the parameter ¢;, is given by

o, =0 +(1=2)z ®)

Because the scope of the value of A is 0 <A <1,
the weight ofzf,j is (1 -1)\M— 0 (when j—o ). So,
the tolerance L, is defined as

Ly = (1-20) YA =A% ©)

j=k
where K is the effective length of observations. Eq.(6)
classifies the relations among L,, K and A. So, when

Ly is given a fixed value, the burst judgment function
of the abrupt intensity measure is defined as

K-1

1 2 >3 [(1-1) Y Nz,
j=0

fz) =30 zt<3J(1 —A)If)\fzf,, (7)

i=0

K-1
-1z <=3 [(1=-2) Y N,
j=0

During testing, if z, value for an observation
exceeds the upper control limit UCL, the f(z,) value
is set to 1 and a rise-jump signal of a burst flow is
generated; and if z, value for an observation is under
the lower control limit LCL, the f(z, ) value is set to
-1 and a drop-jump signal of the burst flow is
generated; otherwise the f(z,) value is set to 0 and
no burst occurs.

Many anomalous network behaviors can last for
a period of time. To avoid frequent alerts, a definite
beginning time and end time of the anomalous event
must be given. The rise-jump and the drop-jump of
the burst flow are helpful in confirming the beginning
and the end time of the anomalous event.

1.2 Symmetry anomaly detection

Symmetry is an obvious phenomenon in many
net-flows. For example, under normal conditions, the
discrepancy between the collected number of SYNs
and SYNACKs is very small, compared to the total

number of TCP connection requests. Furthermore, the
one-to-one match between SYN and SYNACK is
independent of the sample time and network sites.

Let y, denote the rate of SYNACKSs that occur in
a fixed time interval. Obviously, under normal
network conditions, the value of x, is equal to y,.
Fig.3 describes the statistic data of SYNs and
SYNACKs of the first day of the DARPA 1999
evaluation data.
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Fig.3 The symmetry of SYNs and SYNACKSs

We define the symmetry of TCP SYN and SYN/
ACK as

e, :th”' ®)
Under a normal network environment, ¢, is close
to 0. But a misconfigured system and incorrect
operation will lead to a shift in the value of g,.
Furthermore, when an anomalous event occurs, the
symmetry of traffic will be badly broken and &, will
be far from zero. In order to ensure that the value of
g, can efficiently represent the symmetry balance
capability of the observed measures, and distinguish
between network operation anomalies and network
abuse anomalies, we must give a practical definition
of the symmetry threshold. Through analyzing the
practical net-flow, we find that when the flow is small,
anomalous events hardly ever happen. Furthermore,
the heavier the flow is, the higher the probability of
anomalous events happening is. So we design an
adaptive symmetry detection algorithm, in which the
threshold value of the symmetry can be adjusted
according to the changes of the network traffic flow.
The auto-adapting threshold is defined as
Blnx,

t
X

s s,€[0,0.3] ©)

where B is an adjustable parameter. In principle, we
consider that the symmetry is obviously broken if ¢ is

. 0. 3x, 0. 3a
more than 0.3. Obviously, 8 < . Let g ==,
Inx Ina

t

where « is the max security control limit of net flow,



Anomaly detection for network traffic flow 19

and let 98% of total normal x, € [0, o ]. When the
intensity of net-flow is less than the value of a,

anomalous events hardly happen. The symmetry
detection function is
EANERSA
== 10
Sy, %) N Binx, (10)

If the above expression is true, the symmetry is
broken.

In order to avoid the effect of the time interval,
we must optimize the above algorithm and design a
cumulative detection. When there is a rise-jump of a
flow x in time ¢,, and the event maintains /N sampling
interval, let

Lo +i 1 +i

z|xt—%| BlOgle

1=1g 1=1g

e e

2 2

L=1p t=lp
where 0 <i<N. So the judgment function is

to+i

2 x -yl
[y, x) = = > 1 (1)
Blog Y x,
t=1
If the above expression is true, the symmetry is
broken. Obviously, Eq.(10) is a special case of Eq.
(11) when ¢ =0.

2 Experiment

To evaluate and validate our method, we have
conducted simulation experiments on DARPA 1999
evaluation data'™*'. We record the number of SYN and
SYNACK packets during every observation period ¢,
which determine the detection resolution. As usual, the
first retransmission interval of SYN is 6 s, the second
retransmission interval of SYN is 24 s'"*', so we set L
=30 s. However, the parameter is tunable and our
algorithm is not very sensitive to this choice.

After training the normal DRAPA 1999
evaluation data, we find the 98% value of total x
belongs to [0, 3]. So let & =3, then g = 0. 81.
Furthermore, because there is a close relationship
among the adjacent observations, let A =0.85 and the
minimum of tolerance L =0.001. We can get K=~42
from Eq.(6).

We have conducted detection experiment on the
first day of the S5th week of the DARPA 1999
evaluation data. The experimental result is described
in Fig.4. Fig.4(a) describes the intensity detection of
the differencing SYN sequence; Fig.4 (b) describes
the symmetry detection between SYNs and SYNACKSs.
The detected attacks are given in Tab.1.
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Fig.4 The first day of DARPA evaluation data. (a)
Intensity detection of SYN D; (b) Symmetry detection

between SYNs and SYNACKSs

Tab.1 The detection results

Index Attack name Start time End time

1 Apache2 10:29:51, Apr. 5, 1999  10:30:51, Apr. 5, 1999
2 Apache2 14:05:45, Apr. 5,1999  14:06:15, Apr. 5, 1999
3 Neptune 18:04:26, Apr. 5,1999  18:10:26, Apr. 5, 1999

In the experiment, our algorithm detects three
flooding attacks, where the first Apache2 attack
happened on 10:29:51, April 5, 1999, the second
Apache?2 attack happened on 14:05:45, April 5, 1999.
A Neptune attack happened on 18:04:26, April 5,
1999. The Apache2''*) attack is a DoS attack against
an apache web server where a client sends a request
with many http headers. If the server receives many of
these requests it will slow down, and may eventually
crash. The Neptune[m attack is a typical SYN flood
DoS on one or more ports. But, the algorithm can’t
detect a scan attack which happened on 9: 43: 11,
April 5,1999. The attack lasts 4 min with 10 s interval
between every attack packet. It isn’t a flooding attack.
In allusion to the slow and stealthy scan attack, we
use the active detection technique which is described
in another paper. There is a discrepancy between the
beginning time of the attack detected by our algorithm
and the real result, which is less than a sample
interval.
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3 Conclusions

1) The algorithm is stateless and requires low
computation overhead, which makes it immune to
flooding attacks;

2) The algorithm is insensitive to access pattern;

3) Cumulative detection is employed, which
makes the detection robust;

4) Intensity and symmetry measures are applied
simultaneously, which make the detection exact.

The experimental results show that both the
accuracy and the real-time are very good.
Furthermore, our method can be extended to detect
other flooding attacks that can break the traffic
symmetry, such as synKill, Ipsweep, NMAP fast scan,

and SATAN, etc.
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