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Abstract: Based on the principle of information theory, a novel scheme of unequal-interval frequency-hopping
(FH) systems is proposed. For cases of spectrum overlapping systems and non-overlapping systems, the
implementation methods are presented and the security performances are discussed theoretically. Firstly, the
definitions of absolute and relative key amounts of FH systems, equal-interval and unequal-interval FH
systems are given. Then, the absolute key amount and relative key amount are analyzed for equal-interval and
unequal-interval FH systems. The results indicate that the absolute key amount has become the key point in
improving the security and secrecy of FH systems, especially in today’s epoch of highly developed computer
science and IC design technology. Theoretical analysis and practical examples show that the absolute key

amount of unequal-interval FH systems is generally over two orders larger than that of equal-interval ones

when spectrum overlapping is allowable. Therefore, there is great superiority in enhancing the security and

secrecy for the scheme mentioned.
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Frequency-hopping (FH) communication systems
provide high performances in secrecy, anti-
interception, anti-jamming and spectrum efficiency.
Therefore, FH communication schemes show great
superiority in both military and business uses. The FH
technology is increasingly being used with the
opening of the industry, science and medicine (ISM)
band in many countries. Furthermore, it has become
the key technology in Bluetooth, IEEE 802.11, IEEE
802. 15, HomeRF and many other communication
systems"'

The effect of spread spectrum for FH system is
accomplished by hopping carriers so that the process
gain is decided by both the number of carrier
frequencies (channels) for a given band and the
effective width of each channel. Therefore, it is a
macro-wideband system as well as a
narrowband system. Generally, in spread spectrum, the
more channels, the greater gains can be achieved.

Among the many characteristics of FH systems,
secrecy and the information rate which are closely
related to each other are of greatest concern. The
performance of the secrecy of an FH system is often
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measured by its key amount'”’, the number of carriers
and the hopping rate. The larger the key amount, the
more the carriers and the quicker the hopping rate, the
better the secrecy will be. The most widely used way
of achieving FH is to use a phase-locked loop (PLL)
frequency synthesizer in order to reduce the cost of
equipment. And the bottleneck of increasing the rate
of information transmission is the setup time of PLL
when the carrier is changed. In many practical
systems, the definite number of channels and the
known interval between carriers are provided. This is
called an equal-interval FH system. In this case, the
requirement for setup time has to be relaxed so as to
realize the systems easily, which causes a decrease in
the information transmission rate. For example, in the
79-channel-Bluetooth with 1 MHz interval of each
channel, which f, = (2402 + k) MHz, £ =0, 1, 2, -,
78, the time length of a single slot packet is 625 s
and the time of sending data or receiving data is only
366 s at most. It is clear that the ratio of time left to
setup is as high as 42% . Although equal-interval FH
and such long setup time can be allowed in some
application occasions, they are unacceptable in those
fast application situations that require great secrecy
and wideband. In this paper, the factors influencing
the key amount of FH systems are firstly analyzed
theoretically, and then a novel scheme that can largely
enhance the key amount and reduce the setup time of
PLL frequency synthesizer is presented. Finally, the
analysis of their performance and some application
instances are provided. The methods mentioned in this
paper are already in the patent application process.
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1 Analysis of Key Amount for FH Systems

Some definitions are provided as follows for easy
analysis.
Definition 1
carrier frequencies available in an FH system, the
information required to decide all the elements of its
carrier frequency set {£,, fo, =" fiots fir =*s fuots
Sy ! is defined as the system’s absolute key amount E,.
Definition 2
carrier frequencies available in the FH system, the
information required to decide the hopping rule of K
elements of the carriers set {f,, f5, “**, fi1» fis fisis
R N in practical
communication, is defined as the FH system’s relative
key amount £ .
Definition 3 For the given frequency band [/,

For N as the total number of

For N as the total number of

which is used

fiul, suppose N is the total number of carrier
frequencies available in the FH system. In the carriers
set 1fi, fos s fiois Sis fiors s Syois Syl if there
isfi-fi_,=fi,, —fiforany i, ie[1, N] and f, =f;,
JSx+1 =/u» then this FH system is defined as the equal-
interval FH system.

Definition 4 For the given frequency band [ f,,
f,] in an FH system, set M as the total number of
carrier frequencies available. In the carrier frequencies
set {f,, /2, s Sics L fiens s e s ful, if there
is either f; —f,_, =f,., —f; ot f, =f,_, #f;,, —/; for any
Jj,jell, M] and f; =f,, f,,., =fy then it is defined
as an unequal-interval FH system.

Now let’s discuss the absolute and relative key
amounts for equal-interval and unequal-interval FH
systems, respectively.

For an equal-interval FH system, one can get its
absolute key amount as long as he or she gets its total
number N of carrier frequencies and any two
neighboring carriers. In order to illuminate the
principle, propose that only N is given, and then
according to definition 1, the absolute key amount E
is

E_, =2log,N (1)

Considering the system of Bluetooth with 79
carrier frequencies and equal-interval FH, its absolute
key amount is about 12.6 bits.

For the unequal-interval FH system, one cannot
get the absolute key amount unless he or she acquires
all the carrier frequencies, that is, all the elements of
the carrier frequencies set. According to definition 1,
while given merely the total number N of carrier
frequencies of the unequal-interval FH system, its
absolute key amount £ ,can also be gotten as

E_, = Nlog,N @)

Now consider the Bluetooth system if it were an
unequal-interval FH system. Though the system also
has 79 carrier frequencies, its absolute key amount is
about 498 bits, which is N/2 =39.5 times larger than
that of the equal-interval FH system. From the
reasoning above, a conclusion can be reached that the
absolute key amount of unequal-interval FH systems
is far larger than that of equal-interval FH systems
when using the same amount of carriers.

The FH systems avoid interruptions and
interceptions by changing carriers very quickly when
they are in communication. The pattern based on the
pseudo-noise sequence (PN code) is used to achieve
the frequency, hopping and frequency hopping code
division multiple access (FH-CDMA). The period of
the FH pattern is easy to lengthen. For a binary
system, proposing that i bits are required to decide the
FH pattern and according to definition 2, the relative
key amount is

E =2'0og,2 =i + 2 3)

For example, the FH pattern in Bluetooth is
decided by both 28 bits of its clock timer and 28 bits
of its address code. According to definition 2 and Eq.
(3), its relative key amount is as high as 56 x2°° bits.

Since the FH pattern is merely determined by the
method of generating PN code, equal-interval FH and
unequal-interval FH exert no direct influence on their
relative key amounts.

From the aforementioned reasoning, we can
conclude that the relative key amount of FH systems
is far larger than the absolute key amount. Hence, the
latter one is highlighted in this paper. From definition
1, the total number of carrier frequencies for FH
systems directly determines the system’s absolute key
amount. The reasons are as follows: from the view of
information safety, if using some receivers working on
a per channel basis, that is, all channels are monitored,
all information in communication will be captured no
matter how long the period of the FH pattern or how
high its relative key amount is. As a result, only if
both the relative and absolute key amounts are high
enough can the FH system be secure and secret.

Moreover, a conclusion can be reached from the
reasoning above that the absolute key amount of
unequal-interval FH systems is far larger than that of
equal-interval systems. Actually, since the elements of
the set of equal-interval FH systems disperse
equidistantly on the frequency axis, while those of the
set of unequal-interval FH systems are of an
approximately continuous distribution, the absolute
key amount of practical unequal-interval FH systems
will be even larger.
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2 Descriptions and Realization of the Fre-
quency Set Available

For a given frequency band [f,, f;, ], let the first

and last carrier frequency of equal-interval FH systems
be f, |, [, y» respectively, the interval of neighboring
carrier frequencies be f,,,, the effective bandwidth of
modulated signal be B. If it is required to work under
FH-CDMA and have no collision or overlap of
frequency spectrum, it should satisfy the equations as
follows:

fo=fL+B/2

fonsSf—-B2

Now any element f, . of its carrier frequency set

i
s

can be represented as
f;,i, :f;;,l + (l - 1).fspan
It is easy to get all the elements of the set {f, ,,
fc,29 .Hﬁf‘(:,[—]ﬂf;;,iifcs,'q.]’ "',fc”\;_pfc’w} by adducing
Eq.(4). It is convenient to get the needed carrier
frequency by using the frequency synthesizer shown
in Fig.1. Here

iell,N] @)

is the phase-detected frequency and generally f,, =
S Setting a fixed frequency division ratio R for the
output frequency f,, which is generated by the
reference oscillator and changing N, the output
frequency f,, generated by the voltage-controlled
oscillator (VCO) can be equal to f, ..

-
fou|

Fig.1 Phase-locked loop frequency synthesizer

For unequal-interval FH systems, the set of
carrier frequencies {f, |, /., "5 o5 fo o Sojors 70
Sonois foy ! is accompanied with its interval set
{fspan, 19 fspan,z ) fspan,j—l ’ fspan,j’ fspan,j+1 s T,
fspan, N-1> fspan, N fspan, N+l } , where fspan, 1 :fc,l _fL’
Sipan.2 =for =fers "'sfspan,j :fC,j _fC,j—l’ "5 fopan. v =fon
~fen-1> foan. o1 =Su —fo v Fig.2 is a sketch map
about the arrangement of the carrier frequencies set
for the unequal-interval FH system on the frequency
axis.

fPD =fout/N :f‘ref/R (5)
Si S for Sej-1Fej fejst feon-1 fon fu  f/Hz

Fig.2 Sketch map of array relation of carrier frequencies for the unequal-interval FH system

Let Af be the greatest common divisor of all the
elements of the interval set. There is
Af = GCD%fspan, 15 fspan, 25 7, ][span,j—l s fspan,j,
fspan,j+| y T, fspan, N-1>s fspan, N fspan, N+l f =
( %f‘span,l s fspan,z s T fspan,j-l ’ fspan,j ,
fspan,j+l PR fspan, N-1>5 fspan, N fspan, N+l f ) (6)
Then each element f, .in the set of carrier frequencies
can be described as

foy=fit XA )
where
ijf:f‘span,j :fc.j _f;,j—l (8)

If £; is a random natural number generated by the
random natural number generator, then the sequence
calculated from Eq.(7) is the carrier frequencies set of
the unequal-interval FH that is shown in Fig.2.

Similar to the case of equal-interval FH, set the
effective bandwidth of modulated signal as B, and no
channels collision or frequency overlap is required
under FH-CDMA, the carrier intervals of unequal-
interval FH systems should satisfy

fspan, 1 :fc, 1 _fL =k1AfBB/2 (9)
f;pan,j :‘fc,j _fc,j—l :ijfBB (10)
f;pan, N+1 :fH _f‘c, N =k:\°+lAf>B/2 (11)

The minimum k., of the random £; from Egs.(9)

to (11) can be elicited. And there should be k, =k
k, =2k, ky=k.,,- A maximum £, can also be set

min »

in order to avoid a too large k; and to keep a balance
between the randomicity of %, and the spectrum
efficiency, so that

Fomin Sy s oyt Sk (12)

2k iy <k, <k j=1,2, -, N-1 (13)

Egs.(6) to (13) are the theoretical algorithms to
get the carrier frequencies set for the unequal-interval
FH system. However, it is very difficult to get the
accurate solution to this set from Eqs.(6) to (11), since
Eqs.(7) to (11) are all based on Af while Af itself is
based on Eq.(6). It is not necessary to use such an
intricate iterative method in practice. So a relatively
simple method is presented as follows. A relatively
small Af and proper k,;, and k,,, are set up first and
then the elements of the set are calculated according
to Egs. (7) to (13). Finally, the results will be
evaluated. The values of Af, k., and k. will be

adjusted and the equations will be recalculated until

max

getting the satisfying carrier frequencies set. Fig. 3
shows the flow chart for getting all the elements of the
set. It can be conveniently fulfilled by computer or
MICTOProcessors.
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Fig.3 Flow chart for getting all the elements of the set for the unequal-interval FH system

Further Analysis of the Absolute Key
Amount

When reexamining Eqs. (1) and (2), it is quite
clear that when using the same N carrier frequencies,
the reason why the absolute key amount of the
unequal-interval FH system is N/2 times larger than
that of the equal-interval FH is that every carrier
frequency of the former system must be determined
independently while the elements of the latter system
are related to each other. When referring to
information theorym, it is obvious that the
information needed by the former set is greater than
the latter. Actually, most modulated signals have the
performance of cyclostationarity, so that it is not
necessary to require a B as the minimum interval
between neighboring channels. In other words, when
setting B as the effective bandwidth of modulated
signals, spectrum overlap is allowable when working
under FH-CDMA with no collision or “hit”. The
useful information can be extracted by using the
frequency shift filter as long as there are

distinguishing intervals in the carriers . The absolute
key amount of the unequal-interval FH system will be
even larger if using this character. So the FH systems
can be classified into overlap allowable systems and
overlap unallowable systems according to whether
overlaps are allowable under multiple accesses. It will
be discussed concretely as follows.

Firstly, the situation of using the full band of [ f,,,
£, ] is discussed.

The most common situation should be NB =, -
fi.- So it can only be equal-interval in overlap
unallowable systems.

In overlap allowable systems, let’s consider the
equal-interval systems first. Suppose the actual carrier
interval is B'. Then the total number of carriers that
can be held in [ f,, f, ] will increase to N', from N

Ny =(fu-fL) /B (14)
The absolute key amount will increase accordingly to

E, =2log, N, (15)
Its increment is

AE, =2log, (N{/N) (16)

Compared with the Bluetooth example above, where
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the absolute key amount for FH is about 12.6 bits
when B =1 MHz and N =79, it is clear that in overlap
allowable systems, if B’ =0.2 MHz, N, =395. Now its
absolute key amount is about 17.3 bits with an
increment of about 4.6 bits.

Then consider the unequal-interval FH system. If
the overlap spectrum is allowable and other conditions
are the same as the equal-interval FH system, its
absolute key amount will increase as well to

E, =N'log, N} (17)
Its increment is
AE, =N; log,(N}/N) (18)

However, since now there must be many carrier
intervals larger than B’, there must be N, < N
accordingly. Take the frequency segment for
Bluetooth as an example again. When B’ =0.2 MHz, if
N', =200, the absolute key amount is about 1 528.8
bits with an increment of about 1 030.8 bits.

Then, the situation of NB <f,, —f; is discussed.

This situation is very common in ISM. For
instance, in ISM 2 400 to 2 483.5 MHz, the carrier of
Bluetooth is f, = (2 402 + k) MHz, where k =0, 1, 2,
-+, 78. We can still add 4 carriers into this frequency
segment since the bandwidth of signal is 1 MHz. What
is more, in the frequency segment of 902 to 928 MHz
and 5 725 to 5 850 MHz, many FH communication
systems use merely a tiny part of the band.

In overlap unallowable systems, the total number
of carriers for equal-interval FH system will be

Ny =L(fu-f1)/B] (19)

If using NV carriers among N, there will be (V|
— N +1) in total. Therefore, the absolute key amount
can be calculated by using Eq. (15). The following
equation is also available.

E, =2log,N +log,(N; =N +1) (20)
The second term of the equation is the increment of
the absolute key amount in this situation. While
synthesizing Eqgs.(15), (19) and (20), the absolute key
amount will be
E,, =min{[2log, N; ], [2log,N +

log,(V} =N +1)]} 1)

For the unequal-interval FH system, supposing
the minimum interval of carriers is B’, the total
number of carriers that can be held in [, £, | will
increase to N; from N. But it should satisfy the

following restrictions:
N3

fH _fL -B' < Zl,k/Afng _fL (22)

The definitions of the parameters in this equation are
the same as they were aforementioned. From Eq.(22),
N) is gotten as long as f,, f, and B’ are given.
Meanwhile, every element of the carrier set can also

be gotten from Eq.(7) as
Ny

Jej=f+ 21, k;Af 23)

Because B' is the minimum interval of the system,
there should be NV < N; <N} in most cases. If taking N
in all N', carriers, there will be C:z ways in total.
However, when using the absolute key amount of FH
to evaluate the difficulties of getting the practical
carrier set, the absolute key amount is either

E, =Nllog, N, (24)
or

E, =Nilog, N} - log,C), 25)
Synthesizing Egs. (21) and (25), the absolute key
amount in this situation should be

E, =min{ [Nﬂ(’gz N3], [ Nilog, Ni -

log,Cy 11 (26)

When comparing Eqgs.(21) to (26), it is clear that
in overlap allowable FH systems, the absolute key
of equal-interval and unequal-interval
systems will both be enhanced with the increment of
the total number of carriers. But the increment of the
latter one is far more than that of the former. More
straightforward explanations will be given as follows.

For example, an FH communication system is
working at 2 400 to 2 483.5 MHz ISM band, using 100
FH channels, and requiring a 200 kHz minimum
interval. To compare the absolute key amounts
between equal-interval and non unequal-interval
systems, there is

Su—fL=83.5MHz, N=100, B' =0.2 MHz

For the equal-interval system, N = 417.
According to Eq.(26),

E , =min{l7.4,21.6} bits =17.4 bits

For the non unequal-interval system, suppose NV,
=0. 6 and N} =250. According to Eq.(26),

E, =min{l 991.4, 3 629.5 —238.5} bits =

1 991 .4 bits

As another example, if an FH communication
system is working at 5 725 to 5 850 MHz ISM, using
200 FH channels, and requiring a 200 kHz minimum
interval. Also, we can compare the absolute key
amounts between equal-interval and unequal-interval
systems. From the above supposition,

Sfu =/, =125 MHz, N =200, B’ =0.2 MHz

For the equal-interval system, N’ = 625.
According to Eq.(21),

E, =min{18.6,24.0} bits = 18.6 bits

For the non unequal-interval system, suppose NV,
=0.6 and N| =375. According to Eq.(26),

E, = min {3206.5, 5804.8 - 560.4} bits =

3 206.5 bits
From the two examples above, it is obvious that

amounts

al
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when the method of unequal-interval FH systems is
adopted, its absolute key amount is greatly increased,
especially in the spectrum overlap allowable systems.
Since the total number of carriers is increased, the
absolute key amounts of both equal-interval and
unequal-interval FH systems are increased. But the
increment of the latter is far larger than that of the
former.

4 Conclusion

With the increasingly wide use of frequency
hopping systems, people’s demands for security and
secrecy have become greater and greater. Based on the
principles of information theory, definitions of relative
and absolute key amounts of FH systems, equal-
interval and unequal-interval FH systems are given
firstly in this paper. Then the analysis of relative and
absolute key amounts of equal-interval and unequal-
interval FH systems shows that only if both of them
are large enough can the FH system be cryptical and
secure. And in today’s epoch of highly developed
computer science and integrated circuit design (IC),
the absolute key amount has gradually become the
key point in improving the security and secrecy of FH
systems. Therefore, in this paper a novel method of
unequal-interval FH systems is proposed. The ways to
achieve the overlap unallowable system and overlap
allowable system are presented respectively. And their
performance in security is analyzed theoretically. From
the examples, it is clear that adopting the unequal-
interval system will increase its absolute key amount
significantly, especially in overlap allowable FH
systems, the absolute key amount is two orders larger
than those of equal-interval FH systems.
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