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Abstract: To reduce the TCP flow processing cost, some bit patterns selected from the TCP/IP packet can be
used as TCP flow identification. Based on the entropy and randomness analysis of the distribution of sequence

number (SN) and acknowledgement number ( AN) in the first packet of a TCP flow, this paper proposes a new

uniform TCP flow identification by sequence and acknowledgement number (FIDSAN) to the heavy-tailed IP or

TCP traffic. The experimental results suggest that some bits in the TCP sequence number and acknowledgment
number can be selected out as flow ID with acceptable confliction probability. The bit length of flow ID selected
under given confliction probability can be conducted from an equation deduced from the observing window and

flow ID range. FIDSAN has low computation cost in the comparison with the traditional methods, such as 5-

tuple, CRC, and Checksum etc.
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Distinguishing TCP flow is a very basic network
transmission mechanism in routers, e. g. used for con-
gestion control. Generally, the 5-tuple of source IP ad-
dress, destination IP address, protocol field in IP head-
er, source port, and destination port fields in the TCP
header is used to label the different TCP flows. For
example, Sarvotham et al. ' introduced the concepts of
“alpha flow” and “beta flow” based on the 5-tuple. Un-
less a specific flow label is defined for the purpose'™*,
a TCP flow must be identified by a 5-tuple. But in a
high-speed network, it might be burdensome to use the
5-tuple to identify TCP flow because of the large num-
ber of concurrent flows. Therefore, a number of trans-
mutations which map the 96-bit 5-tuple into a shorter
flow label, e. g. smaller than 32 bits, have been defined
and applied".
memory cost, but it enhanced the calculation cost. Fur-
thermore, for the fractal distributed flow rate in the IP
address space'”’, homogenization of the transmutation

These transmutations decreased the

mapping should be considered to avoid a heavy conflict
probability with some mapping methods.

The TCP sequence number is generated by an ini-
tial sequence number generator ( ISNG) defined in
RFC793'°' | ISNG is designed as a 32-bit clock which
pluses 1 per 4 ms and overflows every 4. 55 h. “The ini-
tial send sequence number (ISS) is chosen by the data
sending TCP, and the initial receive sequence number
(IRS) is learned during the connection establishing
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procedure”” . According to the rule in RFC793, it is
obvious that the sequence number (SN) and acknowl-
edgement number ( AN) is randomly distributed. Be-
cause of the independence of TCP connections, the SN
and AN in the first acknowledgement packet of a TCP
flow is also independent. Although SN and AN in-
crease as the data is exchanged between the end hosts
according to the moving window defined in the TCP
header, some high order bits within them remain the
same, since most of the TCP flows do not last so long,
and these bits can be candidates of TCP flow labels
different from the derivation from the TCP 5-tuple.

1 Relationship between Observing Window
and Flow ID Range

Though the data in network streams inexhausti-
bly, the study on traffic can only be carried out within
the resource limitation; that is, only a portion of the
traffic can be observed or processed at a given time.
This portion of traffic is called an observing window,
which comprises of packets belonging to each current
flow.

The first packet of TCP flow (FPTF) is the pack-
et in the TCP flow whose SYN and ACK code bits set
to 1 at the same time, which should be the first ac-
knowledgement packet from the receiving part. This
special packet contains the start points of the sequence
number for both sides of the TCP connection.

The range of flow ID is the number of possible
values expressed by a character string when it is taken
as a flow ID to identify TCP flows.

Obviously, the range of flow ID is critical to the
FIDSAN method. It cannot be so large that two longer
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TCP connections may have different flow IDs. Neither
can it be so small that it will cause the confliction
probability that the long continual TCP connections
have identical IDs. A suitable selection should bring
about an acceptable confliction probability of flow
IDs. The other factors that affect this probability are the
flow ID distribution of arrived flows and the flow ob-
serving window.

Firstly, let us look at the relationship between
flow ID and observing window to find a suitable range
of flow ID. Suppose that the flow IDs obey to random
distribution and are independent of each other. Let K
be the range of flow ID, and w be the size of the ob-
serving window.

Theorem 1 The probability for finding the given
flow ID within an observing window is 1 - (1 -
1I/K)".

Theorem 1 is tenable under the assumption above
and can be deduced by the statistics theory. A flow ID
appears at the fixed location of the observing window
with a probability of 1/K. Because generation of flow
ID is independent, the probability of a given flow ID
not existing in the observing window is(1 - 1/K)". So
the probability of finding a given ID in a w-sized ob-
serving window is 1 minus the probability of the given
ID not appearing independently in the observing win-
dow; i.e., 1 =(1 -=1/K)". When w<K, this formula-
tion can be simplified as w/K.

For example, the 5-tuple is used to describe a cer-
tain TCP flow with 96 bits. So K is 2*° =7.9 x 10*
here. For a window expressed by a 40 bits character
string, the size w is 1.1 x 10", It is large enough for
the device of these days, and the conflicting probability
in this window for a given flow ID is 10 . So the 5-
tuple is a certain unique expression for any TCP flows.

The window size generally has an upper limit. The
acceptable conflicting probability of flow ID can be de-
termined by the applications. Then we can calculate the
bit length of flow ID by the following equations:

bit_length(K) = | log,(K) | =
( log,(1/(1 —logw(1 —p)))w =

| ~log,(1 ~Tog,(1-p)) | (1)
When w<<K, another equation can be used as a
simplification:

bit _length(K) = ( logz(K)W = ( logz(w/p)w =

[ log,w —log,p 1 (2)
According to RFC793, the SN and AN in the first
acknowledgement packet of a TCP flow are generated
homogeneously to the system clock. Generally speak-
ing, every TCP connection builds randomly and inde-

pendently, so the above assumption is valid for FID-
SAN. Therefore, if both the observing window and the
acceptable flow ID conflicting probability are given,
the shortest label length of FIDSAN can be calculated
immediately according to theorem 1 and Eq. (2).

For the packet window, the length of TCP flow is
bigger than 3 packets resulting from the 3-way
shaking, so the de facto TCP flow number is smaller
than the packet window. That is to say, the packet win-
dow will have a less conflicting probability of flow ID
descript in theorem 1.

Theorem 1 can also be applied to an IPv6 net-
work. There is a 24-bit flow label field defined in the
IPv6 packet head. RFC1809 suggests that the flow label
be a pseudo-random number between 0 and OxFFFFFF
and be random when combined with the source ad-
dress. But it is a tentative field that an implementation
can ignore'>”". RFC3697 suggests that “The Flow La-
bel value set by the source MUST be delivered un-
changed to the destination node(s).” and “To enable
Flow Label based classification, source nodes SHOULD
assign each unrelated transport connection and applica-
tion data stream to a new flow.” Such prerequisites
implied by RFC1809 and RFC3697 are consistent with
the assumption above;i.e., the flow label is independ-
ently generated and randomly distributed. IPv6 has not
been widely deployed until now. For this reason, the
validation of this conclusion will be reserved until a fu-
ture day when the IPv6 is widely deployed.

2  Choice of Flow ID and Randomness of
SN/ AN

It seems obvious that the high order bits of the
SN/ AN field should be taken as the flow ID because
they are comparatively more stable. However, Cheng et
al.'” found that the higher randomness of a field in the
packet header can minimize the confliction among its
values when deployed to identify flows. The random-
ness of TCP fields should be studied to seek the possi-
bility of reducing the confliction probability further.

The concept of bit entropy is used for the random-
ness analysis, which is calculated by

H(-) = -plog,p - (1 —p)log,(1 -p) (3)
where p is the probability of a given bit, it can be 1 or
0. It is calculated from the rate between the counting of
this bit when it is 1 and the counting of the total sam-
ples of FPTF.

The analysis was based on real traffic sampling in
the CERNET ( China Education and Research Net-
work) backbone. The sample capacity is 119 170 048
FPTFs.

Fig. 1 shows bit entropy of SN and AN fields in
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FPTFs. It can be found that the bit entropy of the high
order bits located in SN is very close to 1; the bit en-
tropy of the low order bits locations is smaller, but still
higher than 0. 98. For AN field, the highest bit gained
the lowest bit entropy of 0.92, which is distinctly dif-
ferent from those other bits whose entropies are greater
than 0. 98. This means that the highest bit in AN is not
random enough. Fig. 1 expresses the idea that SN has
better performance of random distribution than AN
field does, and the highest bit in AN field should be ig-
nored in FIDSAN selection.

To verify the finding above, consider the highest
10 bits in SN and AN fields of those samples as a num-
ber smaller than 2'°, and count each number’ s hit, and
the hit rate (frequency) of each value can be calculated
by dividing the sum of samples from this value’ s hits.
Fig. 2 discovers the hit rate of those samples in Fig. 1.
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Fig.1 Bit entropy of SN and AN of FPTF
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In Fig. 2, the hit rate distribution of those samples
is very flat, especially for SN. It is very uniform and
very close to the theoretical value 1/K, which here is
9.765 625 x 10 ~*. For AN, it got a stage-like curve,
and the hit rates of the lower values are very close to
the theoretical value. The hit rate curve of greater val-
ues is also very flat, though it is smaller than the low
order bins. The critical point is just at the border of
the greater values and the lower values, which shows
that the highest bit in AN is not very random, so it is
the substantial evidence of the conclusion of Fig. 1.

The discrete entropy is calculated by Eq. (4)'™,
which is close to 1 when every discrete item is strictly
random:

H(-) =- ZpiIOngi (4)

where p; is the hit rate in Fig.2 and K is the same as
the one in the previous assumption. And p;log.p; is
the discrete entropy of each value i, and H( -) is the
discrete entropy of the ID’ s bit string. The discrete
entropy is 1 of strictly uniform distributed random
IDs. So the approximating degree between the really
discrete entropy of the ID string and 1 can be used as
a rule to measure the randomness without considering
the effect of ID length.

The discrete entropy analysis of the highest 10
bits of SN and AN from FPTFs is presented in Fig. 3,
and the result is the same as that of Fig. 2.
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Using Eq. (4) over the dataset in Fig. 2, Fig. 4
and Fig. 5, we can obtain the results in Tab. 1. Tab. 1
shows that the discrete entropy of SN is very close to
the theoretical value “1” which means high random-
ness of these 10 bits; the randomness of the AN field
is lower which confirms this conclusion. The 16-bit
entropy is smaller than the 10-bit’s since the sample
capacity for each ID value in a 10-bit ID is larger than
in a 16-bit ID.
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Tab.1 Discrete entropy of the highest 10/16 bits of FPTF

ID length 10 bits 16 bits
SN 0.987 24 0.963 759
AN 0.917 61 0. 905 687

CRC32 0.986 27 0. 963 688

Checksum 0. 980 82 0. 963 688

The results of these experiments suggest that the
SN field’ s highest 20 bits and AN field’ s 20 bits ex-
cluding the highest 1 bit of the first acknowledgement
packet of TCP flow can be deployed as its flow ID.
This 10-bit ID limits the flow length less than 2%
bytes, i. e., 4 Mbytes. This indicates a natural short-
coming of this original method; that is, the bit number
of flow ID selected from SN/AN restricts the length
of identified flows. The bit length of the TCP flow ID
and the bit length sums up to 32 bits when the distin-
guishable TCP flow length is expressed as a bit string.
It can be expressed by the following equation:

log,flow _length + log, K =32 (5)
where flow _length is the byte-length of the labeled
TCP flow, and K is ID _Range.

The longer the TCP flow length is, the higher the
conflicting probability it will cause. The bit length of
ID shares 32 bits here with the binary length of distin-
guishable flow length. An approach is to employ the
high entropy bits in the AN field to obtain both longer
ID length and longer flow length. The bit number of
flow ID shares 64 bits here with the bit number when
distinguishable flow length is expressed as a bit
string. It can be expressed by the following equation:
log,flow _lengthl +log,flow length2 +log,K =64 (6)
where flow _lengthl is the byte length of the TCP
flow labeled by SN, and flow _length2 is the length
of the TCP flow labeled by AN.

As a result of the bits sharing, high order bits are
reasonably selected from SN and AN as the TCP flow
ID in the next experiments. The observing time was
March 18,2004. The parameter of the observation win-
dow was chosen from 64 to 1 024, and a total of
1 179 450 FPTFs were gathered in Tab. 2, which fits the
requirement of large number theorem. The confliction
probability of flow ID in the given observing window

was presented in Tab. 2. The conflicted probabilities
increase as a response to the observation window size,
and it is very close to the theoretical value.

Tab.2 Conflicting probability of 10-bit flow ID %

Observation Conlfliction Theoretical
window size probability value
64 6.1131 6.062
128 11.8110 11.756
256 22.5410 22.129
512 40.1700 39.362
1024 63.8800 63.230

Tab. 3 lists the 16-bit ID length selected from SN
and AN in various observing windows. The 16-bit ID
is composed of the highest order 8 bits in SN and the
high order 8 bits in AN (from the 2nd bit to the 9th
bit in Fig. 1). Observing time was April 17, 2004,
with a sample capacity of 29 554 155. The result in
this table is better than that in Tab. 2. From the com-
parison of Tab. 2 and Tab. 3, it suggests that if K is
much larger than w, the effect will be more suitable
for applications. Tab. 2 and Tab. 3 validate theorem 1.
It can be predicted that if a 32-bit FIDSAN will work
well in an observing window containing 65 536 pieces
of flows, then it is accurate enough for most of appli-
cations.

Tab.3 Conflicting probability of 16-bit flow ID %

Window Conlfliction Theoretical Simplified
size probability value value w/K
64 0. 056 64 0.097 61 0. 097 65
128 0. 109 32 0.19512 0. 19531
256 0. 194 32 0.389 87 0.390 63
512 0.410 10 0.778 21 0.78125

1024 0.916 50 1.55037 1.562 50

3 Comparison among FIDSAN and Tradi-
tional Hash Algorithms

Let us compare the advantages and disadvantages
among FIDSAN and 5-tuple, CRC32 and Checksum
from different points of view. From Tab. 4, it is obvi-
ous that FIDSAN has some advantages over the tradi-
tional 5-tuple and their HASH. Fig. 4 and Fig.5 show

Tab.4 Comparison between the FIDSAN and traditional HASH

Comparison item Traditional 5-tuple

CRC32 and Checksum

FIDSAN

ID length/bit 96

32/16 <32

Operations when generating 5 times of location and copy

More than 100/7 times

2 times of location and copy, shift once

Operations cost Comparing 4 times

Comparing one time

Comparing one time

Advantage Without conflicting Lower memory overhead Lower calculating times, lower memory overhead
High Iculating times; . - . .
) Higher memory overhead, X 1eher Cé Cl_l aung 1m.es. Given conflicting probability, work well with
Disadvantage given conflicting probability,

higher calculating times

small observing window

work well with small observing window

Tuple involved 5-tuple

5-tuple Transport protocol, SN and/or AN
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the high order 10 bits’ hit rate of CRC32 and Check-
sum over the 5-tuple. The flow sample capacity was
29 554 155, which started on 2004-04-17. The high or-
der 10/16 bits show entropy of CRC32 and Checksum
was listed in Tab. 1. It implies that FIDSAN owns bet-
ter randomicity, so it has better performance than the
CRC32 and Checksum operation when they are select-
ed to form a TCP flow ID. The highest 16-bit frequen-
cy figures of FIDSAN, CRC32 and Checksum are ig-
nored here for their similar appearance to the 10-bit
ones.

4 Conclusion

In this research, a novel method is proposed
based on SN and AN of the TCP fields to label TCP
flows. A theoretical model is also built for the design,
the selection and the application of flow ID based on
the relationship between the range of flow ID and the
observing window. If the range of ID is K, the win-
dow size is w, the ID is random and independent
enough, then ID conflicting probability is w/K when
w<K. The conclusion was validated by experiments.

FIDSAN has lower operations and better random-
ness than the traditional HASH algorithms such as
CRC32 and Checksum in IPv4. The flow ID bits share
the 32/64 bits in SN/SN + AN with the bit expression
of TCP flow length in FIDSAN.

The validation of the IPv6 flow label is not pro-
vided in this paper and is left as a future work. Further
investigation will be conducted in the application of
FIDSAN. In those resource restricted system such as
router, the 5-tuple have great memory overhead; the
CRC32 and Checksum has greater operations and less
randomness than FIDSAN. In order to label quantity

packets with lower operation and lower memory re-
source, the more effective method is FIDSAN.

Another potential application field of FIDSAN is
the session-based web flow balance for the websites
with huge burst access in short time, such as the
homepages of Olympics, which balance the hosts’ ses-
sion handling capacity by their clusters. It will provide
us with stable balance performance as well. We are
surprised by the evenness of the curve in this paper. It
can also be employed in high-speed backbone routers
to control the congestion and QoS.
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