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Abstract: By introducing XOR operation and one-way function chains to group key management schemes based

on the keys tree, a new group key management scheme based on the keys tree, XOR operation and one-way

function chains is proposed. Initialization, member adding and member evicting operations are introduced. The

new scheme is compared with three other group key management schemes which are based on the keys tree:

SKDC, LKH, and OFT. As far as transmission, computation and storage costs are concerned, the performance of

the new group key management scheme is the best. The security problem of the new scheme is analyzed. This

new scheme provides backward and forward security, i. e., newly admitted group members cannot read

previous multicast messages and evicted members cannot read future multicast messages, even with collusion by

many arbitrarily evicted members.
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The maturity of Internet multicast techniques re-
sults in more and more multicast-based applications,
for example, stock information distribution, remote
video conferences, remote collaboration systems, pay
per view, network games, distributed simulations, etc.
Although these applications can be implemented by
unicast techniques, multicast can save the network
bandwidth resources and the resources of senders.
Multicast can also reduce latency.

There are many security problems in multicast
communication, for example, confidentiality of multi-
cast data, single source authentication of multicast data
and group member access control'"?', etc. Until these
security problems are solved, a broad application of
multicast is impossible. Among these, the most im-
portant is confidentiality of multicast data. This is han-
dled by a group key which is shared by all group
members.

Most existing group key management schemes
can be classified into two classes: The first class is
group key agreement schemes which are based on Dif-
fie-Hellman key exchange protocol, for example,
GDH"'. Due to great computational cost and latency,
these schemes do not adapt to large dynamic groups.
The second class is centralized group key distribution
schemes which are based on the keys tree, for exam-
ple, LKH" " OFT'". Because the transmissional cost
is O(lgn) and the storage cost of each group member
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is O(lgn) in all these schemes, these kinds of schemes
are better choices for large dynamic groups.

In this paper we present a new group key man-
agement scheme based on the keys tree, XOR opera-
tion and one-way function. We analyze the security of
this new scheme in detail. We compare our scheme
with other schemes which are based on the keys tree.

1 Group Key Management Scheme Based
on Keys Tree, XOR Operation and One-
Way Function

Our scheme manages the update of the group key
by the keys tree. This is similar to LKH. In our scheme

keys tree is a binary tree. It is depicted in Fig. 1.
()
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Fig.1 Keys tree and node number

Except for the root node every node has a num-
ber. The generation of the numbers is similar to Huff-
man coding. It is depicted in Fig. 1. Every leaf node
corresponds to a group member. The number of a leaf
node is the number of a corresponding group mem-
ber. Every node has a key. If the number of one node
is N, then the key of this node is S,. The root node
corresponds to the group key GK.

If the number of some group member is N, N, ...
N, then this group member knows the following
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keys: Syn, v s Syw,.n. > --» Sy (N, is the opposite
of N;.) and the group key GK. For example, in Fig. 1
group member 010 knows S;,,, Sy, S, and GK.

In the following sections, @ represents XOR op-
eration. H is a one-way function. If the output length
of a kind of one-way function is equal to the length of
keys, it can be used in our scheme. In H' (M), is the
computation number of H. S}, is new S,. GK' is the
new group key.

1.1 Initialization of Kkeys tree

Based on the initial number of group members,
the group key manager builds a keys tree which is like
the one depicted in Fig. 1. The group key manager
sends corresponding keys to each member by the se-
cure unicast tunnels between theses members and the
group key manager. Generally, a group member must
be authenticated in secure group communications. In
the group key distribution scheme, the group key
manager is the best party who does the authentication
operation. The way to do authentication and build se-
cure unicast tunnels depends on the secure policy of
group communication.

When the group key manager sends keys update
messages, he must send the digital signature of these
messages. Each member can be sure that these messa-
ges are from the group key manager. We can do this
by deploying a PKI system in group communication
applications. In the following sections the correspond-
ing signatures are included in the messages which are
sent by the group key manager. For clarity we just
pass over it.

1.2 Adding a new group member

If a new member joins the group, the group key
manager will select a leaf node whose height is the
lowest. Assume that the number of this leaf node is
N,N,...N,. The number of the new member will be
N,N, ... N,1, while the member whose number is
N|N,...N,, will change its number to N, N,...N, 0. The
group key manager generates random keys: Sy .y gs

Syx,.n1 and AS. It computes H' (AS), ..., H"(AS)
and computes S’y , S’y x,» -+
GK’ by Egs. (1) and (2).

s 8" y,n,.., and group key

S;V]Nz..,Nn = SN]NZ.”N,,@H’"_"(AS) n=1,2,...,m
(D
GK' =GK@®H"(AS) (2)

The group key manager generates the following
keys tree update message and multicasts it to the
group: The number of the new member is NN, ...
N, 1 H"(AS) ©Sy,, H" ' (AS) © Sy y,s - H' (AS) D
SN]NZH.N,,,'

Those members whose numbers begin with N, can

compute H"(AS) by their known S, and H"(AS) ®S),
which is included in the keys tree update message, and
can compute the new group key by Eq. (2).

Those members whose numbers begin with
N,N,...N,(n=2,3,...,m) can compute H" "*' (AS)
by Sy, x, and H" """ (AS) @Sy, which is in-
cluded in the keys tree update message. Then these
members compute H”" "** (AS), ..., H" (AS) and
compute Sy, n > ---» S'y, and the new group key
by Egs. (1) and (2).

The group key manager sends

SNINZ...N,,,O’
!

!
S NiN3..Ny? D N\Ny.Ny 2 °°

to member N,N, ...N, 1 by their unicast secure tun-

, 8"y, and the new group key

nels. The group key manager sends Sy ,, y , and AS
to member N, N, ...N,0 by their secure unicast tun-
nels. Member N,N,...N,0 can compute H' (AS), ...,
H"(AS) and compute S'y v, y . ---
group key.

The changes of the keys tree are depicted in Fig.
2 when member 001 joins the group.

Sor =Su DAS, S =S, BH' (AS)

¥ v, and the new

GK' =GK®H*(AS)

&)

Fig.2 Changes of keys tree when member 001 joins into
the group

The keys tree update message which the group
key manager will multicast is: The number of the new
member is 001; H'(AS) DS, H’(AS) ®DS,.

For members 10, 110 and 111, they can compute
H’(AS) from known S, and H*(AS) @S, which is in-
cluded in the keys tree update message. So these
members can compute a new group key GK'.

Member 01 can compute H' ( AS) from known
S, and H'( AS) @ S,, which is included in the keys
tree update message and compute H ( AS). So mem-
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ber 01 can compute S| and the new group key GK'.
Members 000 and 001 can get corresponding
keys and a new group key from their secure unicast
tunnels with the group key manager.
1.3 Evicting a group member
If a group member whose number is N, N, ...N,,
leaves the group, the group key manager will generate
a keys tree update message and multicast it: The num-
ber of the group member who leaves the group is
N\N,...N,; H'( SniNsnn) O Swing vy, H ( SNiNy..N,,)

eBSN,NQMN "-»Hm”(SNINZU.Nm) @SN]'
Because member N,N, ... N, knows Sy, Sy,

s
m-2

oos Syw,.w,_,» these keys must be updated. The
group key manager updates all the keys that must be
updated and group key by Egs. (3) and (4).

SI,V,NQMN,, = SNINZMN,, GH""" ( SN]NZMN,") (3)
where n is less than m. After keys tree is updated, the
number of member N,N,...N, will change into N,N,
N1+ Syn,..x, Will not exist in the new keys tree.
The new group key is

GK' =GK@®H" "' (Syn, x,) (4)

All the members are classified into several classes
by the number of members: the members whose num-
bers begin with N,N,...N, , the members whose num-
bers begin with N|N,...N, _,, ..., the members whose
numbers begin with N,.

If the node whose number is N,N,...N,, is a leaf
node, then this leaf node corresponds to a group mem-
ber. This member performs the following operations:
First, it computes H' ( Snng ) s s H" ' ( N

by Syw,.n~, and one-way function H. Secondly, it
> S,NINZH.TVW,I by Eq. (3) and
new group key GK’ by Eq. (4). Finally, this member
changes its number to N|N,...N,,_,.

If the node whose number is N,N,...N, is not a
leaf node, then all the members below this node
(those nodes whose numbers begin with N|N,...N,)
can compute all the keys that must be updated and
new group key by the known S, . . After they fin-
ish these jobs, these group members get rid of N,, in
the numbers of nodes whose numbers begin with N, N,
...N, (including member number).

For those members whose numbers begin with
NN, ... N, (0 < n < m), they can obtain
H" " "(Syw,..v,) and H"™"
(Syny..n,) D@ Syyn,..v, Which is included in the keys

! !
computes Sy, 'y y,» -

by known S,

tree update message and compute H" "' (S NNy N ) o
. H'U( Sww,.n, ) Then they can compute
S vNyn, > s 'y, and the group key GK' by Egs.

(3) and (4). For those members whose numbers be-

gin with N,, they only need to update the group key.
The changes in the keys tree is depicted in Fig. 3
when member 010 leaves the group.
St =So0DSo0.  S1 =S, GBHI(Smo)
GK' =GK@H"(Syy)

&)
COIED

Fig.3 Changes of keys tree when member 010 leaves the group

The group key manager will multicast the follow-
ing keys tree update message: The number of the
member is 010; H'(S,,,) DSy, H (Sy,) BS,.

Members 00 can compute H'(S,,,) from its known
S,, and H'(S,,) BS,, which is included in the keys tree
update message. By H' (S,,) member 00 can compute
H(S,,,),s0 it can compute S’, and GK'.

Member 011 changes its number to Ol. By its
known S, he can compute H'(S,,,). By H'(S,,,) he can
compute H’(S,,,),so he can compute S’, and GK'.

As for members 10, 110 and 111, they can com-
pute H*(S,,,) from known S, and H’(S,,,) DS, which
is included in the keys tree update message. So these
members can compute the new group key GK'.

2 Security Analyses on New Group Key
Management Scheme

In secure multicast communications a group key
management scheme must present forward and back-
ward security: Newly admitted group members cannot
read previous messages and evicted members cannot
read future messages, even with collusion by many ar-
bitrarily evicted members. The following analysis indi-
cates that our scheme can provide forward and back-
ward security when the one-way function is secure.

First, we analyze the forward and backward secu-
rity of our scheme when a single member leaves or
joins the group.
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After member NN, ... N, leaves the group, the
group key will become GK' = GK@H'"’I(SN]NZ”NM).
Because the member NN, ... N, does not know
Sy~ and he cannot get H' (Syy, ) ... H"™'
(Sy,n,..n,) from the keys tree update message, he can-
not get the new group key GK'. At the same time all
the keys which member N, N,...N, knows in the keys
tree will be updated. These keys are Sy, 5 .

m

m?

SnNy. N, s -++s Sy, - For member N, N,...N,,, he cannot
get these new keys. He cannot get the following group
keys from the following keys tree update messages, so
backward security is ensured. When a new member
joins into the group, the new group key is GK' = GK
@ H"(AS) . Because the new member cannot get AS,
H(AS), ..., H" (AS), he cannot get the foregoing
group keys from this new group key and the keys tree
update messages.

Secondly, we analyze the collusion attack. The
aim of the collusion is to attain the group key when all
the attackers are not group members. The main form
of the collusion attack is of two kinds. One kind is
that attackers want to get the group key after they all
leave the group. The other kind is that attackers want
to get the group key before they all join into the
group. There is no meaning to consider collusion at-
tacks that include current members because every
member knows the current group key.

Our idea is to prove that, arbitrarily, many
group members cannot get those keys which they
should not know from all the keys they know in the
keys tree and all the keys tree update messages which
the group key manager uses to update the group key.
By proving this we can ensure the security of our
group key management scheme. We consider the col-
lusion attack when the number of attackers is two.

Assume that the attackers are A, B whose mem-
ber numbers are P,P,...PON,N,...N, and P P, ...
P 1M M,...M, (when the keys tree is not in balance,
the proof is similar) . Corresponding keys are X and Y.
There are two kinds of collusion attacks. The first kind
occurs when A and B are group members and they
want to get the group key after they leave the group.
The second kind occurs when A and B are not group
members. They want to get the group key before they
join into the group.

First we consider the first kind of collusion at-
tack. The keys that member A knows are
SPIPZ...P,’ R SP1

SPIPZ...P,ONINZ...N,’ cee SPIPZ...P,()NI > SPIPZ...P,.I >

The keys that member B knows are

SPIPZ,..P,.IMIMZ..,M,’ ) SPIPZH.PrlMl > SPIPZ.”P,O’ SPIPZ.“P,? cee SPl

So all the keys member A and member B know are
SPIPz...P,()NlNz...N,’ s SPIPZ...P,()N] s SPIPZ...P,.I’ SPIPZ...P,.’ s SP1
SP]PZH.P,IM]MZ..,M,? SRR SPIPZH.P,IF/I] > SP]PQH.P,O

When member A leaves the group, the keys tree
update message that the group key manager will mul-
ticast is
H(X) @SPIPZ...P,ONINZH.N,_] PR H’_l(X) 69*5‘131132..1’,1)1\1, >
H'(X) ®Spp, 00 H () ®Spp, oo HT(X) DS,

Because member A and member B do not know
SP]PZ...P,[)NINZ...NI,I’ B SPIPZ...P,()N]’ they cannot get X,
H' (X),...,H '(X).Due to

Ay = SP]PZ..,P,ONINZ...TV,_I @HO(X)

P{Py...P,ON|Ny..N; _ |
-2
S,P]PZ.HP,OTW = SPIPZH.P,DN] SH (X)
-1
= SPIPZ...P,I ®H ' (X)

and member B

N
PP,...P,1
so member A cannot  get
SIPIPZH.P,ONINZ..JV,,N oo S/PIPZ.“P,ONI’ S/PJPZ.“P,I' Now all the
keys that member A and member B know are
S,PIPZH.P,.’ s S’Plv SP,PZ..,P,IMIMZ..M,v cee
SP,PZ...P,JMl s SPIPZ...P,I)

In fact these keys are those that member B must
know. That is to say, B cannot get more keys than
those he must know by the information that A knows
and the keys tree update message. After member B
leaves the group, member A and member B will not
know any keys in the keys tree and they cannot get
the following group keys.

For the second kind of collusion attack we can
arrive at the same result in the same way. For this
kind of collusion attack the one-way function chains
H'(AS), ..., H'(AS) ensure the security. In the same
way, we can prove these attackers cannot get any keys
that they should not know when the number of collu-

sion attackers is any.

3 Transmission, Storage and Computa-
tional Costs of New Group Key Manage-
ment Scheme

4,5]

Simple key distribution center( SKDC)'**' is the
simplest group key distribution solution in which a
group manager shares a secret key with each member
and sequentially uses each member’s key to communi-
cate the secret group key to that member. Each time
that member is added to (or evicted from) a group
with n members, the group manager must perform n
encryptions and transmit n keys. Our scheme is similar
to those schemes which are based on the keys tree.
Transmission cost is O(lgn) and the storage cost of
every member is also O(lgn) .

The numbers in Tab.1 and Tab.2 are approxi-
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Tab.1 Comparison of the maximum computational and transmission cost

Evicting a member

Adding a member

Items Multicast Manager Maximum member Multicast Manager Maximum member
size/bits computation computation size/bits computation computation
SKDC nK +1gn nCg Cg nK +lgn nCg + C, Cg
LKH 2hK +h h(2Cg +C,) hCyg 2hK +h h(2Cg +C,) hCyg
OFT hK +h C, +h(Cg +2Cy) h(Cg + Cy) hK +h h(Cg +2Cy) +C, h(Cg + Cy)
Our scheme hK +h hCy hCy hK +h hC; +3C, hCy
Tab.2 Storage cost of the group manager tation. These are faster than encryption and decryp-
and group members bit tion operations. All these schemes, except SKDC, are
Items Manager storage Member storage about equivalent in storage cost.
SKDC nkK 2K
LKH 2nK hK References
OFT 2nK hK
Our scheme 2nK hK

mate. Where n is the number of members; 4 is the
height of the keys tree; Cg, C,, C; are respectively the
computational cost of one evaluation of the encryption
function, generating one key from a cryptographically-
secure random source, and one evaluation of the one-
way function. The detailed way of computation of all
kinds of costs is similar to the way which is presented
in Ref. [7]. The numbers in Tab. 1 do not contain the
cost for computing and transmitting the digital signa-
ture of the group manager.

Among all these schemes the performance of SK-
DC is the poorest. The transmission cost of our
scheme is the same as the transmission cost of OFT. It
is about one half of the transmission cost of LKH. As
far as computation cost is concerned, our scheme has
better advantages, because there are no encryption and
decryption operations in these two schemes, which is
not the case in LKH and OFT. Our scheme just needs
simple XOR operations and one-way function compu-
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