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Blind multiple watermarking algorithm for audio
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Abstract: To make digital watermarking accomplish several goals, a new method for simultaneously embedding
multiple watermarks into the same audio signal is proposed. First, the original audio signal is segmented into
frames of appointed lengths and all the element watermarks are encoded to achieve a mixed watermark. Then,
the binary bits in the mixed watermark are embedded into the audio frames with the echo hiding technique. The
watermark extraction can be performed without an original audio signal. Furthermore, in order to enhance the
extraction accuracy and the robustness of the proposed algorithm against common signal manipulations, the
autocorrelation of the power cepstrum is utilized to estimate the echo delays in the watermarked audio frames to
extract the mixed watermark and the corresponding decoding method is applied to achieve the element
watermarks. Computer simulation results indicate that the proposed scheme has great robustness against common
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signal manipulations of Mp3 compressing, re-sampling, re-quantizing, low-pass filtering and white noise

addition.
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With the fast development of digital signal pro-
cessing techniques and Internet, a number of new audio
applications, such as voice-over-internet-protocol ( VoIP),
have emerged and, therefore, how to achieve the copy-
right protection and the integrity verification of digital
audio signals has become a hot potato. The multiple wa-
termarking algorithm, which can embed multiple water-
marks into the same cover signal simultaneously, is con-
sidered as a good choice for the above problem. And a
number of multiple watermarking algorithms in various
technologies'' ™ have been reported recently. However,
all these algorithms are designed for images. In this pa-
per, a new multiple watermarking scheme for audio,
which is based on an echo hiding technique' and a
power cepstrum analysis'”, is illustrated. Computer simu-
lation results verify the effectiveness of the proposed al-
gorithm in terms of extraction accuracy and robustness a-
gainst common signal manipulations.

1 Echo Data Hiding

The embedding process of the watermarking system
based on echo hiding techniques can be represented as a
system with two possible system functions (see Fig. 1).
The delay between the original signal and the echo is de-
pendent on the system function chosen. Specifically, if
binary 1 is to be embedded, the original signal is echoed
with delay d, and if binary O is to be embedded, it is
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echoed with delay d,(shown in Fig. 2, where a, and q,
denote the amplitudes of the echoes). And when the de-
lay d,(or d,) is small enough, say 2 ms, the human audi-
tory system cannot perceive a clear echo'”. In order to
embed more than one bit, the original signal is segmen-
ted into smaller frames. Each individual frame can then
be embedded with the desired bit by considering each as
an independent signal. The final encoded signal is the re-
combination of all independently echoed signal frames.
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The extraction of the embedded information in-
volves the detection of the echo delay. Usually, the com-
plex cepstrum is employed in this stage because a wave-
form that contains an echo of delay d,(d,) will exhibit
its peak in the location of d,(d,) in its complex ceps-
trum. But in most cases, the spike corresponding to the
echo delay in the complex cepstrum can be corrupted by
a complex cepstrum of the original signal or noise, so
autocorrelation is applied to the complex cepstrum to es-

timate the echo delay[sflz]. However, simulation results
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show that the detection ratio of this decoding scheme is
relatively low and its robustness against common signal
manipulations is not satisfactory, the essences of which
are the inherent phase unwrapping and aliasing problems
during the calculation of the complex cepstrum.

2  Echo Detection Based on Power Cepstrum
Analysis

! can be represented

The power cepstrum analysis'"
by the block diagram shown in Fig. 3, in which the alias-
ing problem can be avoided by applying a smoothing
window function (e. g., hamming window) immediately
before or after the logarithm operation and adding zeros

at the end of the frame.
x(n)
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Fig.3 Block diagram of power cepstrum analysis

And it is considered efficient in recognizing wave-
let arrival time and amplitude'® . To explain the principle
of echo detection based on the power cepstrum, an ex-
ample of a single additive echo is given and the total
signal can be denoted as

x(t) =s(t) +as(t-1) @))
The power spectrum of x() is
b (w) =d,(w)[1 +d* +2acoswr] (2)

Thus, the spectral density of a signal with an echo
has the form of an envelope that modulates a periodic
function of frequency. The envelope is the spectrum of
the original signal and the periodic function of frequency
is the spectrum contribution of the echo. By taking the
logarithm of Eq. (2), this product is converted to the
sum of two components:

logd, (w) =logd,(w) +log(1 +a* +2acoswr) (3)

Furthermore, if | a |<1, a’ can be neglected in Eq.
(3) and remembering that

+oo

log(1 +x) =) i(—l)'"“xm

m=1

-1 <x<1

4

logd,(w) can be well-approximated as
loge,(w) = logd,(w) +2acoswr (5
Then, log, (w) is viewed as a waveform that has
an additive periodic component whose fundamental fre-
quency is the echo delay 7''"'. In conventional analysis
of time waveforms, such periodic components show up
as sharp peaks in the corresponding Fourier spectrum.
Therefore, the spectrum of the log spectrum would like-
wise show a peak when the original time waveform con-
tains an echo. This is the reason why the power ceps-
trum can be used for estimating the echo delay. Usually,

the following equation is used to calculate the power
cepstrum of signal x(n).

¢,(n) =(IFFT(log | FFT(x(n)) |*))* (6)

It can be seen that phase information is lost in the

power cepstrum; therefore, it does not have phase un-
wrapping problem, which is sensitive to noise. In this pa-
per, the autocorrelation of the power cepstrum is utilized
to estimate the echo delay. The performance comparison
results between the proposed echo detection algorithm
and the routine one (see section 1) are shown in Tab. 1
(where BAR represents the bit accuracy rate), which
verifies that the proposed algorithm has greater robust-
ness against common signal manipulations than the old
one.

Tab.1 Performance comparison results

. BAR
Operation
New method  Old method
14.7:1 92 43
Mp3 compression 8.8:1 100 40
5.5:1 100 36
Re-sampling/ 44.1-22.0544.1 9 38
kHz 44.1-11.02544.1 9 39
Re-quantizing/
. iy 16-8-16 100 39
(bit-sample ")
Low-pass-filtering/ 11. 025 9 40
kHz 22.050 100 40
. . 30 90 36
Noise-addition/dB
40 9 30

3 Multiple Watermarking Algorithm

3.1 Embedding scheme

Suppose that the multiple watermarks are composed
of three element watermarks (w, =10 1,w, =0 1 and w,
=1) of binary sequences. And there are three echo de-
lays (d,, d, and A) that are utilized to represent the bina-
ry 1, binary 0 and NULL in watermarks, respectively.
Then the embedding procedure of multiple watermarks is
as follows:

(D The original audio signal s(n) is segmented into
non-overlapping frames F,(i =1,2, ..., L) of appointed
length. And if L, denotes the length of the longest water-
mark among the element watermarks, then L=L, . Those
watermarks whose lengths are smaller than L, are added
by NULL at the end.

(2 The first binary bit in each element watermark
(namely, w,(1) =1, w,(1) =0 and w;(1) =1) are em-
bedded into the first frame F, by echoing it with delays
d,,d, +d,and d, +d, +d, respectively to get the water-
marked frame F|(see Fig.4). And the second bit of each
element watermark (namely, w,(2) =0, w,(2) =1 and w,
(2) =NULL) are embedded into the second frame F, by
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echoing it with delays d,, d, +d, and d, +d, + A respec-
tively to get F,. All the following watermarked frames
are obtained by the same method.

@ All the watermarked frames F/(i=1,2, ...,L,)
are connected end to end to get the watermarked audio
signal s'(n).
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Fig.4 Embedding method

3.2 Extraction scheme

At the receiver, the echo detection method proposed
in section 2 is utilized to estimate the echo delays in the
watermarked audio frames to extract the watermarks
(without the original audio signal). The specific proce-
dure is as follows:

(D The watermarked audio signal s”(n) (after cer-
tain manipulations) is segmented into non-overlapping
frames F(i =1,2, ..., L) of appointed lengths.

(2) The autocorrelation of the power cepstrum ACP-
C.(i=1,2,...,L) of each frame F’ is calculated.

@ In each ACPC,, the three highest peaks P,, P,
and P, are detected. Then, the intervals between P, and
original, P, and P,, P, and P, in ACPC, correspond to the
i-th bit in the extracted element watermarks w',, w’, and
w',. For example, if the interval of P, and P, in ACPC,
is d,, then the second bit of w’, is 1. By this method, all
the element watermarks can be simultaneously extracted
without the original audio signal.

4 Simulation Results and Analysis

A piece of classical music of 11-second length and
sampled at 44. 1 kHz with 16 bit/sample is chosen as a
frame of original audio signal. The echo delays used to
represent the binary 1, binary O and NULL in watermarks
are d, =45 units, d, =89 units, and A =67 units, respec-
tively. The echo decay rate is a =0.4. Then the original
audio and the watermarked one are shown in Fig.5. It is
difficult for the human hearing system to distinguish be-
tween them.

Fig. 6 shows the power cepstrum (PC) of the wa-
termarked audio frame. The normalized amplitude of
peaks in the PC as a function of echo decay rate is
shown in Fig. 7.1t is obvious that the amplitudes of three
peaks increase with the enhancement of echo decay rate.
Namely, the robustness of the proposed algorithm is de-
pendent on the echo decay rates.

In order to test the robustness of the proposed al-
gorithm, various common signal manipulations were
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Fig.5 Audio. (a) Original audio; (b) Watermarked audio
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Fig.7 Amplitudes of peaks as a function of echo decay rate
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applied to the watermarked audio signal and then the
watermark was extracted again.

1) Mp3 compression

The power cepstrum of the watermarked audio
signal that goes through Mp3 compression at 48 kbit/s
(namely, compression rate is 14.7: 1) is shown in
Fig. 8. And the changes of the amplitudes of three
peaks with the increase in compression rate are shown
in Fig. 9. All these indicate that the proposed algorithm
has great robustness against Mp3 compression manipu-
lation.

2) Re-sampling

A watermarked audio signal which is sampled at
44. 1 kHz is sub-sampled down to 22.5 kHz and then
up-sampled back to 44. 1 kHz. Then, the power ceps-
trum of the re-sampled watermarked signal is shown in
Fig. 10.
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3) Re-quantization

The watermarked audio signal originally quantized
at 16 bit/sample is re-quantized down to 8 bit/sample
and back to 16 bit/sample. As shown in Fig. 11, there
appear three obvious peaks corresponding to the echo
delays in the power cepstrum of the re-quantized wa-
termarked audio signal.

4) Low-pass filtering

A 6-tap butter-worth low-pass filter with the cut-
off frequency of 11. 025 kHz was applied to the water-
marked audio signal. The power cepstrum of the low-
pass filtered watermarked audio signal is shown in Fig.
12.
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Fig.12 PC of watermarked audio signal after low-pass fil-
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5) Noise addition
White noise with a constant level of 20 dB is add-
ed to the watermarked audio signal. The power ceps-
trum of the watermarked audio signal that has been
mixed with white noise is shown in Fig. 13. Simulation
results verify that the proposed algorithm had great ro-
bustness against white noise addition manipulation and
that when the noise was gradually enhanced, the ampli-
tude of the peaks reduced gradually and the perceptual
quality deteriorated at the same time.
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5 Conclusion

A new multiple watermarking algorithm for digital
audio signals is proposed. All the element watermarks
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are encoded first to generate a mixed watermark and
then it is embedded into the original audio frames with
echo hiding technique. At the receiver, the autocorrela-
tion of the power cepstrum is utilized to estimate the
echo delays in the watermarked audio frames to extract
the mixed watermark and the corresponding decoding
method is applied to obtain all the element water-
marks. All these are performed without the original au-
dio. Computer simulation results indicate that the pro-
posed algorithm has great robustness against the com-
mon signal manipulations of Mp3 compression, the re-
sampling, re-quantizing, low-pass filtering and white
noise addition. Our future work will focus on combi-
ning a psychoacoustic model with the proposed algo-
rithm to enhance the perceptual quality of the water-
marked audio signal and the content of the proposed al-
gorithm.
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