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Abstract: To address the scalability and identity federation problems of the traditional single sign-on system, the

proposed scheme divides the security systems into different security domains. Each security domain has its own

security servers and service providers, and there are trust relationships between different security domains for

identity federation. The security server is responsible for authentication and authorization inside the domain, and

offers identity federation capability for different domains. The security assertion markup language ( SAML)

assertion is used as security token in the system for authentication, authorization, and identity federation. The

design of the proposed single sign-on process is based on web service security framework and multiple security

domains, and the authorization is always deployed in the local area inside the service provider’ s security

domain, which enables web service clients, both inside and outside their security domains, to access the services

in a simple, scalable, standard and secure way.
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Single sign-on service enables a user of a distribu-
ted system who may potentially use a variety of differ-
ent application services spread over different end-sys-
tems needs to sign on, i. e. authenticate himself, only
once to the system as a whole, and the results of that
authentication are automatically propagated to the end-
system as required. This is very important to the future
software architecture where web service, the service-
oriented architecture (SOA) and grid provide the infra-
structure for the users and service providers.

031 are based

The existing single sign-on systems
on the idea that a central server, such as Microsoft
passport. com, Liberty identity server, is used to offer
the identity authentication for the users. This may cause
the scalability problem when users and services in the
system increase. In addition, some of the existing single
sign-on systems are quite complicated. Many redirec-
tion operations are needed between clients and servers
thus it takes many steps for a client to complete the
single sign-on process.

A scalable single sign-on system for web services
is proposed in this paper. Unlike Liberty”” and other
existing single sign-on systems, the proposed scheme

divides the system into different zones, which are
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called security domains in this paper. There are three
entities in each security domain: web service client, se-
curity server and web service provider.

1 Architecture of the Proposed System

Fig. 1 shows the architecture of our proposed sin-
gle sign-on system. There are multiple security do-
mains, and each domain has a security server for au-
thentication, authorization and identity federation.
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Fig.1 Architecture of our proposed system

The SAML assertion is used as the shared, stand-
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ard security token for web service. The SAML assertion
allows web service clients and web service providers in
different security domains to securely communicate
identity information that can be used for the purposes
of authentication and authorization. In addition, the
flexibility of the SAML assertion allows web services
providers to support different authorization models
while only having to handle a single security token for-
mat.

The authentication and authorization mechanisms
work in a standard way defined by WS-trust specifica-
tion'", where a web service client interacts with the se-
curity server to request a security token for use in sim-
ple object access protocol (SOAP) messages. In addi-
tion, a web service provider interacts with a security
server to validate security tokens that arrive in a SOAP
message.

When a web service client intends to access the
services inside its domain, it logs into the security serv-
er within the domain and obtains a security token (arti-
fact in Fig. 1). Later, the client uses the token to access
the web service, and when the web service provider ob-
tains the token, it will send the token back to the secur-
ity server to validate it. If the token turns out to be a
valid one, the security server determines the authoriza-
tion for the requested resources and then the client can
access the service he wants.

If a user tries to access a service provider outside
its domain, the security server communicates using
SAML assertion with another security server in the cor-
responding security domain. Then the security server
determines the authorization of the requested resource
according to the trust relationship between the different
domains and the SAML assertion ( attribute assertion)
from the domain in which the client is located, and the
authentication process is also executed in the security
server within the client’ s domain.

2 Design of Single Sign-on Process

2.1 Single sign-on inside security domain

There are four kinds of security tokens in our pro-
posed single sign-on system: the authentication asser-
tion, attribute assertion, authorization assertion and arti-
fact.

As shown in Fig. 2, in the system, a web service
client accesses the services within the clients’ security
domain by the following steps:

(D Client logs into the security server within the
clients’ domain through authentication techniques such
as ID/password.
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Fig.2 Single sign-on process within domain

(2 Security server authenticates the client’ s iden-
tity and creates an authentication assertion and an arti-
fact (a credential) for the client.

) Security server sends the artifact to the web
service client.

@) Web service client sends a SOAP message,
which contains the client’ s artifact, to the service pro-
vider.

(5 Web service provider creates a session to save
the client’ s information and then sends the artifact
back to the security server for authentication.

(® Security server resolves the artifact and uses it
as an index to find out the corresponding authentication
assertion of the client. In addition, the security server
checks out the access control lists and decides the au-
thorization assertion for the client according to its au-
thentication assertion. Finally, the authorization asser-
tion is sent to the service provider, which decides if the
client has the right to access the corresponding re-
sources.

(D Web service provider checks the authorization
assertion and sends the resources to the client.

2.2 Single sign-on between security domains

When a client tries to access a web service which
is located outside the clients’ security domain, the fol-
lowing steps shown in Fig. 3 are needed.

(D to 3 are the same as that described in 2. 1.

@ The client requests service to the service pro-
vider in security domain B, and sends a SOAP mes-
sage, which contains the client’ s artifact, to the service
provider in domain B.

(5 The web service provider in security domain B
creates a session to save the client’ s information and
then sends the artifact to the security server in domain
B for authentication.

(© The security server in domain B resolves the
client’ s artifact, and determines out that the client is
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Fig.3 Single sign-on process between domains

from domain A. Then it sends the artifact back to the
security server in domain A.

(D The security server in domain A discovers the
client’ s authentication assertion according to the arti-
fact, and then creates the attribute assertion, which con-
tains the necessary attribute information according to
domain B’ s requirements. The attribute assertion is sent
to the security server in domain B.

The security server in domain B checks the
trust relationship between domains A and B, the attrib-
ute of the client, and the access control lists in domain
B, and then creates the authorization attribute for the
client. The authorization assertion is then sent to the
service provider in security domain B.

©) The service provider in domain B sends the
corresponding resources to the client in domain A, ac-
cording to the authorization assertion.

2.3 Identity federation

The process of identity federation enables trust
and allows the integration of identity information be-
tween different security domains. In the proposed single
sign-on scheme, the attribute assertion is the security
token for identity federation.

Authentication is required to verify the identity
(conveyed as a security token) of the user in one secu-
rity domain before creating a different security token
that is trusted by the partner security domain. As men-
tioned earlier, in our proposed single sign-on system,
authentication is always processed inside the client’ s
domain. Trust establishment between different domains
enables a security server to trust the users outside its
security domain. In effect, trust between different do-
mains is established through the exchange of security
tokens. The X. 509 based XML signature”®® is used to

authenticate the security token between different securi-
ty domains, and the trust establishment between differ-
ent domains is implemented through the attribute asser-
ting.

A user may have different identifiers and different
roles in different security domains. Identity mapping fa-
cilitates the ability for a security token to contain the
correct user identity information used in different secu-
rity domains. This identity information can be retrieved
either from the existing token itself or from a light-
weight directory access protocol (LDAP) directory in
our system. Identity information includes attribute val-
ues, and the information is used to personalize the user
experience or to make authorization decisions within
the service. User identity mapping is deployed accord-
ing to the policy of the trust relationship between dif-
ferent security domains.

3 Conclusion

Single sign-on is one of the key technologies in
web services and grid applications. The proposed single
sign-on scheme divides the security system into differ-
ent security domains, in which each domain has its own
security server for authentication and authorization, and
thus the system is scalable. The artifact and other three
kinds of SAML assertions are used as security tokens
in the system for authentication, authorization, audi-
ting, and identity federation. The single sign-on process
works in a standard way defined by web service securi-
ty framework, and the identity federation is provided
in a simple and secure way in the system, since the au-
thorization is always deployed in the local area inside
the service provider’s security domain.
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