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Abstract: According to the security shortages of two robust
practical email protocols with perfect forward secrecy, attacks on
the two protocols are analyzed and corresponding improvements
on the two protocols are proposed. First, by analyzing the two
email protocols, the corresponding man-in-the-middle attacks are
proposed, where the adversary forges the messages in the
receiving phase to cheat the two communication participants and
makes them share the wrong session keys with him.
Consequently, the man-in-the-middle attacks can make the two
protocols fail to provide perfect forward secrecy. Secondly, by
adding corresponding signatures in the receiving phases of the
two protocols, two corresponding improvements on the protocols
are proposed to overcome the man-in-the-middle attacks on the
two protocols and make them provide perfect forward secrecy.
Moreover, the two improved protocols can retain all the merits of
the former protocols.
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odern email system has become widely used instead
M of traditional communication established by pen and
paper. It can transfer not only text but also electronic docu-
ments, voice, graphics, and financial transactions through the
Internet. In order to deliver the email from the sender to the
receiver both efficiently and securely, the email system usu-
ally employs both conventional and public key cryptographic
systems'' ', The basic protection in an email system is to
encrypt the bulk mail using a conventional cryptosystem
with a short-term key and to protect the short-term key using
a public-key cryptosystem with the receiver’ s public
key”™ . However, this protection cannot provide perfect for-
ward secrecy( PFS) because once the receiver’ s secret key is
disclosed, all the previously used short-term keys will also
be opened and hence all the previous emails will be learned.
Recently, Kim et al. "' proposed two practical email proto-
cols" providing perfect forward secrecy, which means that
the exposure of the sender’ s or the recipient’ s long-term se-
cret keys does not compromise previous session keys. The
authors claimed that protocol 1 had the advantage that an en-
cryption or a signature algorithm could be implemented
using any public key algorithm, and protocol 2 achieved effi-
ciency and perfect forward secrecy simultaneously.
Beginning with the schemes of Sun et al. '”’, which cannot
really provide the PFS shown by Dent'”, Kim et al. claimed
that they improved on the second protocol of Sun et al. and
made it really provide PFS by establishing an additional
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temporary short-term key between an email server and a re-
cipient using the Diffie-Hellman key exchange'™'.

In this paper, we first show that the schemes of Kim et al.
can easily suffer from the man-in-the-middle attacks and in-
deed cannot provide PFS. Then, we propose improvements
on two email protocols to avoid such attacks and make them
provide PFS and retain all the merits of the former schemes.

1 Review of Schemes Proposed by Kim et al.

The schemes of Kim et al. have two protocols. Protocol 1
is an improved version of the second protocol of Sun et al.
and protocol 2 is more efficient than the first one by using a
concept of the signeryption of Zheng'”' .

1.1 Protocol 1

Protocol 1 has two phases, the sending phase and the re-
ceiving phase, which can be shown as follows:

Sending phase
A ID4 i

- g
Brx, (), E(m), 5,(¢" | B, ()| Ee(m))

Receiving phase
B IDg, & S
E"T (ﬁ)ygw,EpKB (&), Ex(m), S, (& ” EPKB(g”) ” E,(m))

where A, B, S are the sender, the recipient and the email
server, respectively; ID, is the identity of X; PK, is the pub-
lic key of X; SK, is the secret key of X corresponding to
PK,; a, b, s are the signing keys of A, B, S, respectively; k
is the session key; 7, w, x, y, z, z' are the random numbers;
D, q are the large prime numbers; m is the message; S (m) is
the signature with signing keys on a message m; E, (m) is
the symmetric encryption of a plaintext m using a symmetric
key k; E, (m) is the public encryption of a plaintext m
using a public key PK,;
binary strings.

In the sending phase, when A wants to send an email to
B, A sends its identity ID, to server S. Upon receiving ID,,
S randomly selects y, computes g' mod p, and sends it to A.
A then randomly chooses x and computes a session key k =
(g")'mod p. A encrypts email contents m with k, g'mod p
with PK,, and signs on g | Ey (¢") | E.(m). Finally, A
transmits Ey (g°), E,(m), and S, (g’ ||EPKH(gX) |E, (m))
to S. Having received the email, S verifies the signature to
explicitly authenticate A and stores the email.

In the receiving phase, when B wants to receive the email,
B first selects a random number z, computes g° mod p, and
sends it with ID, to S. Then S chooses a random number w,
computes a temporary short-term key &, = (g°) “mod p, and
encrypts y with k,. Finally, S sends the email with E, (y)

Hrepresents the concatenation of



140

Jiang Rui, Hu Aiqun, and Yang Xiaohui

and g"mod p back to B. Having received the encrypted
email, B verifies the signature S(,(g"'||E,,KH(g") |E,(m)) and
computes k, = (g") ‘mod p, then decrypts E, (y) and E,
(g") to derive a session key k. Finally, B receives the email
from E,(m) using k=(g") 'mod p.

1.2 Protocol 2

Protocol 2 is more efficient than the second protocol of
Sun et al. and protocol 1. It has three phases: the setup
phase, the sending phase and the receiving phase. The send-
ing and receiving phases can be shown as follows:

Sending phase
A ID4 i
g
g,C, 1,V o
Receiving phase
B IDg, &° S

g B (y),8,C, 1,V

—

where U = (PK,g")", k =PRF(U), k, ||k, =k, C=E, (m), I

=MAC, (m),V=x(t+SK,) -, MAC,(m) is the message
authentication code on m using a secret key k; PRF(k) is
the pseudo-random value of k using a pseudo-random func-
tion PRF.

In the setup phase, the system parameters (p, g, g) are
chosen, where p and ¢ are two large primes satisfying ¢ | (p
-1),and g eZ, is an element of order . A and B random-
ly choose SK, and SK,, then compute PK, = ¢** mod p and
PK, = ¢*“ mod p, respectively.

B D, & E

Ei (7),& B, (&),Ei(m), 5, (g | Ew, (&) |Ec(m))

In the sending phase, when A wants to send an email to
B, A sends ID, to S. Upon receiving ID,, S randomly se-
lects y, computes g” mod p, and sends it to A. A randomly
chooses x and computes a session key k = PRF(U), where U
=(PK,g")"mod p. A then splits k into k, and k,. k, is used
as a conventional encryption key and k, is used as a MAC
key. A encrypts a message m with k,,i.e., C=E, (m), and
computes the MAC with k,, i. e., I =MAC, (m). Finally, A
randomly selects 7, computes g'mod p and V =x(t + SK,) -
mod ¢, and transmits g' mod p, C, I and V to S.

In the receiving phase, when B wants to receive the
email, B sends his identity ID, and g'mod p to S. S random-
ly chooses w to encrypt y with a short-term key k, =
(g)"mod p. S finally delivers g"mod p with E, (y), g,
C,I and V to B. B computes k, = (g")'mod p, U =
(PK,g")"***”mod p, and k = PRF(U), then splits k into
k, and k, as A did. If MAC, (m) is equal to /, B obtains the
email contents by decrypting the cipher text C with key k,,
i.e., m=E '(C).

2 Our Attacks on Protocols of Kim et al.

In this section, we show that the above two protocols easi-
ly suffer from the man-in-the-middle attacks, and cannot
provide perfect forward secrecy.

2.1 Attack on protocol 1

In the sending phase, the adversary E eavesdrops on the
messages sent between A and S. When the receiving phase
begins, he can make the man-in-the-middle attack on the
protocol, which is shown as follows:

D;, & S

Ei ()8 Erx, (8, Ei(m), 8, (& | Erg, (g7 [Ei(m))

First, the adversary E intercepts the message ID,, g° sent
by B to S, selects a random number z’, computes g° mod p,
then he replaces g‘'mod p with g° mod p, and sends the
changed message ID,, g° to S. Upon receiving the message,
S will compute a wrong temporary short-term key k, =
(g°)"mod p, and encrypt y with k,.. Finally, S sends the
email with E, (y) and g" back to B.

Secondly, the adversary E again intercepts the message
sent by S to B, decrypts E, (y) to obtain y with the key k.
=(g")"mod p, then computes k,. = (g°) “mod p, encrypts
y with k., and replaces g” with g*. Finally, the adversary E
sends the email with E, (y) and g° back to B. Having re-
ceived the encrypted email, B can verify the signature,
compute k,, = (g°)“mod p, then decrypt E, (y) and
E, (g") to derive session key k. Finally, B can receive the
email content m from E, (m) with the session key k =
(g")'mod p.

Finally, when the protocol finishes, everything seems well
to both B and S. However, both S and B do not know they
share the wrong temporary short-term key k,, and k,. with
the adversary, respectively. More important, the secret
number y is disclosed. Unfortunately, both S and B still

think they share the common short-term key with each oth-
er. This is the typical man-in-the-middle attack.

Moreover, when the recipient’ s long-term secret key is
exposed, i.e., SK, is exposed, the adversary can easily ob-
tain g* from E, (g"), and compute session key k =

(g")'mod p (because he obtained the secret y earlier).
Thus, the session key k is disclosed. Therefore, protocol 1
cannot provide perfect forward secrecy.

2.2 Attack on protocol 2

Similar to protocol 1, in the sending phase, the adversary
E eavesdrops on the messages sent between A and S. When
the receiving phase begins, he can make the man-in-the-
middle attack on the protocol, which is shown as follows:

Receiving phase
B IDg, & E

& By, (y),8,C, 1,V 8 by (y).g,C. 1,V

D, & S

-

First, the adversary E intercepts the message ID,, g° sent
by B to S, selects a random number z’, computes g‘"vmod D,
then he replaces g° mod p with g° mod p, and sends the
changed message ID,, g° to S.
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Secondly, when S sends the encrypted email back to B,
the adversary E again intercepts the message, gets the secret
y, replaces E, (y) with E, (y), where k,, = (g")"mod p
and k,. = (g°)“mod p, replaces g" with g, and sends the
changed message g°, E, (y), g, C, 1,V to B. Having re-
ceived the encrypted email, B can verify MAC, (m) and fin-
ish the protocol successfully, and he cannot know what has
happened. Actually, both S and B share the wrong tempora-
ry short-term key k,, and k,. with the adversary, respective-
ly. Therefore, protocol 2 suffers from the man-in-the-middle
attack.

Also, the secret y is disclosed to the adversary. Once the
recipient’ s long-term secret key is exposed, i.e., SK; is ex-
posed, the adversary can compute U as follows:

(PKAg') V(SK, +y) mod p= (gSKﬁt) V(SK, +Y) mod p=
(™) 'mod p = (PK,g")‘mod p = U

Then, the adversary can compute kK = PRF(U), and the
session key k is disclosed. Therefore, protocol 2 also cannot
provide perfect forward secrecy.

3  Our Improvements on Two Protocols

In this section, we propose our improvements on two pro-
tocols to overcome attacks and provide perfect forward se-
crecy.

3.1 Improvement on protocol 1

The reason why protocol 1 easily suffers from the man-in-
the-middle attack is that the server S cannot authenticate re-
cipient B. The server S cannot distinguish whether the mes-
sage ID,, g° is sent by B or the adversary. So, in order to o-
vercome this kind of attack, we propose our improvement on
protocol 1, which is shown as follows:

Sending phase
A D, S

g
EPKB(f)’Ek(m)ysrt(gy) ” EPKB(gx)" Ei(m)) .

Receiving phase
B Dy, &, 5,(IDg | &) s

By (1), Eex, (8, Eu(m),5.(¢" | Ew, (6 | EL(m))

Our improved protocol 1 has two phases, the sending
phase and the receiving phase. The sending phase in our ad-
vanced protocol 1 is the same as the former protocol 1. In
the receiving phase, when B wants to receive the email, B
should add his signature in the message, that is, B should
send ID,, g°, S, (ID, || g°) instead of ID,, g° to S. Having
received this message, S can make sure that the message
ID,, g, S,(ID, | g°) is sent only by B, according to the ver-

ification of the signature S, (ID,|/g°), since any adversary

cannot forge the correct S, (ID, llg*). S then sends the mes-
sage E, (¥). 8" Ep (8, E(m), S, (& | En (&) IE(m))
back to B, and finally B receives the email from E, (m)
using k =(g") 'mod p.

When an adversary wants to replace g‘mod p with g“ mod
p as he does in our attack 1, he cannot calculate the correct

S,(ID, | g"), because he does not know the signing key b
of the recipient B. Thus, the server S will easily find out the
forged message and reject it; therefore, the above man-in-
the-middle attack 1 can be avoided, and the secret number y
can be protected. So, even if the long-term secret keys SK,
and SK, are exposed to an adversary, computing k =
(g")’mod p is infeasible without y under the hardness as-
sumption of the Diffie-Hellman problem. Therefore, our
improved protocol 1 can provide PES. It is also obvious that
our improved protocol 1 can retain the merits of the former
protocol 1.

3.2 Improvement on protocol 2

Similar to protocol 1, the reason why protocol 2 easily
suffers from the man-in-the-middle attack is that the server S
also cannot authenticate the recipient B. So, in order to over-
come this kind of attack, we propose our improvement on
protocol 2, which is shown as follows:

Sending phase

A ID4 é
g
g,C, 1,V o
Receiving phase
B D5, g S, (IDg | &) S

g B (), ¢, C. 1LV

—

Our improved protocol 2 has three phases: the setup
phase, the sending phase and the receiving phase. The setup
phase and the sending phase in our advanced protocol 2 are
the same as that of the former protocol 2. In the receiving
phase, when B wants to receive the email, B should add his
signature in the message, that is, B should send ID,, g°,
S,(ID,||g) instead of ID,, g° to S. Having received this
message, S can make sure the message ID,, g°, S, (ID, || g")
is sent only by B, according to the verification of the signa-
ture S, (ID, || g°), since no adversary can forge the correct
S,(ID,||g%). S then sends the message g", E (y).g.C1,
V, and finally B obtains the email contents by decrypting the
cipher text C with key k,.

When an adversary wants to replace g‘'mod p with g mod
p as he does in our attack 2, he cannot calculate the correct
S,(ID, | g"), because he does not know the signing key b
of the recipient B. Thus, the server S will easily discover the
forged message and reject it, therefore the above man-in-the-
middle attack 2 can be avoided, and the secret number y can
be protected. Although an adversary gets all long-term se-
cret keys SK, and SK,, he cannot compute U due to the fact
that y is protected and not exposed. Therefore, our im-
proved protocol 2 can provide PFS. It is also obvious that
our improved protocol 2 can retain all the merits of the for-
mer protocol 2.

4 Conclusion

In this paper, we first propose the man-in-the-middle at-
tacks on two protocols of Kim et al. and show the two proto-
cols which cannot provide perfect forward secrecy. Then, we
propose our improvements on two protocols to overcome the
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man-in-the-middle attacks and make them provide perfect
forward secrecy. Also, our two improved protocols can retain
all the merits of the former protocols.
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