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Abstract: To prevent server compromise attack and password
guessing attacks, an improved and efficient verifier-based key
exchange protocol for three-party is proposed, which enables two
clients to agree on a common session key with the help of the
server. In this protocol, the client stores a plaintext version of the
password, while the server stores a verifier for the password. And
the protocol uses verifiers to authenticate between clients and the
server. The security analysis and performance comparison of the
proposed protocol shows that the protocol can resist many
familiar attacks including password guessing attacks, server
compromise attacks, man-in-the-middle attacks and Denning-
Sacco attacks, and it is more efficient.
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ost password-based authentication key exchange ( PA-
KE) protocols!"™ are based on easy-to-remember
passwords for authentication, and they need to store client
passwords to the host server. Sun et al. " pointed out that it
would be more dangerous when the server was compro-
mised, and they proposed a new verifier-based EKE proto-
col, which stored verifiers instead of passwords to the server

and used the server’s public key to improve security. How-

ever, Lee et al. " pointed out that a public key put a burden

on the clients, and they also presented a verifier-based proto-
col, which had complicated formulae for encrypting codes
and lower efficiency.

1 Review of Lee et al. ’s Protocol

In Lee et al. ’s protocol, the server stored the verifiers of
clients. Fig. 1 shows the protocol. Notations used in the pro-
tocol are defined as follows:

e A, B, S are the identities of Alice, Bob, and AS, respec-
tively;

e Xx,, x, are the passwords of A and B;

e 1,, t, are the private keys of A and B, while ¢, = h(A,
S,x,) and t, =h(B, S, x;);

e V,, V, are the verifiers of A and B, while V, = g" and
Vy=g"

e a, b, c, d are the random values chosen by Alice, Bob
and AS, respectively.

Lee et al. ’s protocol does not require the server’s public
key and can resist server compromise attacks. However, the
protocol has complicated formulae for encrypting code, high-
er computational costs and lower efficiency.
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Fig.1 Lee et al. ’s three-party verifier-based key exchange protocol
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2 Improved Verifier-Based Key Exchange Proto-
col for Three-Party

Based on an overall consideration of security and efficien-
cy, we present an improved and more efficient verifier-based
key agreement protocol for three-party.

Before proceeding with this protocol, both Alice and Bob
have to store their verifiers in the server AS for authentica-
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tion. Alice and Bob respectively choose passwords pw, and
pw,, compute the verifiers V, = g"**™ and V, = g"**™,
and then send V, and V, to AS over a secure channel. The
flows for the proposed protocol are depicted in Fig. 2. Parts
of notations are defined as follows:

e t,, t, are the private keys of Alice and Bob generated
respectively from their passwords, while ¢, = h(A, S, pw,)

and 1, =h(B, S, pw,);

e a, b, u are the random values chosen by clients and the
server respectively;

e E, is the symmetric encryption with X;

e sk,, sk, are the session keys generated by A and B re-
spectively, while sk, = sk, = g™
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We omit mod p for simplicity. The protocol proceeds as
follows:

1) Alice chooses a random value a e Z;, computes and
sends X, =(V,)“@®YV, to Bob with A.

2) Bob chooses a random value b e Z,, computes X, =
(V,)"@®V, and sends X, and B to AS with the received mes-
sages.

3) AS obtains (V,)“ and (V,)" by decrypting the message
X, and X, with the stored verifiers V, and V,. Then AS
chooses a random value u € Z, , and computes X, = (X, D
V) =(V,)"and X, = (X, D V,)" =(V,)"™. Finally, AS
sends X, to Alice, and sends X, to Bob, respectively.

4) Alice computes and sends cs, = (X,,) " = g" to Bob.

bu
=8

1y

Concurrently, Bob computes and sends cs, = ( X)
to Alice.

5) Upon the received message, Alice can compute the ses-
sion key sk, = (cs,)“ = g”, then she computes and sends
C.; =E4 (A, B, m) to Bob.

6) Bob can also compute the session key sk, = (csA)b =
g and reply the message C,, = E, (B,A,m+1) to Alice
to validate the session key.

3 Security Analysis and Performance Comparison
3.1 Security analysis

Suppose that ¢ is an adversary, and the security properties
of our protocol are based on DLP, DHP and the properties of
a one-way Hash function.

1) Forward secrecy: If the passwords are leaked, & still
cannot compute the established session keys. Because a, b
and u are ephemeral parameters.

2) Man-in-the-middle attack: Suppose that £ wants to im-
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personate B. & uses a candidate pw) and computes V.
Then, &£ chooses b e Zlf , and computes and sends X} =
(V)'@®V, to S. S obtains (V;)" by using the real V,, com-
putes and replies X}, = (V})"" to &. And ¢ sends cs), = g
to A. Finally, sk, = g”’*, and sk, = g”* which is generated
by &. sk, #sk,, so ¢ cannot deceive A. In the case of im-
personating A, the case is similar.

3) Denning-Sacco attack: In case of an outsider adversary,
suppose that & got sk, and intercepted all the transmitted
messages. From the formulae in step 1) and step 2), we
know that £ cannot obtain V, or V,; therefore £ cannot ob-
tain pw, or pw,, unless & knows a or b.

In case of an insider adversary with pw,, & can compute
V, and obtain(V,)“. However, & cannot obtain('V,) " there-
fore & cannot obtain pw,. In case of an insider adversary &
with pw,, the case is similar.

4) Password guessing attack: Suppose that & chooses a
candidate pw/,(or pw}) and tries to verify his guesses. How-
ever, & has no way to verify his guesses since each party
uses “@” operation and g cannot obtain a or b.

5) Server compromise attack: If AS is compromised, &
may know the clients’ verifiers V, = g" and V, = g”. How-
ever, ¢ cannot obtain ¢, = h(A, S, pw,) and t, = h(B, S,
pw;) being used in step 4).

6) Replay attack: Because a, b, u are ephemeral parameters
in a session, the probability of success with regard to a re-
play attack is trivially negligible.

3.2 Performance comparison

The computational costs of Lee et al. ’s protocol and our
improved protocol are summarized in Tab. 1. In comparison,
our protocol is more efficient.
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Tab.1 Comparisons of computational costs

Lee’s protocol

The proposed protocol

Factor
Alice AS Bob Alice AS Bob
Exponentiation operation 3 4 3 2 2 2
Symmetric encrypt/decrypt 0 0 0 1 0 1
Hash function 4 4 4 1 0 1
Inverse operation 1 0 1 1 0 1
Numbers of exchange 9 8
-90.

4 Conclusion

In most PAKE protocols for three-party, the protocols are
vulnerable to password guessing attacks and server compro-
mise attack. In this paper, we propose an improved and effi-
cient verifier-based key exchange protocol for three-party.
The security analysis and performance comparison of the
proposed protocol shows that the protocol can resist many
familiar attacks including password guessing attacks, server
compromise attack, man-in-the-middle attack and Denning-
Sacco attack, and it is more efficient.
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