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Multi-level access control model for tree-like hierarchical organizations
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Abstract: An access control model is proposed based on the
famous Bell-LaPadula ( BLP) model. In the proposed model,
hierarchical relationships among departments are built, a new
concept named post is proposed, and assigning security tags to
subjects and objects is greatly simplified. The interoperation
among different departments is implemented through assigning
multiple security tags to one post, and the more departments are
closed on the organization tree, the more secret objects can be
exchanged by the staff of the departments. The access control
matrices of the department, post and staff are defined. By using
the three access control matrices, a multi granularity and flexible
discretionary access control policy is implemented. The
outstanding merit of the BLP model is inherited, and the new
model can guarantee that all the information flow is under
control. Finally, our study shows that compared to the BLP
model, the proposed model is more flexible.
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he tree-like hierarchical organization contains a serial of

hierarchical departments. Every department administers
lower departments and accepts administration from higher
departments. The tree-like hierarchical organization model is
shown in Fig. 1'"". For convenient description, the organiza-
tion model is simplified as shown in Fig. 2. In this figure,
the uppermost root department represents the organization in
Fig. 1. This organization model is often adopted by govern-
ments or armies and it is necessary to conduct research on
rigorous access control models for the organization model.

The famous BLP model was proposed by Bell and LaPad-
ula'™, and it was widely used to formally describe or prove
the security character of computer systems” ™. Later, the
BLP model was expanded and applied to the SecLinux oper-
ation system'”. The BLP model synchronizes DAC and
MAC policies elegantly.

The BLP model and its expanded models are excellent ac-
cess control models, but when these models are applied to a
tree-like hierarchical organization, the following problems
appear:

1) If there are a lot of departments in an organization,
giving categories to every subject and object is a trouble-
some work.

2) Since every subject has only one security tag which
consists of category and classification, it is very difficult for
users in different departments to intercommunicate.
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3) In the BLP model, security tags are given to subjects
directly. If multi users work together on the same post and
have the same security tag, the security tag must be repeat-
edly given to every user.

4) The access control matrix is too rigid. It controls ac-
cess solely to objects for every subject, and it cannot control
access to objects more roughly, such as users in the same de-
partment. Also, operating on the access control matrix is a
troublesome work.

To solve the problems of the BLP model mentioned
above, we propose a multi-level access control model for
tree-like hierarchical organizations.
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Fig.1 Tree-like hierarchical organization model
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Fig.2 Simplified tree-like hierarchical organization model

1 Basic Components of the Multi-Level Access
Control Model

The basic components of our multi-level access control
model include departments ( DP), posts ( P), staff (§), secu-
rity tags (7T), objects (O), access matrices (MS, MD, MP),
access rules (w), and sessions. Detailed definitions of the
above components are as follows:

e DP ={dp,,dp,, ..., dp,} is the set of departments;

e P={p,.p,,....p,} is the set of posts;

e S={s,,5,,...,5,} is the set of staff;

e DHCDP x DP is a partial relation on DP called depart-
ment hierarchy or department subjection relation and it is
written as = ,. DH must satisfy the following conditions: 1)
If DPs (), then 3d, e DP, Y d, € DP, d, =, d,, where d, is
the highest hierarchical department, called root department;
2) Vd,,d,d, eDP(j##i,k#i),ifd;=,d,,d, =, d, then d;
=,d,,or d, =, d;. This means, except for the root depart-
ment, every department has only one direct upper depart-
ment. Yd,,d; e DP, if d; =, d, and i 5 j, then, this can be
written as d; >, d;;

e posts: DP—2" is a function that maps each department
dp, to the subset of P (posts(dp,)). Since YV d,, d, e DP(i#
7). posts(d,;) Nposts(d;) = (/). That is, every department
may have multi posts, but every post belongs to only one de-
partment. dp: P—DP is a function that maps each post p, to
the single department dp(p,);

e SA e P x S is a many-to-many post-to-staff assignment
relation;
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e O={0,,0,,...,0,} is the set of objects;

e C={c,,c,,..., cp} is the set of classifications. Also, the
symbol = _ is the sequence relation on set C, VY ¢;, ¢; e C(j7#
i), if ¢, =, then, ¢, has a higher classification than c;. Al-
so, Y, c;eC, if ¢ = and i#j, then it is written as c;
> .c;;

e A={r,w, e, a,c} is the set of access attributes, where
r, w, e, a, ¢ represent read, written, execute, append and
control, respectively.

e RA ={g, r,c, d, a} is the set of request elements,
where g, r, ¢, d, a represent get or give, release or rescind,
change or create, delete or deactive and active, respectively.

e D = {yes, no, error, ?} is the set of decision, where
yes, no, error, or ? represent that a request is agreed, rejec-
ted, a mistake, or an uncertain, respectively.

e TeDP x C is the set of security tags and (T; =,) is a
partial relation. VY (d,, ¢;), (d,, c)) T, if d,=,d, and c,
= c,, then (d,, ¢;) =,(d,, c;). We say that (d,, ¢;) has a
higher security tag than (d,, c¢,). Also, dp: 7—DP is a func-
tion that maps each security tag (d,, ¢;) to a department d,.
Finally, c: T— C is a function that maps each security tag
(d;, c;) to a classification c;. Vi, t,eT,if t;= 1, and i#}],
then it is written as #, > ¢,.

e MS, MP, and MD represent access matrices of staff,
posts and departments, respectively. MS is a (#S) x (#0)
matrix, where (#5) represents the amount of the staff set.
MS,, ,(MS, ; CA) represents access privileges for the staff
5,(s; €8) to the object 0,(0; € 0). Also, MS,, , can be writ-
ten as MS(s;, 0,).u, = {MS,, MS,, ...} is the set of staff ac-
cess matrices. MP is a (#P) x (#0) matrix, where MP,
(MP, , CA) represents access privileges for post p,(p, € P)
to object 0,(0,€0). Also, MP,, ; can be written as MP(p,,
0,).pm, ={MP,,MP,, ...} is the set of post access matrices.
And MD is a (#DP) x (#0) matrix, where MD, , (MD, ;
CA) represents access privileges for the department d,(d, e
DP) to the object 0,(0; € O). Also, MD, , can be written as
MD(d,, 0;). u, = {MD,, MD,, ...} is the set of department
access matrices.

o F={fIf=(fi.ff0) ) =(2)" xT? x P*, where (2)"
={fi \ f,: P—2"} gives security tags for every post. ¥ p, e
P, if th efi(p;), then dp(t;)) =, dp(p,). That is, the de-
partments of security tags which adhere to a post must be
higher than the departments of the post which adhere to or
the same as that post. V¢, ¢, ef,(p,),if dp(z,) =, dp(z,),
then ¢(7,) =.c(¢;). That is, for the security tags of a post,
the higher a department is, the lower the clearance corre-
sponding to that department is. Also, 7° = {f, | f,: O—T}
gives security tags to every object. P° = {f, | f,: S—>P} gives
active posts to every staff and (2°)" = {f;' | fi': P—2°)
gives all the staff who are activating a post.

e A session maps a staff to a post and a staff can only
create one session. However, when a staff activates a post, a
session is created and when the staff deactivates the post, the
session is ended.

o V=P(SXxOxA) xpu, Xpu, Xu, X F is the set that re-
presents the states of the systems. Vv e V,v = (b, MD,
MP, MS, /) is the element that expresses a state of the sys-
tem. Also, bC S x O x A is the element that expresses the ac-

cess privileges to objects which the staff currently obtains.
MD expresses the departments access matrix currently; MP
expresses the posts access matrix currently, and MS expres-
ses the staff access matrix currently. Finally, f expresses the
security tags of all the posts (activated by the current staff)
and objects.

e R=5" xRA xS§* x O xX is the request set, where S*
=SU{JLX=AU{DYUF. YreR,ris a five tuple, r =
(o,,v,0,,0,,x), where o, o, € S" express staff s,, s,, re-
spectively; y e RA is a request element, o, € O is an object,
and x is an access privilege, a null, a security tag of a staff
or object, or a post that the staff wants to activate.

e p: R x V—D x Vis a rule function, where R is a request
set; D is a decision set, and V is a state set. (R,,v,) € R X
V,p(R,,v,) =(D,,v"), for the request R, the decision of
the system is D,, and the state of the system transfers from v,
to v*. w is the set of the rule functions.

Because this model is an expanded model of the BLP
model which is applied to tree-like hierarchical organiza-
tions, some basic definitions of our model (including sys-
tem, system appearance, system action, indices, request se-
quences, decision sequences, state sequences etc.) are the
same as in the BLP model. For simplicity, we will not de-
scribe them in this paper repeatedly. However, the relation-
ships among the main components of our multi-level access
control model are shown in Fig. 3.

Fig.3 Multi-level access control model for tree-like hier-
archical organizations

2 Security Property Definitions

Using the components defined in the previous section, in
this section, we give some important security properties by
the following definitions:

Definition 1 Discretionary security property ( ds-proper-
ty):

For Yv e V, v = (b, MD, MP, MS, f), v satisfies ds-
propertysfor Y (s, 0, x) € b, the following conditions are
satisfied: x € MS (s, 0), x e MP (f, (s), 0), or x €
MD(dp(f,(5)).0).

Definition 2 Simple security property (ss-property) :

For YveV,v=(b, MD, MP, MS, f), v satisfies ss-prop-
ertyefor Y (s, 0, x) e b, the following conditions are satis-
fiedix=eorx=aorx=c,or (x=rorx=w) and Jre
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fi(f;(s)), t=f,(0). That is, there is at least one security tag
corresponding to the post which is higher than the security
tag of the object.

Definition 3  s=property

For YveV,v=(b, MD, MP, MS, /), v satisfies * -prop-
ety VseS,if o,eb (s:w,a) and o, € b(s: r, w), then
(o) =, f,(0,).

However, some new components ( such as department,
post, security tags, and set of post) are proposed in our mod-
el. Compared to the BLP model, the ds-property and ss-
property are greatly changed. These changes made our model
more flexible and usable. However, the #-property has kept
its original essence and it is changed outside the model; so,
our model inherits the most prominent character of the BLP
model and it can also control the information flow in the
system.

3 Theorems

Some major theorems and conclusions of the BLP model
were given in Ref. [ 10]. Since our model is an expanded
model of the BLP model, theorems 1 and 2, which are pres-
ented in Ref. [ 10], are also suitable for our model, hence,
they are introduced directly in this section without proofs. As
ss-property is redefined in our model, theorem 3 is redefined
and proved in this section. However, since theorem 4 is
changed outside and has kept its essence, it has been given a
new expression and there is no need for proof.

Theorem 1 If w is an ss-property which keeps the rule
set and z, is an initialization which satisfies ss-property, then

Z (R, D, W, z,) is an ss-property satisfied system.

Theorem 2 If w is a =-property which keeps the rule set
and z, is an initialization which satisfies =-property, then

z (R,D, W, z,) is a s*-property-satisfied system.

Theorem 3 Let v = (b, MD, MP, MS, f) satisfy an ss-
property, (s,0,x) ¢ b,b” =bU{(s,0,x)},and v =(b",

MD, MP, MS, f):
1) Let (x=e, x =a, or x =c), then v" satisfies the ss-
property.

2) Let (x=r or x =w), then v" satisfies the ss-property<
dref(fi(s)), 1=, f,(0).

Proof VY (s',0',x") eb”,let (s',0',x") #(s, 0, x),
(s',0',x") eb. Since v satisfies the ss-property, (s’, o', x")
must satisfy one of the following conditions: 1) x" = e, x' =
a,orx'=c¢; 2) (xX'=rorx"=w) and Jtef, (f,(s)),t=
f(o").

Let (s',0',x") =(s, 0, x), one of the following two con-
ditions can be satisfied based on the proposition given
above:1) x' =e,x' =a,or x' =c¢;2) (x'=ror x' =w) and
Jrefi(fi(s) . 12£(0).

Based on definition 2, the system state v* can satisfy the
ss-property.

Theorem 4 v = (b, MD, MP, MS, f), where v can satis-
fy s-property and (s, 0,x) ¢ b.Let b* =bU {(s, o0, x) }and
v' =(b",MD, MP, MS, f):

1) Let x=¢ or x =c, then v" satisfies =property.

2) Let x =a, then v" satisfies =-property <V o' € b(s:r,
w), f,(0) =, f,(0").

3) Let x =r, then v" satisfies *-property <V o' € b(s: a,

w), f,(0) =, f,(0).

4) Let x =w, then v" satisfies sproperty <the following
three conditions must be satisfied at the same time: a) Vo’
eb(s:r),f,(0)=,f,(0);b) Yo' € b(s:a), f,(0")
=, f,(0); ¢) Yo' eb(s:w),f,(0") =f,(0).

Finally, by using theorems 3 and 4, we can construct rule
set @ which satisfies ss-property and x* -property easily.

4 Conclusions

In this paper, we propose a multi-level access control
model for tree-like hierarchical organizations. Our model can
solve the problems of the BLP model mentioned above and
improve the BLP model by doing the following steps:

1) The tree-like hierarchic organization model is defined
as a formal definition.

2) A new concept called post is proposed. Security tags
are assigned to post, and users are also assigned to post. Us-
ers can activate their post to obtain corresponding security
tags.

3) One or more security tags is/are assigned to a post.
This leads the users in different departments to intercommu-
nicate easily.

4) The access control matrices are redefined. Based on the
new concept, a multi-granularity and flexible discretionary
access control is implemented.

Finally, based on the proposed method above, our model
modifies simple security properties and discretionary security
properties of the BLP mode, and retain =-property. It inher-
its the most prominent merits of the BLP model that keep
control on information flow and at the same time give more
flexibility to the model.
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