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Abstract: A phishing detection system, which comprises client-
side filtering plug-in, analysis center and protected sites, is
proposed. An image-based similarity detection algorithm is
conceived to calculate the similarity of two web pages. The web
pages are first converted into images, and then divided into sub-
images with iterated dividing and shrinking. After that, the
attributes of sub-images including color histograms, gray
histograms and size parameters are computed to construct the
attributed relational graph( ARG) of each page. In order to match
two ARGs, the inner earth mover’s distances ( EMD) between
every two nodes coming from each ARG respectively are first
computed, and then the similarity of web pages by the outer
EMD between two ARGs is worked out to detect phishing web
pages. The experimental results show that the proposed
architecture and algorithm has good robustness along with
scalability, and can effectively detect phishing.
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‘ x T eb phishing tricks users for their private information,

(e. g., bank accounts, passwords, and credit card
numbers) with phishing web pages which imitate the real web
sites. According to the statistics from the anti-phishing work
group (APWG)in the second half of 2008"", the number of
web phishing pages has maintained a high level, and the fi-
nancial industry continues being the main target while the at-
tacks on payment services are growing significantly. People
are widely infected by web phishers, as a sign of which the
crimeware-spreading sites infecting PCs with password-steal-
ing crimeware has had a startling 827% increase from the be-
ginning of 2008. The phishing problem has received much at-
tention from both industry and academic research since its
impact on security and privacy impairs Internet commerce es-
pecially on online financial transactions. Therefore, phishing
detection is an important approach in guaranteeing the securi-
ty of online services.

The existing anti-phishing schemes can be grouped into
four categories: server-based, browser-based, server-brow-
ser cooperation and third-party-based.

Server-based schemes refer to those which require users’
authentication to defend against phishing attacks. One fa-
mous example is the web site of the Bank of America,
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which asks users to select a personal image when registering
and displaying the user-selected image with any forms that
request a password. Users enter their password only when
they confirm the original image they selected. However,
Harvard and MIT researchers found that most online banking
customers do not notice even if the site key images are not
present, which indicates this method is not always effec-
tive'™ .

Browser-based schemes embed anti-phishing measures into
web browsers. This requires the browsers to maintain a list of
known phishing sites and check the sites based on the list.
Popular browsers such as IE 7/8, Firefox2, and Opera9. 1
have already contained toolbars or plug-ins. The deficiency
of this method, as can be easily deduced, is the time delay in
real-time response. While a new phishing site is created, the
browsers have to wait until some victims ( possibly them-
selves) report it and the blacklist is updated; however, it is a
fairly simple scheme and is easily deployed.

Server-browser cooperation, just as the name implies, calls
for the teamwork of the server and the browser. Dynamic secu-
rity skins" ™", which requires users to recognize a photographic
image, is a representative instance. The remote server generates
an abstract image which is unique for each user and transac-
tion. This image is used to create a “skin”, which customizes
the appearance of the server’s web page. The browser computes
the image it expects to receive from the server and displays it
in the user’s trusted window. In order to authenticate content
from the server, the user can visually verify the images.

Third-party-based architectures, as the name implies, need
an independent extra server which either filters the URL of the
phishing sites or compare the fishing web pages with the legiti-
mate ones. Email detection'” , network action testing'”, person-
al information protectionm, and visual similarity detection are
some typical methods. Among them, visual similarity detection
is a more efficient approach to identifying phishing webs.

There are two main approaches to web similarity detec-
tion, HTML and image-based solutions. Because of the
flexibility of HTML and the diversity and dynamic configu-
ration of web elements, it is not difficult to create two pages
which are visually similar but completely different in HT-
ML. This dynamic feature makes a HTML-based detection
scheme ineffective under some circumstances. Larger scale
experiments'”’ show that the image-based approach is a bet-
ter solution in both accuracy and robustness.

1 Related Work

Fu et al. " proposed a pixel and its location EMD based
on the matching algorithm. With large-scale experiments,
they demonstrated that their image-based solution had a bet-
ter performance than HTML-based solutions. However,
Fu’s scheme only considers the pixel’s absolute distribution
rather than the relative distribution, which plays an impor-
tant role in viewing according to the Gestaltian principle. If
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the related locations of blocks are changed, the scheme can-
not detect the dissimilarity in some circumstances.

Cordero et al. """ proposed another image-based detection
which relied on images of rendered web pages to identify
phishing attacks. However, it is difficult to find a good ker-
nel for the support vector machine(SVM) """ because of the
mathematical sophistication it requires and it does not con-
sider the partial match based on the sub-images of the web
pages and their relative locations.

Pan et al.'” proposed a web anomaly detection ap-
proach. However, Pan’s document-object-model ( DOM ) -
based phishing detection is not reliable as Fu’s example
shows' and cannot deal with pages containing lots of ima-
ges. Because the image content is not a part of the DOM,
the validity of the proposed rules in Pan’s paper cannot be
proved by real examples, and the SVM used in the approach
needs an effective training process and it is difficult to im-
plement.

For image-based detections, the basic step is to convert
web pages to images. The projection profile cutting
(PPC)"™ is an effective algorithm dealing with document
images. However, web pages are so rich and colorful that
the PPC is not strong enough to handle them. To efficiently
divide one web image into sub-images, we propose a new
web-image segmentation algorithm named the iterated divid-
ing and shrinking algorithm. The web page is first trans-
formed into an image, and then by shrinking and splitting
repeatedly, the image is divided into sub-images.

In this paper, we put forward the architecture for detec-
ting phishing pages. As a core part of the architecture, a
new web matching algorithm based on the nested-EMD""' is
proposed to calculate the similarity of two web pages, in
which the features are from the sub-images and the position
relation vectors are added to calculate the inner distance of
two ARGs. Furthermore, a system is recommended to im-
plement the algorithm.

2 Architecture

The overall architecture described in Fig. 1 comprises
three parts: the client browser, the anti-phishing center, and
the protected server. The client browser has an anti-phishing
plug-in which maintains a blacklist of phishing URLs or IP
addresses, and a whitelist of the protected URLs or IP ad-
dresses. The plug-in has two functions. One is to filter the
URLSs based on the blacklist, and the other is to detect the
sensitive information of a user’s input in time. The anti-
phishing center carries the analyzing work and appears as a
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Fig. 1 Anti-phishing architecture

distribution system. The suspected web pages captured by
the browser plug-in are first delivered to the control center,
and then are broadcasted to all the sub-centers. Each sub-
center analyses the similarity solution of the suspected pages
and the protected ones. The protected servers are the real
web sites of the protected enterprises. The three parts work
together cooperatively.

Fig. 2 shows the interaction sequence of the anti-phishing
system. First, the blacklist and whitelist on the browser are
initialized by the analysis center. Once the user’s sensitive
information is required, the pages in the blacklist are rejec-
ted directly by the plug-in; those in the whitelist are al-
lowed, and others will be marked as suspected pages deliv-
ered to the analysis center. If the page appears to be similar
to some legitimate one protected by some sub center, its
URL and IP information will be sent to the analysis center,
and the center will update the entire blacklists embedded in
the client browser plug-ins.
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Fig. 2 Interaction diagram

Our approach focuses on the similarity detection algorithm
which includes the detection method and similarity match-
ing. First, convert the suspected web page into an image;
next, segment the image into a set of sub-images that repre-
sent the blocks of the web page such as tables or frames;
then, extract the features of each sub-image and compute
the locational relationships among them. After that the web
page is converted into an ARG with nodes representing key-
zones and edges which imply their positional relationships.
Finally, the nested-EMD is employed to compute the dis-
tance between two ARGs that are extracted from the suspec-
ted page and the real page. Based on the nested-EMD, the
similarities of the two pages can be figured out, and the ph-
ishing judgment can be concluded.

3 Web Page Image Segmentation and ARG Gen-
eration

In the fields of computer vision and pattern recognition,
the ARG graph is often used to express the object character-
istics. One normal form of the ARG is

G={V, R}

V={a |1<i<n}; R={r,|1<i<n, 1<j<n}

where G is an ARG; V is the node set; a node presents a
part of an object and its features; a, presents the i-th node;
n is the node number; R and r; denote the correlation set
and the relationship between node a; and node a;, respec-
tively. So the similarity match problem of two objects
comes down to the match of two ARGs. In this paper, in



Architecture and algorithm for web phishing detection

45

order to detect the similarities of web pages, every page is
first converted into a page image, and then divided into sub-
images. To construct the ARG in which each node corre-
sponds to a divided sub-image, sub-image characteristics in-
cluding color histograms( H), gray histograms(G) and size
parameters( size) are computed. Then the attribute set of a
sub-image can be expressed as a = {H, G, size}. All attrib-
ute sets compose a set vector V ={a, | 1 <i<n} in which n
is the number of sub-images and g, is the attribute set of the
i-th sub-image.

With the results from segmentation, we can obtain the co-
ordinates of each sub-image, and then build a relation ma-
trix which represents the relative position relations of all the
sub-images in a web image. Every rectangle splits the plane
into nine zones as shown in Fig. 3, and the position relation
between A and any other sub-image such as B can be repre-
sented by a nine-dimensional vector r,= {<z1, 2y eees Zpo
e Zo) | z, € {0, 1}}in which z, denotes if the j-th sub-im-
age is in the k-th zone of the i-th block, and 1 for yes, O for
not. As shown in Fig. 3, the relationship between A and B
is r(A, B) ={0, 0, 0, 1, 0, 0, 1, 0, 0}. Generally r(A,
B) #r(B, A), because if A is on B’s left, B should be on
A’s right.
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Fig. 3 Relative position relationships

All the relation vectors among the sub-images compose
the relationship matrix R = {r, |1 <i<n, 1 <j<n} in
which 7 is the number of sub-images and r; is the relation
vector between the i-th and the j-th sub-images.

With the matrix and attributes, the ARG of a web page G =
{V, R} is formed as shown in Fig. 4. Then the distance be-
tween two web pages can be computed based on their ARGs.

UoTR[RY

Fig. 4 Attribute relational graph

4 Similarity Computing with ARG Match

There are three steps in matching two ARGs. First, we
obtain the feature and the relation distance. Then we com-
pute the inner EMDs between every two nodes coming from
each ARG respectively. Finally, we calculate the similarity

of web pages by the outer EMD between two ARGs.

Assume that two ARGs of G and G’ are matched, G =
{V, R}, V={a, |1<i<n}, R={r;|1<i<n, 1<j<
ny; and G' ={V', R'}, V' ={a,' |1 <k<n'}), R ={r,
|[1<k<n', 1<l<n’'}.

4.1 Feature distance

As shown in section 3 a, = {H,, G,, size,}, a, ={H,,
G,, size,} and the distance between them d(a,, a,’) = aS,
+BS; +vySs, where a +B+y =1, S, S;, and S are the
similarities between the color histogram, the gray histo-
gram, and the size, respectively.

1) Color and gray histogram similarity

Let H, and H, denote two color histograms, and the simi-
larity S;, between them is

Sy(p, @) = Zmin{HF(i), Hq(i)}
D H() =Y HG) =1; N=32 (1)

where H,(i) and H (i) are the frequency of color i in color
histogram H, and H . The similarity between two gray his-
tograms S is the same with S,

So(p, @) = X min{G,(i), G (1))
2.G,() =3 G() =13 N=32 (2

where G,(i) and G, (i) are the frequencies of gray i in the
gray histograms G, and G, respectively.

2) Size similarity

The size contains two components: width and height. Let
size, ={w,, h,}, size, = {w,, h,}, and the size similarity
S, be

S =1 - min(w,, w,)min(h,, h,) (3)
maX(WH Wz)max(hl, hz)

where S is normalized and consistent with human percep-
tion.

4.2 Relation distance

The distance d(r;, r;q) between two nine-dimensional re-
lation vectors can be computed by the EMD based on dis-
tance matrix D. D is composed by the Manhattan distances
of zones in Fig. 3. For example, the distance between zones
1 and 4 is 3, so D(1, 4) =3. By the matrix, we can obtain
the EMD between two relation vectors. The relation distance
matrix of Fig. 3 is

rO 1 2 1 2 3 2 3 44
1 01212 3 23
21 0 3 2 1 4 3 2
1 23 0121 23
D=2 12 1 01 2 1 2
321 2103 21
23412 3 01 2
323 21 2 101

L4 3 2 3 2 1 2 1 0/
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4.3 Inner EMD and outer EMD

The details of the inner EMD and the outer EMD are giv-
en by Kim'""'. The inner EMD indicates the difference of
nodes in two ARGs, and the outer EMD indicates the corre-
spondence of the two ARGs. By the distance of the NEMD,
the similarity can be obtained for the two pages and is used
to draw a conclusion if one page is a phishing page of the
other.

Based on the feature and relation distances, the inner
EMD between two nodes v, and v/ in G and G’ can be calcu-
lated as follows.

First, we obtain the inner distance matrix of v, and v/,
D,.. =1d...J j)]1. diyw.(j, j') is computed by the fol-
lowing equation:

dinner(j’ ],) :(1 _P)d( V]-, er’) +pd( rij’ rz"’j’) (4)

where p is in the interval [0, 1]. Then, based on D, .., we
obtain the inner EMD between nodes i and i’. This inner
EMD yields one element of a distance matrix for the outer
EMD.

Assume that a distance matrix for the outer EMD, D .. =
[d,..(i, i")], is given from nn’ inner EMDs. Then an out-
er EMD of G and G’ can be computed with D_, . In order
to allow for partial matches, all the weights in both the in-

ner and the outer EMDs are identically provided as

Womw,=— l<i<n l<i'<n’
! " max(n, n")
Algorithm 1  NEMD computing algorithm
/ % computing the NEMD of ARGs: G, G' %/
double getNEMD(G, G')
{
double D .[n, n'] =0; //outer matrix
double S[n] =1/max(n, n'); //attr. vector of page
G
double S'[n'] = 1/max(n, n'); //attr. vector of
page G’
for(int i =0; i< =n; i+ +)
D, .. li, i'l =getlnnerEMD(G, G, i, i');
/ % computing the outer EMD distance s /
double outEMD = EMD(D
return outEMD;

oulcr) 4

}

/ % computing the inner distance of ie G and i’ € G’ */
double getlnnerEMD(G, G', i, i')
{

double w =0. 5; //relation coefficient

double D, . .[n, n'] =0; //inner distance matrix

/ % computing inner distance matrix * /

for(int j=0; j< =n; j+ +)

D,.[j j1=(1-w)geDv(v, vi) +

weetDr(r;, r'i’,);

/ % computing the innerEMD : /

double innerEMD = EMD(D,...) ;

return innerEMD;

}
5 Experiments

In order to test the efficiency of our approach, we real-

ized the web page dividing algorithm, the web similarity de-
tection algorithm and Fu’s algorithm''. The test data is sup-
plied by Liu'® in his homepage. Among Liu’s data, two
phishing web pages aimed at eBay and the ones at Earth-
Link, ICBC, Wells Fargo, US Bank, and Washington Mu-
tual Bank, respectively. The correspondent six true target
web pages are also collected for comparison. In the remai-
ning part of this section, we denote a true webpage by
adding the prefix “t-”, e.g. , t-eB stands for the true web-
page of eBay, and a phishing webpage by adding the prefix
“f-7, e.g., “f-IC” refers to the phishing webpage targeted
at ICBC.

Tabs. 1 and 2 show the results of Fu’s EMD and our ap-
proach among the real and the phishing web pages, respec-
tively. It is shown that both algorithms work well in the de-
tection of the phishing page with the corresponding legiti-
mate one except for EarthLink, because the phishing web-
page itself of EarthLink is not similar to the real one in fact.
According to the experience, almost all the phishing attack-
ers devote their efforts to making their faked pages to be
similar to the legitimate ones, and those non-similar ones
are easy to be discovered by users. Therefore, examples
such as EarthLink mentioned above are not under our con-
sideration.

Tab.1 Fu’s EMD

EMD t-eB t-EL t-1B t-WF t-USB t-Wt
f-eBl  0.0041 0.0292 0.065 0.0432 0.0196 0.0256
f-eB2 0.0048 0.0294 0.0643 0.0434 0.0203 0.0249
f-EL 0.0187 0.0293 0.0609 0.0561 0.0248 0.0143
f-IC 0.0591 0.0633 0.003 0.0664 0.0566 0.0589
f-WF  0.0424 0.0571 0.0672 0.0121 0.0419 0.0559
f-USB 0.0172 0.024 0.0596 0.0413 0.0017 0.0228
f-Wt 0.0293 0.0231 0.0597 0.0614 0.0299 0.009 5
Tab.2 Nested EMD
EMD t-eB t-EL t-IB t-WF t-USB t-Wt
f-eBl  0.0151 0.2044 0.3483 0.1472 0.3458 0.2383
f-eB2 0.0032 0.2051 0.3232 0.1452 0.3395 0.2405
f-EL 0.1985 0.1989 0.4257 0.0820 0.3490 0.2449
f-IC 0.3219 0.4168 0.0010 0.4599 0.2155 0.4210
f-WF  0.1414 0.1343 0.4516 0.0135 0.2706 0.1685
f-USB 0.3370 0.3393 0.2153 0.2720 0.0052 0.3354
f-Wt 0.2470 0.2642 0.4280 0.1777 0.3387 0.0125

A metric, discriminative ratio( DisR), is introduced to
compare the robustness. DisR for each phishing site is ex-
pressed in Eq. (6), in which Sim(web,, web,)is the simi-
larity distance between web, and web,. DisR presents the
root-mean-square deviation based on the distance of the ph-
ishing page and its target.

n

Y [Sim(tweb;, fweb,) —Sim(tweb,, fweb,)]’

=0, j#i

DisR; =
isR, >

(6)

The results illustrated in Fig. 5 show that the DisR of the
NEMD is much higher than that of Fu’s EMD. It is shown
that our scheme has a better performance in discrimination,
and it detects phishing with strong robustness.
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6 Conclusion

In this paper, an anti-phishing architecture and a novel
phishing detection approach are proposed. The architecture
comprises three parts: the client browser, the web server,
and the analysis center. First, the web pages are converted
into images, and then divided into sub-images; after that,
the attributes of sub-images are computed to construct the
ARG of each page. Finally, based on the ARG distance,
the similarity of two web pages is calculated by the nested-
EMD. Experimental results demonstrate that our approach is
better than other schemes in both accuracy and robustness.
Improvements can be made in feature extraction and relation
construction. Some new matching rules can also be imple-
mented by assigning different weights to different key-
zones.
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