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Abstract: Based on mutual authentication and dense coding, a
novel revised efficient quantum direct communication scheme is
proposed. It is composed of two phases: the quantum state
distribution process and the direct communication process. The
purpose of the former is to authenticate Trent and users to each
other, and let the two legitimate users ( Alice and Bob) safely
share the Bell states. While the latter aims to make direct
communication to transmit a secret message between Alice and
Bob. In order to prevent from Eve’s eavesdropping as well as to
authenticate each other simultaneously, a decoy photon
checking technique is applied. Compared with other analogous
protocols, the quantum state distribution process is more simple
and feasible and the proposed scheme is more efficient; i. e.,
the total efficiency is almost 100% . Security analysis shows that
the proposed scheme is secure against the eavesdropping
attacks, the impersonation attacks, and some special Trent’s
attacks, including the attacks by using different initial states.
Key words: quantum direct communication; mutual authentica-
tion; decoy-photon checking; impersonation attack; special
Trent’s attack

‘ x J ith the development of quantum technology, quan-

tum cryptography has become a hot research topic in
the field of information security. As an important branch of
quantum cryptography, quantum direct communication
(QDC) has attracted much attention "™ . With the princi-
ples in quantum mechanics, such as no-cloning theorem,
uncertainty principle, entanglement, etc., QDC provides
some interesting ways for secure communication.

Recently, Lee et al. """ proposed two QDC protocols with
authentication (LLY protocols), which first introduced the
authentication mechanism to resist the impersonators’ at-
tacks. However, Zhang et al. " indicated that these proto-
cols were insecure against the authenticator’s ( Trent’s) at-
tacks, and put forward two modified protocols (ZLW proto-
cols) by utilizing the Pauli o, operation instead of the origi-
nal bit-flip operation ¢,. And we put forward two efficient
protocols ( LCL protocols) by using four Pauli operations
{I, 0,, io,, o .} inRef. [9]. Qin et al. rol pointed out that
in LCL protocols Trent and the eavesdropper Eve can elicit
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half of the information about the secret message from the
public declaration. Simultaneously, Yen et al. """ also point-
ed out that ZLW protocols are still insecure when Trent pre-
pares different initial states, and presented a new protocol
with mutual authentication and entanglement swapping
(YHG protocol) to make up for this kind of security leak-
age. However, it wastes too much quantum state resource
and the efficiency is a little low. The motivation of this pa-
per is to promote the efficiency and guarantee the security
against all kinds of known attacks.

1 Preliminaries
1.1 Some notations

The quantum-mechanical analog of the classical bit is the
qubit, a two-level quantum system, and it can be written as

o) =al0)+8]1) (1)

where |0) represents the horizontal polarization; |1) re-
presents the vertical polarization; « and 8 are complex num-
bers that specify the probability amplitudes of the corre-
sponding states, and | o |+ [B[*=1. {|0), [1)}
consists of the rectilinear orthogonal basis, Z-basis, and the
diagonal orthogonal basis, namely X-basis, is composed of

{l+)., [ =)} where | +)=1/42([0) + [1)) and
| =) =142¢10) - [1).

In this paper, we utilize the following four Bell states
(i.e., EPR pairs) as the carrier of imformation:

+ _L +
| ¢ >-2<\00>_ [11)),

% «!ﬁ>=§(\01>t\10>>

v
(2)

Besides, four Pauli unitary operations {U,, U,, U,, U,}
and a Hadamard operation H are used to encode messages or
authenticate the anticipators. They are defined as

Uy=I=10){0] + [1)(1]
U=o,=10)1]+][1)(0]

(3)
Uy, =ig,=10)(1] - [1)(0]
U=0.=10)0]| - [1)(1]

and

H="L1010)¢0 | = [1)1] + 01 ]+ [1)¢0])
A
(4)
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1.2 Generation of authentication keys

Similar to that in Ref. [7], a one-way hash function # is
used to generate the authentication keys of the users in our
protocol.

h: {0, 1}7 x {0, 1}'—>{0, 1}° (5)

where the asterisk *, 1 and c represent an arbitrary length,
the length of a counter, and a fixed number, respectively.
Thus the user’s authentication key can be expressed as AK
=h(ID,,. C..), Where c .
hash function.

In our scheme, we denote the authentication keys of Alice
and Bob as AK, =h(ID,, ¢,), AK,; =h(ID;, c;). And
the users’ identity number ID,(ID;) is only known to Trent
besides Alice (Bob).

2  Revised QDC Scheme with Mutual Authentication

user

is the counter of calls on the

Inspired from the YHG protocol, we improved the LCL
protocol and proposed a novel revised QDC schema
(RQDC), where the Bell states were utilized as the message
carriers instead of the GHZ states, and Trent acted as a
“genuine” authenticator who only authenticated the users
and would not directly take part in the message communica-
tion. In order to prevent the eavesdroppers from stealing the
secret message as well as authenticate each other, a simple
and feasible decoy-photon checking technology is applied.

The RQDC is composed of two parts: the quantum state
distribution process with mutual authentication and the direct
communication process with identity authentication and
dense coding.

2.1 Quantum state distribution process with mutual au-
thentication

The purpose of this process is to authenticate Trent and
users for each other, and let the two legitimate users ( Alice
and Bob) safely share the Bell states. Suppose that Alice
wants to send a message to Bob, then the brief procedures
are described as follows (see Fig.1):

------ Quantum channel

Classical channel

Alice
1,4,7 7

Fig.1 Procedures of the quantum state distribution process

1) Alice prepares an ordered v-length decoy photon se-
quence, namely a V, sequence, each of which is randomly
chosen in {|0), [1)}. V, will be used for verifying
Trent’s identity, and the length v>>1,, where [, is the
length of AK,. According to AK,, Alice performs an oper-
ation H or I on each particle of V, sequence,

AK, =1

I<sis< 6
AK,, =0 ISV (6)

, HV,,
V=
{IVAi

Since the number v is normally greater than the length /,
of AK,, the key bits of AK, is regenerated by ID, and a
new c, for operation performing. The process is repeated
until all v particles in V, sequence are encoded. The new se-
quence is named V) sequence.

2) Alice then sends V) sequence to Trent.

3) After receiving V, sequence, Trent performs a reverse
operation of Eq. (6) according to AK,. If this “Trent” is
true, he knows the value of AK,, so the states of V/, will
return to its initial states of V,. Trent then measures these
encoded decoy photons in the Z-basis { |0), |1)}, and
publishes the outcomes to Alice.

4) Alice is going to authenticate Trent as well as check
the presence of Eve. She compares her initial states in the
V, sequence with Trent’s outcomes. If they have a suffi-
ciently large number of results that are the same, Alice will
accept that Trent is true and proceeds with the following
steps. Otherwise, she just stops the procedure.

5) Trent prepares the Bell states for Alice and Bob. At
first, Trent chooses an ordered N Bell state, each of which
is one of the Bell states defined in Eq. (2). For example,

the state is | @) = |p*) =1//2( |00) + [ 11)),,, where
the subscripts A and B represent the two particles of the Bell
state. Trent divides particles A and B into S, and S, se-
quences. Simultaneously, Trent also prepares three ordered
v-length decoy photon { |0), | 1)} sequences, namely,
Vias Vupand V.. He then encodes the V,,, V,, and V
sequences according to AK,, AK; and AK,;, respectively,
as described in step 1). It should be noted that N>v=>I,,
where i = A, B. Finally, Trent inserts V,, and V,; into S,,
V. into S; with random positions, and keeps these positions
secretly.

6) Trent sends encoded V., || Vs || S, and Vi, || S; se-
quences to Alice and Bob, respectively.

7) After Alice and Bob make sure that they have received
Via ll Vag || Sy and Vo || Si, respectively, Trent will au-
thenticate Alice as well as check the security of the chan-
nels. Taking Alice as an example, Trent tells Alice the po-
sitions of V,,, and Alice decodes V., by the operations {H,
I} according to AK, as Trent did in step 4). If this “Alice”
is the real user Alice, then the state of each decoy photons
in V,, will return to Alice’s initial state. And then she meas-
ures those decoy photons of V., in the Z-basis. At the same
time, Bob performs the same procedure on V., with AK as
Alice does.

8) Alice and Bob tell Trent their outcomes over the public
channel, respectively. Then, Trent can evaluate the error
rate by comparing his initial states of V., (V,;) with Alice’s
(Bob’s) outcomes. If the error rate exceeds the expectation,
they abort the procedure. Otherwise, Trent confirms that
Alice (Bob) is legitimate and the quantum channel is safe.

In the process, Trent is verified by Alice in step 4); Al-
ice and Bob are also verified in step 8). If the error rates are
all under the expectation, the EPR pairs ( Bell states) are
safely distributed to Alice and Bob, and they continue the
next phase, direct communication process.
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2.2 Quantum direct communication process with iden-
tity authentication

After the quantum state distribution process, the Bell
states are safely shared between Alice and Bob, and they
make direct communication to transmit the secret message.
It should be noted that Trent will do nothing but verify the
receiver’s identity in this process. The detailed procedures
are described as follows (see Fig.2):

Quantum channel

Classical channel

Alice @-------=-mmmmmmmmmmemoo D Bob
4,6

Fig.2 Procedures of quantum direct communication process
among Trent, Alice and Bob

1) The remaining particles in Alice’s hand consist of the
V.s || S. sequence. Alice encodes the secret message on S,
by performing operations as follows: 00—U,, 01—U,, 10
—U,, and 11-U,.

U, le) =1, | ) 7%( [00) j+ [11),0) = 167 ) n
U le)=0.le 7%( [10) 4+ [01) ) = |97 4
U, @) =io, | ¢) 7%( [01) 4= [10),0) = [ ) e
Uy le) =o, | o) 7%( 100) 3= [11)0) = [ )
)

2) Alice sends all the particles to Bob.

3) After Bob receives the V,; || S, sequence, Trent an-
nounces the positions of V,,. Note that Trent can compute
the new positions of V,, since V., has been drawn out from
the initial sequence Trent prepared in the previous process.

4) According to AK; and the positions of V,;, Bob per-
forms the corresponding H or I operations on the particles of
V.. If this “Bob” is the real receiver Bob, then the states
of V,, sequence will recover their initial states. Finally,
Bob measures V,; in the Z-basis.

5) Bob tells Trent the outcomes of V,;, and Trent veri-
fies Bob’s identity as well as checks the channel security.
Trent compares the outcomes and the original states he pre-
pared, and evaluates the error rate. If the error rate is under
the expectation, it shows that the receiver Bob is true and
the transmission is safe; thus Alice and Bob continue the
next step. Otherwise, they abort the process, and restart the
communication.

6) Bob performs Bell basis measurement on pairs of parti-
cles consisting of S, and S, sequences. From the measure-

ment outcomes, Bob can deduce the probable operations
performed by Alice (see Tab. 1).

Tab.1 Relationships of Alice’s operation, secret message, and
Bob’s measurement in direct communication process

Bob’s measurement Alice’s operation Secret message

(&) a Up(1) 00
[0 ) as Uy(o,4) 01
[0 as Uy (i) 10
&™) a Us(o0) 1

For example, if Bob’s measurement outcome is \ v,
Bob can infer that Alice has performed a U,(o,) operation;
that is, the bits of message are O1.

3 Security and Efficiency Analysis
3.1 Security analysis

@® Eavesdropping attacks In both the quantum state
distribution process and the direct communication process,
the present scheme exploits the ideas of decoy photon check-
ing techniques to ensure the security of the process. Because
these decoy photons, such as V., V,, and V., will be
performing H or [ operations according to the authentication
keys (i. e., AK,, AK; and AK;). It can be viewed that
these photons are produced randomly in one of the two ba-
ses, i. e., Z-basis {|0), | 1)} or X-basis {| + ),

\ -}, which is essentially the same as that in the BB84

QKD scheme'”. The difference between this scheme and
the BB84 QKD scheme is that, the receiver measures each
particle randomly using Z-basis or X-basis in the BB84 QKD
scheme, while in our scheme participators measure each de-
coy-photon particle using the Z-basis after the operations ac-
cording to the authentication key. BB84 has been proven
unconditionally secure against all kinds of the eavesdropper
Eve’s attacks'”™': therefore, our scheme is also secure
against the eavesdropping attacks.

@ Impersonation attacks By introducing the mutual
authentication mechanism, i. e., steps 4) and 7) in the
quantum state distribution process as well as step 5) in the
direct communication process, the RQDC ensures the partic-
ipators ( Alice, Bob and Trent) are legitimate, and no im-
personator can imitate users to steal message. That is to
say, our RQDC scheme holds the same resistibility as that in
LLY protocols against the impersonator attack or man-in-
the-middle attack.

@® Some special Trent’s attacks First, we consider the
Trent’s attack proposed by Zhang et al. "™ (ZLW attack). In
this kind of attack, Trent intercepts all the particles transmit-
ted from Alice to Bob, and attempts to make a certain meas-
urement in the direct communication process for obtaining
the secret message. Since there is no redundant particle of
each EPR pairs to be kept in Trent’s hand, the RQDC is im-
mune to this kind of attack.

As analyzed in Ref. [ 10], half of the information is
leaked from the public declaration in our original proto-
cols'” . Through guaranteeing that Trent keeps out of the di-
rect communication process, our RQDC avoids this flaw.

Finally, we take account of another special Trent’s attack
by using different initial states, which is proposed by Yen et
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al. """ (YHG attack). Under this attack, Trent prepares dif-
ferent initial states 1/2( | +0) + | —1))(noted as | ¢'))
instead of 1//2( |00) + |11)), and measures the trans-
mitted qubits with Z-basis (or X-basis) in the direct commu-
nication process to gain some information about the mes-
sage. In the RQDC, the Bell state before transmission is
one of the following:

U, ‘QD’> :L( ‘ +0>AB+ ‘ _1>AB) =

2

é(‘0+>AB+‘1_>AB)
1
U| " =— 0 AB T -1 AB) =
") ﬁu +0) s = | 1))
1
7(‘0_>AB+‘1+>AB)
2
l¢") = [1 (8)

U, l o) 7;(\ —0) s+ | +1) ) =
é( [04) = 1=

U l¢) 7%( | =0 = | +1) ) =
é( [0=) 40 -

From Eq. (8), we can see that Trent cannot obtain any
information about the secret message by performing the Z-
basis ( or X-basis) measurement. That is, the present
scheme is immune to the YHG attack.

‘1+>AB)

3.2 Efficiency analysis

Recently, Li et al. """ presented a useful efficiency coeffi-

cient to describe the total efficiency of a quantum communi-
cation: n,,, =m,/(q, + b,), where m,, ¢g,, b, are the num-
bers of messages transmitted, the total qubits used and the
classical bits exchanged, respectively. In the RQDC, the
anticipators do not need classical information except for de-
coy-photon checking, and two bits of quantum information
(i.e., a two-qubit Bell state) carry three bits of the secret
message; thatis, m, =2, g, =2 and b, =0. Then, 7, =2/
(2+0) =100% . In this way, the efficiency of other analo-
gous protocols also can be calculated (see Tab.2).

It is clear that our RQDC is more efficient than the other
analogous protocols.

Tab.2 Security and efficiency of other analogous protocols and
our protocol

Protocol ~ Impersonation ZLW YHG attack . Total
name attacks attacks efficiency/ %
LLY Yes No No 25
ZLW Yes Yes No 25
LCL Yes No Yes 50
YHG Yes Yes Yes 25 or 50

RQDC Yes Yes Yes 100

4 Conclusion

Based on mutual authentication and decoy-photon check-
ing, a novel revised efficient QDC scheme is presented. In
contrast to our original scheme (i.e., LCL protocol), the
RQDC expresses powerful security, which is immune to
present attacks. On the other hand, the RQDC shows out-
standing efficiency, which is obviously more efficient than
the analogous protocols (see Tab. 2). Compared with the
YHG protocol, the quantum state distribution process is
more simple and feasible.
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