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Abstract: The integrated linkage control problem based on
attack detection is solved with the analyses of the security model
including firewall, intrusion detection system ( IDS) and
vulnerability scan by game theory. The Nash equilibrium for
two portfolios of only deploying IDS and vulnerability scan and
deploying all the technologies is investigated by backward
induction. The results show that when the detection rates of IDS
and vulnerability scan are low, the firm will not only inspect
every user who raises an alarm, but also a fraction of users that
do not raise an alarm; when the detection rates of IDS and
vulnerability scan are sufficiently high, the firm will not inspect
any user who does not raise an alarm, but only inspect a fraction
of users that raise an alarm. Adding firewall into the information
system impacts on the benefits of firms and hackers, but does
not change the optimal strategies of hackers, and the optimal
investigation strategies of IDS are only changed in certain cases.
Moreover, the interactions between IDS & vulnerability scan
and firewall & IDS are discussed in detail.
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‘x J ith the rapid development of microelectronics and

the emergence of the information industry, an im-
portant feature of the information age is accessing informa-
tion and exchanging information by networks. However,
the diversification trends of information system security
problems are getting evident. Mainstream security technolo-
gies include firewall, IDS and vulnerability scan, etc.

The traditional information security technology methods
are mainly studied in a purely technical aspect’ ™. The oth-
er methods are studied in economics and management as-
pects to conduct research on the IT configuration and strate-
gy formulation”™ . However, there is little research on the
use of IT portfolios™™ .

1 Information Security Model

In a protected system, the protective measures are usually
deployed to defend the security incidents by the system se-
curity policy'. The information security model is intro-
duced as follows (see Fig. 1).
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Fig.1 Information security model

There are four reasonable technology portfolios: only de-
ploying firewall and IDS, deploying none of the technolo-
gies, only deploying IDS and vulnerability scan, and deplo-
ying all the technologies. Cavusoglu et al. ' discussed the
first two portfolios, while our study focuses on the remai-
ning portfolios. The parameters are defined as follows.

A hacker committing the intrusion derives a benefit of y if
the intrusion is undetected, and he/she incurs a penalty of 8
if the intrusion is detected, assuming u < 3. Denote the
probability that a user hacks by «, ¢ [0, 1].

The firm incurs a cost of ¢ each time when it performs a
manual investigation. The firm suffers a damage of d if an
intrusion is undetected, and it prevents or recovers a fraction
o(¢p=<1) of d if an intrusion is detected, assuming that c<
deo.

Assume that the probability of firewall detection is P}, =
P( classify as a hacker |user is a hacker), the probability of a
firewall false negative is 1 — Pj, and the probability of a
firewall false positive is Py = P(classify as a hacker | user is
a normal user). And assume that the probability of IDS de-
tection is P} (i. e. the probability that the IDS raises an
alarm for an intrusion), then the probability of an IDS false
negative is 1 — P, and the probability of an IDS false posi-
tive is P.(i. e. the probability that the IDS raises an alarm
when there is no intrusion), in which Py =Py, Py =P,
The configuration cost of the vulnerability scan is ¢, and
the probability of scanner detection is Ps. As the relation-
ship between IDS and vulnerability scan technologies can be
summarized by saying that the vulnerability scan can signifi-
cantly reduce the number of attackers that an IDS looks for.
Simply define that P5 =rP., in which re [0, (1 = P})/P}].

2 Model Analyses

Assume that all the parameters are common knowledge to
all the players. A one-period game is considered in the
model™", which means that all the decisions and outcomes
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occur in a simultaneous instant. With backward induction,
the following two portfolios are discussed in detail.

Portfolio 1 Only deploying IDS and vulnerability scan

Assume that a user’s strategy is S° e {H, NH}, in which
H is to hack, NH is not to hack; the firm’s strategy is St e
{(L, D(I,NI), (NI, I), (NI, NI) }, in which I is to investi-
gate, NI is not to investigate, and the first element in each
ordered pair is the firm’s action when the IDS raises an
alarm, while the second element is the firm’s action when
the IDS does not raise an alarm. Let p, and p, respectively
denote the firm’s investigation probabilities when the IDS
raises an alarm and when the IDS does not raise an alarm,
in which p, € [0,1],p, € [0, 1] and p, <p,. The following
probability computations are used in deriving the equilibri-
um.

1 +71)P,
1, = P(intrusion|alarm) = ( ; ) Dldj
(L+nPy g+ Pe(1 - 4)
(1)
1, = P(intrusion|no-alarm) =
(1= = )
(1 =Py =rP)p + (1 = Pp)(1 =)

P(alarm) = Py + (P, +rP, - Py) (3)

P(no-alarm) =1 - PIF - lﬁ(P[l) + TP[I) - Plp) (4)

P(hacker is detected) = p,(1 +71) P,; +p,(1 - Pll) - TPll))

(3)

The expected cost of the firm for the alarm F, and the no-
alarm F, states respectively are

Fy(p,¢) =pct+n(l-p)d+np(l-ed+c
(6)

Fy(py,h) = prc + my(1 —p,)d + myp,(1 — @) d + ¢
(7)

Then the firm’s overall expected cost is

F(py.py ) = (Py+ (P + 1Py = PY) Fi(p. o) +
(1 = Py —=(Py + 1Py = P) Fy(py i) (8)

The hacker’s expected benefit is

H(p,.py.th) =y = B(p,(1 + 1) Py + py(1 = Py = 1Py))

(9)

Proposition 1  The following mixed strategy profiles
constitute the Nash equilibrium for the IDS and vulnerability
scan.

Ifuw/B > Py(1 + 1), then

C_y e _BmBUNR

pro= b _B(I_Pll)_rpll))
(1 - Py)

do(1 = Py = 1P}) = (P} - Py - 1P})

v o=

Ifu/B < Py(1 +r), then

*

P B Pz* =0

_ M®

B(1 + 1) P,
cPIF

ed(1 + )P, +cPy —c¢(1 +1)P)

Yo o=
IfP, = (1 +r) P, = 1/2, then

. s _ 2w . _ c
pl+p2_,37lr// _QDd

Let the first derivatives of Egs. (6), (7) and (9) equal
0, then the Nash equilibrium can be derived. Due to the
limitation of space, the proof is omitted.

Low detection rates of IDS and vulnerability scan result in
a high level of hacking, and, therefore, the firm will not
only inspect every user who raises an alarm, but also a frac-
tion of users that do not raise an alarm. On the other hand,
sufficiently high detection rates of IDS and vulnerability
scan reduce hacking. Therefore, the firm will not inspect
any user who does not raise an alarm, and, in fact, it can
inspect only a fraction of users that raise an alarm. Especial-
ly, when the interactive detection rate of IDS and vulnera-
bility scan and false positive probability of IDS equal 1/2,
the optimal strategy for hackers is to intrude the system with
the probability of ¢/¢d, while p,” +p, =2u/p.

By substituting » =0 in Proposition 1, the equilibrium is
obtained when the firm only implements the IDS.

Proposition 2  The following mixed strategy profiles
constitute the Nash equilibrium for the IDS.

If u/B > P,, then
_ . RBR
P s P2 B(1 - P[I))
v c(1 - Py)

If u/B < P,, then

pl* pz* =0, lp*

- M
BPy
If P, = P, = 1/2, then

c

gy =2
1 2 B’

Compared with Proposition 1 and Proposition 2, when the
detection probability of the IDS is lower, the intrusion prob-
ability of hackers will be increased after adding the vulnera-
bility scan into the system with only IDS. The firm’s inves-
tigation probability will be increased as well when the IDS
does not raise an alarm. So in this case, only deploying the
IDS is more efficient. Conversely, when the detection prob-
ability of the IDS is higher, the intrusion probability of
hackers will be reduced when deploying both the IDS and
the vulnerability scan. The firm’s investigation probability
will be reduced as well when the IDS raises an alarm, which
means that, in this case, adding the vulnerability scan into
the system is more reasonable. Especially, when Py =P} =
1/2, there is no difference for the hackers’ optimal strate-
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gies whether or not deploying the vulnerability scan into it
the system (i.e., " =c¢/@d in both cases), so is it for p;
+p, .

Portfolio 2 Deploying all the technologies, i.e., fire-
wall, IDS and vulnerability scan

Assume that g fraction of users is external users, and 1 —
¢ fraction of users is internal users. The other assumptions
are the same as Portfolio 1. From Fig. 1, internal users do
not go through the firewall, which face the same deploy-
ment as Portfolio 1; external users access the system from
outside the firewall, and hence are validated by the firewall.
The parameters of external users are defined similarly as
Egs. (1) to (9). The proof is omitted.

Proposition 3  The following mixed strategy profiles
constitute the Nash equilibrium for firewall, IDS and vulner-
ability scan.

Ifu/B > Pyl +r), 1 —& > P}, then

S ey - ¢ +71) P,
Prom P T 1Py P
v (1 - Py)

de(1 = P, —=rP)) —¢(P), — P, —rP})
and

P [w-B(1+r)P](1 - )

P p =Bl Py - (n-Be
}f_@—Pml—ﬂ—ﬁﬁ—U—PMZ—ﬂ—ﬂ%—ﬂ)
F -

1-P) -rP,
Ifu/B < Pyl +r), 1 —& < P}, then

pl =
"B +n)PY

cPIF
ed(1 +r)P[', +cPL_ -c(1 +r)P[[)

P; =0

*

17[/ =

where P} =0, or £ =0; and P} =P} Py/((1 +1r)Pp).
IfPIF =1 +r)PrI) =P£ =P§ = 1/2, then

(2-&)p +(1-8)p, = %’ Y= é

As the results show, adding the firewall into the system
will impact on the benefits of hackers and firms. However,
comparing Portfolio 1 and Portfolio 2, there is no difference
for the optimal strategies of hackers. Without the case that
P, = (1 +r) P, = P, = P, = 1/2, investigation strategies
of the IDS are not changed either. But it changes in the case
P, =(l+r)P, =P, =P, =1/2.

By substituting » =0 in Proposition 3, the interaction of
firewall parameters and IDS parameters are derived as fol-
lows.

Proposition 4 The following mixed strategy profiles
constitute the Nash equilibrium for the firewall and IDS.

Ifu/B > P, 1 —& > P, then

P = (M‘[?Pfy)(l - &) Pl = 1 -(1 —P'F)(Il - P
:U‘_ﬁpn_(,“_ﬁ)é‘ 1_PD

Ifu/B <Py, 1 —¢g < P, then

Pl =P =0ore =0

D F

IfP, =P, =Py =P} =1/2, then
* * 2& *
(2 -&)p, +(1 —¢)p, :B’l'lj - <

When the probability of IDS detection is lower, the prob-
ability of firewall detection will increase as the probability of
IDS detection decreases and it will also increase as the exter-
nal user’s fraction decreases. When the probability of IDS
detection is higher, the firm should not deploy the firewall
(i.e., the probability of firewall detection is O, or there are
no external users, which means that it does not make sense
to deploy the firewall). When the detection probability and
false positive probability of firewall and IDS are 1/2, there
are few external users (especially when £ =0), and the firm
should investigate with twice the probabilities when the IDS
raises an alarm than when the IDS does not raise an alarm.
Conversely, when there are large amounts of external users
(especially when £ =1), the firm does not have to investi-
gate when the IDS does not raise an alarm, but should in-
vestigate with a probability of 2u/8 when the IDS raises an
alarm.

3 Conclusion

The security model including firewall, IDS and vulnera-
bility scan is investigated by game theory. This paper main-
ly focuses only on two portfolios: only deploying IDS and
vulnerability scan and deploying all the technologies. The
Nash equilibrium strategy is derived by analyzing the securi-
ty technologies selection, interaction and optimal configura-
tion. Although the dynamic game model is not considered,
which can enrich the analysis in practice, the effects of the
model’s parameters can be well reflected by the one-period
model as well.
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