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Abstract: A new digital watermarking algorithm based on the
contourlet transform is proposed to improve the robustness and
anti-attack performances of digital watermarking. The
algorithm uses the Arnold scrambling technique and the
singular value decomposition ( SVD) scheme. The Arnold
scrambling technique is used to preprocess the watermark, and
the SVD scheme is used to find the best suitable hiding points.
After
intermediate frequency sub-bands are decomposed to obtain the

the contourlet transform of the carrier image,
singularity values. Then the watermark bits scrambled in the
Arnold rules are dispersedly embedded into the selected SVD
points. Finally, the inverse contourlet transform is applied to
obtain the carrier image with the watermark. In the extraction
part, the watermark can be extracted by the semi-blind
watermark extracting algorithm. Simulation results show that
the proposed algorithm has better hiding and robustness
performances than the traditional contourlet watermarking
algorithm and the contourlet watermarking algorithm with
SVD. Meanwhile, it has good robustness performances when
the embedded watermark is attacked by Gaussian noise, salt-
and-pepper noise, image scaling and
image cutting attacks, etc. while security is ensured.
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ith the development of the Internet, many people
Wand companies want to realize copyright protection
of their products presented in the Internet. Digital water-
marking is a technology to embed copyright information
into digital carriers (including image, audio and video)
so as to protect the copyrights of digital products. It also
can be used to verify the authenticity of the products, and
traces the transmission and exposition of the products'".
Nowadays, many researches focus on the transform do-
main digital watermarking technology, i.e., embedding
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watermarks into transform domain coefficients of digital
carriers. The transform types used in digital watermarking
include the discrete Fourier transform ( DFT), the discrete
cosine transform ( DCT), the discrete wavelet transform
(DWT) and the contourlet transform, etc.

The contourlet transform was first proposed by Do and
Vetterli' to realize a new image representation method in
2002. It not only has the capabilities of multi-resolution
presenting, but also localizes time and frequency charac-
teristics provided by the wavelet transform. However, the
contourlet transform can provide the anisotropic function
that the wavelet transform does not support. This function
ensures a higher efficiency in the singular geometric char-
acteristic capturing which leads to more efficiency in im-
age representation than the wavelet transform. Moreover,
much literature” ™ has described the use of the contourlet
transform in digital watermarking and has got better per-
formance than those algorithms using the DCT or the
wavelet transform. Based on the contourlet transform,
Akhaee et al. " proposed an algorithm which uses a gen-
eral Gaussian distribution with zero mean values to esti-
mate the coefficients of the contourlet transform, and then
embeds the watermark into the right points in the carrier
image. The performance against noise attacks of the cont-
ourlet scheme in Ref. [5] is good, and the features of the
contourlet transform are analyzed in Ref. [6]. The singu-
lar value decomposition ( SVD) scheme was first pro-
posed in Ref. [7] to embed the watermark into the right
points in the carrier image. Based on the SVD scheme,
the hiding capacity is enhanced and the robustness against
attacks is improved. However, there are still many re-
search works needed to be done to improve the perform-
ance of the contourlet transform in digital watermarking.

In this paper, a new contourlet domain digital water-
marking algorithm based on the Arnold scrambling tech-
B and the SVD is proposed to improve security and
robustness performances. After the carrier image is trans-

nique

formed in the contourlet domain, we obtain the interme-
diate frequency singularity values from the SVD process-
ing of the transformed data. Then the watermark bits
scrambled in Arnold rules are dispersedly embedded into
the selected SVD points so as to improve the robustness
of the algorithm against attacks. Simulation results show

that the proposed algorithm gains better hiding and robust-
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ness performances than the traditional contourlet water-
marking algorithm and the contourlet watermarking algo-
rithm with SVD. Its robustness performances against im-
age compression attack, adding noise attack and image
cutting attack etc. are outstanding while security and hid-
ings performances are ensured.

1 Contourlet Transform

The contourlet transform includes two steps. First, it
uses a multi-scale decomposition such as the wavelet
transform to capture the edge singular points of the im-
age. Then, according to the directional information, it
collects the singular points under the same direction to ob-
tain the contourlet transform coefficients and capture the
image skeleton. These two steps are realized based on
Laplacian pyramid (LP) decomposition'” and directional
filter bank (DFB) """ structure followed by directional fil-
ter-banks applied on each sub-band.

The contourlet transform is based on a double filter
bank structure. It captures the singular points of the two-
dimensional image through sub-band decomposition on
the original image. LP decomposition decomposes the o-
riginal image into low pass predicted components and
difference components. This process will repeat on the
low pass components at each level until all the low pass
components and high pass components are obtained. Then
the multiple resolution decomposition of the original im-
age is achieved.

Through the contourlet transform, most energy is gath-
ered into low frequency sub-bands. The low pass compo-
nents are robust against many sorts of image processes
such as compression, cutting and noise adding. Howev-
er, it also means that any modification on low pass com-
ponents may lead to large image distortions. Contrarily,
the high pass components are less influenced by image
processes.

2 Arnold Scrambling and SVD

2.1 Arnold scrambling

The basic concept of the Arnold scrambling is to
change the position relationship among pixel points and
reduce their correlation in order to meet the demands of
image encryption and digital watermarking security.

In general, we consider an image with a two-dimen-
sional function on the plane domain as I = F(x,y), where
x and y are coordinates of pixel points in the coordinate
system. Arnold scrambling is a scheme to change the po-
sition of pixels by modifying their numerical values
through a matrix transformation on x and y.

Suppose that there is an image with N x N size and x, y
e{0,1,2,..., N-1}. We conduct the simple Arnold
transform to the image as

[0 el

where x' and y’ represent the new positions. Matrix

1 17. .

[ 1 2] is a common Arnold transform matrix. We can
extend the transform matrix to a more general form as
a b . . .

[ d]’ where a, b, c and d are integers which satisfy

c

the equality ad — bc =1. When the same Arnold transfor-
mation is applied to the Arnold scrambled image for sev-
eral times, the image can return to its origin again.

2.2 SVD scheme

From the viewpoint of linear algebra, an image can be
seen as a matrix of many non-negative scalars. Suppose
that I € R"*" represents an image with M x N in size,
then the singular value decomposition of I is defined as I
=USV", where U and S are orthogonal matrices, and S
is a diagonal matrix whose diagonal elements are not all

zero. Here,
Iﬁ' 0O 0 O ]
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where §, =6,=6,=...26,= ...

r

=0, =0, while r is the
rank of the matrix.

There are three main features in the SVD scheme: 1)
The singular values correlate to the brightness of the im-
age and represent the intrinsic features of the image. 2)
The SVD scheme has good stability. When the image is
attacked by slight exterior attacks, the singular values of
the image will not change. 3) The matrix of singular val-
ues is a descending order matrix.

3 Contourlet Watermarking Algorithm

We describe the contourlet transform watermarking al-
gorithm based on the Arnold scrambling and the SVD
scheme from embedding and extraction aspects. Suppose
that the original carrier image is the “Lina” image with
384 x 384 pixels, the watermark is a 40 x40 two-dimen-
sional binary image. The embedding process and the ex-
traction process are shown in Fig. 1.

3.1 Embedding process

The process of embedding is described as follows:

1) The Arnold scrambling is applied to the watermark
matrix. It reconstructs the watermark image to a 1 x 1 600
one-dimensional watermark.

2) The key k is used to create two pseudo random se-
quences for the embedding process. The two pseudo ran-
dom sequences are pn_sequence_zero and pn_sequence_one.
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3) Then, the contourlet transform is applied to the
original carrier image. Suppose that three-level LP de-
composition and (3, 2, 3)-level DFB decomposition are
applied, and we can obtain (8, 4, 8) high frequency sub-
bands.

4) Then, watermark bits are embedded to the four me-
dium frequency sub-bands on the second level after the
contourlet transform. We transform the four a’ x ' medi-
um-frequency sub-bands data into a new 2a’ x 2b' ma-
trix, named as matrix C, and divide the 2a’ x 25’ matrix
into a new 4 x4 block matrix which includes information
of each block. Here, a’ and b’ are the sizes of medium-
frequency sub-band components. The new matrix is
named as matrix C’.

5) The singular value decomposition is applied to the
matrix C' and [USV] =svd(C"). Then, the singular val-
ue is modified according to the watermark value so as to
realize the embedding processing. For example, if the
watermark value watermark(i) =0(i =0, 1, ...,1 600),
then the pseudo random sequence pn_sequence_zero( i) is
added to s(m, n), where s(m, n) means the s value of
matrix position (m, n). When watermark(i) =1, pn_se-
quence_one( i) is added to s(m, n). This process will re-
peat until i reaches 1 600. Finally, the elements in matrix
C is replaced by the new related element of C'.

6) Finally, an inverse contourlet transform is applied to
each sub-band and the carrier image with watermark is
obtained.

3.2 Extraction process

The extraction process is a semi-blind watermark ex-
tracting solution because it realizes the extraction only
with the knowledge of the watermark size. When the ex-
act size of the embedded watermark is known, we can
calculate the correlation between the SVD values of medi-
um frequency blocks and the two pseudo random se-

quences to identify what the embedded values are, and
the watermark bits are restored.

The steps of the extraction are as follows:

1) to 3) steps are the same as 2) to 4) steps in the em-
bedding process. Then, we obtain [U S V] =svd(C").

4) The correlation coefficients between the singular
values of each block and the corresponding pseudo ran-
dom sequence values are calculated, and then we obtain
the correlation_zero(i) values and correlation_one( ) val-
ues, respectively. If the correlation_zero( i) > correlation
_one(i), the extracted watermark value watermark(i) =
0; otherwise, the watermark(i) =1.

5) The watermark is reconstructed to a 40 x 40 matrix
and the Arnold inverse scrambling processing is used to
obtain the embedded watermark image.

4 Simulation and Results Analysis

The performance evaluations of digital watermarking
include the peak signal-to-noise ratio ( PSNR) perform-
ance and the normalized correlation (NC) coefficient per-
formance """

The PSNR performance is used to evaluate the hiding
performance of the digital watermarking algorithm and it

is defined as

2, . .
PSNR = 10lg —MNmax{I’(i.j)} (3)

> > (G ~1G))

where I represents the original carrier image with M x N
in size, and I' is the new image with the embedded wa-
the larger the PSNR value, the
smaller the influence of the embedded watermark on the

termark. In general,
carrier image.

The NC is used to represent the similarity between the
extracted watermark and the original one. It is defined as
N
Z W, W', )
NC(W, W) = = (4)

> Y W)
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where W is the original watermark image and W' is the
extracted one. In general, the larger the NC value, the
more similarity between the original image and the extrac-
ted one.

4.1 General simulation results

The carrier image is a 384 x384 “Lena” image and the
watermark image is a 40 x40 binary image. The embed-
ding strength f=0.9. The Arnold scrambling times are 4
and the inverse Arnold scrambling times are 26. We sim-
ulate the traditional contourlet watermarking algorithm
(referred as the traditional contourlet) proposed in Ref.
[5], the contourlet watermarking algorithm with the SVD
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(referred as contourlet + SVD) proposed in Ref. [6] and
the proposed contourlet watermarking algorithm with Ar-
nold scrambling and SVD (referred as contourlet + Arnold
+SVD). In the contourlet + Arnold + SVD algorithm,
Arnold scrambling is applied to the watermark image
first. Then LP decomposition and (3, 2, 3)-level DFB
decomposition are applied to the original carrier image.
Watermark bits are embedded to the medium frequency
coefficients of the sub-band matrices after SVD matrix de-
composition. Fig. 2 presents the original carrier image
and the watermark image. Then, the images with water-
mark and the extracted watermarks of the traditional cont-
ourlet algorithm, the contourlet + SVD algorithm and the
contourlet + Arnold + SVD algorithm are shown in Fig. 3,
Fig. 4 and Fig. 5, respectively. Here the watermark image
in Fig.2(b) is zoomed in to present more detail. The wa-
termarks in Fig.3(b), Fig.4(b) and Fig. 5(b) are also
zoomed in.

(a) (b)
Fig.2 Original simulation images. (a) Original carrier image;

(b) Original watermark

(b)

Simulation results of the traditional contourlet algo-

Fig. 3

rithm. (a) Image with watermark; (b) Extracted watermark image

(a) (b)

Fig.4 Simulation results of the contourlet + SVD algorithm.

(a) Image with watermark; (b) Extracted watermark image

(a) (b)

Fig.5 Simulation results of the contourlet + Arnold + SVD al-

gorithm. (a) Image with watermark; (b) Extracted watermark image

When the embedding strength fis 0.9, the PSNR val-
ues and NC values of the three algorithms are obtained
and presented in Tab. 1.

Tab.1 Comparison of PSNR and NC among the three algorithms

Algorithm PSNR value NC value
Traditional contourlet 37.171 2 0.948 1
Contourlet + SVD 38.213 9 0.963 4
Contourlet + Arnold + SVD 40.916 6 0.9823

From Tab. 1, we see that the PSNR and NC perform-
ances of the proposed contourlet + Arnold + SVD algo-
rithm outperforms the performances of the traditional con-
tourlet algorithm and the contourlet + SVD algorithm.

4.2 Hiding performances

In the above simulations, we set the embedding
strength fto be 0.9. Now, we change the f value and ob-
tain different PSNR values to compare the hiding per-
formances of those three watermarking algorithms. The

simulation results are shown in Fig. 6.

48 —+— Traditional contourlet algorithm
—&— Contourler + SYD algorithm
—o— Contourlet + Amold + SVD algorithm

PSNR

4 ! !
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3

Fig.6 PSNR performances of the three algorithms in different
embedding strengths

The hiding performance of digital watermarking is
mainly evaluated with PSNR values. The results show
that with the increase in embedding strength, the PSNR
values of the three contourlet digital watermarking algo-
rithms all decrease. the PSNR values of the
contourlet + Arnold + SVD algorithm are always higher
than those of the traditional contourlet algorithm and the
contourlet + SVD algorithm. The reason is that the cont-

However,
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ourlet + Arnold + SVD algorithm is based on the disper-
sing features of the Arnold scrambling and the intrinsic
features of the SVD scheme in image processing.

4.3 Robustness performances

In this simulation, salt and pepper noise, Gaussian
noise and multiplicative noise are respectively applied to
the carrier images with the embedded watermark by these
three algorithms. Moreover, the image scaling attack and
image cutting attack are also applied to the watermark car-
ried images. The NC values of the traditional contourlet
algorithm, contourlet + SVD algorithm and the contourlet
+ Arnold + SVD algorithm against different attacks are
shown in Fig. 7.

Furthermore, the performances of the proposed cont-
ourlet + Arnold + SVD algorithm against image compres-
sion attacks are evaluated. Suppose that the image with
the embedded watermark are conducted with JPEG com-
pression, the compressing rate changes from 80% to
50% . The extracted watermarks and NC values from the
simulation are shown in Tab. 2. We find that the pro-
posed contourlet + Arnold + SVD algorithm has good ro-
bustness against image compression attacks.

O Traditional contourlet algorithm
O Contourlet + SVD algorithm
B Contourlet + Arnold + SYD algorithm
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Fig.7 Robustness performances of the three algorithms against
different attacks

Tab.2 Simulation results of contourlet + Arnold + SVD algo-
rithm against different compression attacks

" .
OMPIESSION ¢, 70% 60% 50%
rate
NC value  0.978 1  0.9634  0.957 3 0.938 6
Extracted a et et : 7 : T
image T R o R

Generally, the proposed digital watermarking algorithm
based on the Arnold scrambling and the SVD scheme
have higher NC values against many sorts of attacks,
which means that the similarity between the original wa-
termark and the extracted one is good. Furthermore, the
performances of the proposed contourlet + Arnold + SVD
algorithm are better than the traditional contourlet algo-

rithm and the contourlet + SVD algorithm in many attack
environments, especially in the instances against salt and
pepper noise attack and multiplicative noise attack. How-
ever, when confronted with the Gaussian noise attack,
the performance of the proposed contourlet + Arnold +
SVD algorithm is a little weak because the dispersing of
the Arnold scrambling technique has a negative effect on
the Gaussian noise attack instance. However, the pro-
posed contourlet + Arnold + SVD watermarking algorithm
has enhanced performances in many cases against other
watermarking attacks. It has good robustness while hiding
performance is ensured.

5 Conclusion

Since the digital watermarking algorithm based on the
contourlet transform is increasingly becoming an impor-
tant technology in the digital research field, this paper
presents a new contourlet transform digital watermarking
algorithm. The algorithm uses Arnold scrambling to re-
duce the image correlation for security improvement and
uses the stability of SVD coefficients for watermark em-
bedding to improve robustness. The proposed contourlet
digital watermarking algorithm, which is based on the Ar-
nold scrambling technique and the SVD, chooses the lar-
gest energy block in medium frequency sub-bands as em-
bedding points to balance the demands of robustness and
hiding performance. Simulation results prove the validity
of the proposed algorithm.
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