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Abstract: The resilient storage outsourcing schemes in mobile
cloud computing are analyzed. It is pointed out that the
sharing-based scheme ( ShS) has vulnerabilities regarding
confidentiality and integrity; meanwhile, the coding-based
scheme (CoS) and the encryption-based scheme (EnS) have
vulnerabilities on integrity. The corresponding attacks on
these vulnerabilities are given. Then, the improved protocols
such as the secure sharing-based protocol (SShP), the secure
coding-based protocol ( SCoP) and the secure encryption-
based protocol ( SEnP),

vulnerabilities.

are proposed to overcome these
The core elements are protected through
public key encryptions and digital signatures. Security
analyses show that the confidentiality and the integrity of the
improved protocols are guaranteed. Meanwhile, the
improved protocols can keep the frame of the former schemes
and have higher security. The simulation results illustrate that
compared with the existing protocols, the communication
overhead of the improved protocols is not significantly
increased.
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obile cloud computing provides powerful capabili-
M ties of data processing and data storage, leading
to the data migration from mobile devices to the cloud.
Since cloud computing provides various resources neces-
sary for computing, different security technologies are re-
quired for each type of resource''’. Mobile cloud compu-
ting combines the advantages of both the mobile technolo-
gies and the cloud computing technologies, facing the se-
curity challenges from both the mobile devices ( MDs)
and the cloud.
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With the development of cloud computing, data are
gradually migrated from mobile devices to the cloud. Se-
cure storage becomes users’ greatest concern. A number
of secure cloud storage mechanisms have been stud-
ied”™. Hsueh et al. '™ proposed a mechanism that in-
tegrates cloud storage, hybrid cryptography, and digital
signatures to provide security requirements for data stor-
age of mobile phones. Ruiz-Alvarez et al. ! presented an
automatic approach to selecting the cloud storage service
that best matches each dataset of a given application.
Feng et al. '™
in the current cloud storage platforms and proposed a no-
vel non-repudiation protocol which is specifically de-
signed in the context of cloud computing environments.

analyzed the integrity vulnerability existing

Unfortunately, few of them can successfully guarantee the
confidentiality and the integrity of users’ data during stor-
age.

To guarantee the confidentiality and the integrity of
users’ data during uploading and downloading, Ren et
al. " proposed a family of schemes which include the
sharing-based scheme ( ShS), the coding-based scheme
(CoS) and the encryption-based scheme ( EnS) for differ-
ent situations.
managed to guarantee the confidentiality and the integrity
of users’ data. However, by our analysis, the ShS can
guarantee neither the confidentiality nor the integrity of

The authors declared that those schemes

users’ data; besides, the CoS and the EnS fail to guaran-
tee the integrity of users’ data.

In this paper, we focus on the secure data migration
from mobile devices to cloud servers ( CSs). First, we
point out the vulnerabilities existing in the resilient stor-
age outsourcing schemes and present the corresponding at-
tacks. The ShS can guarantee neither the confidentiality
nor the integrity of users’ data, which will cause the fail-
ure of data download and the disclosure of users’ data.
The CoS and the EnS fail to guarantee the integrity of
users’ data, which will cause the failure of data down-
load. To overcome these security shortages, we make im-
provements on the resilient storage outsourcing schemes
and propose three secure storage outsourcing protocols.
They are the secure sharing-based protocol ( SShP), the
secure coding-based protocol ( SCoP) and the secure en-
cryption-based protocol (SEnP). Our protocols can guar-
antee both the confidentiality and the integrity of users’
data during uploading and storage. The security analyses
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demonstrate that the proposed protocols can realize secure
storage outsourcing in mobile cloud computing and resist
against various attacks. The simulation results show that
our improvement has little influence on communication
overhead.

1 Brief Review of ShS, EnS, CoS and Attacks

In this section, we briefly introduce the resilient stor-
age outsourcing schemes such as ShS, CoS and EnS pro-
posed by Ren et al™.

1.1 Sharing-based scheme ( ShS)

The ShS is composed of the uploading process and the
downloading process. This scheme needs multiple CSs

(see Fig. 1).
MD s
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Fig.1 Sharing based-scheme ( ShS)

At the uploading phase, users input password PWD
from mobile device (MD). MD computes the integrity
key IK = H(FN H PWD H FS) and the file integrity au-
thentication code MAC = H(F, IK). Here H() represents
the Hash function; FN is the file name and FS is the file
size. Then MD generates d — 1 files F'[i] (1<i<<d-1)
randomly and obtains the final file F'[d] by F'[d] =
@¢ F'[i] ®OF where | F'[i] | = | F|. After that, MD
sends the message {F'[j] H H(FN +)) H MAC} to CS,
(1 <j<d)and stores FN locally.

At the downloading phase, MD sends H(FN +j) to
CS,. Then CS,; searches the file F '[j] that matches H(FN
+j) and sends back the corresponding message {F'[j]
|| MAC} to MD. MD can recover F by F = @®¢_ F'[i].

1.2 Coding-based scheme ( CoS)

The CoS is also composed of the uploading process and
the downloading process. This scheme still needs multiple
CSs. The whole process of the CoS is similar to that of
the ShS as shown in Fig. 1. Suppose that there exists d
portal CSs.

At the uploading phase, MD divides F into | F | /n
parts (dt = \ F \/n), where n is the length of the hash
value. Each part has n bits of data and it is marked as
Flill[jl,1<i<t 1<j<d. Users input password PWD
from MD. MD computes o, = H'(PWD || FN || FS), the

integrity key IK = H(q, || ... || @), the file integrity au-
thentication code MAC = H(F, IK) and the coding vector
@={a, ..., o}, where H() is the Hash function with i

times iterative operations. Then MD computes F'[j] =

Y «F[i][j] and sends the message {F'[j] || H(FN + )

i=1
| MAC} to CS;, 1<j<d. Meanwhile, MD stores FN
locally.

At the downloading phase, MD sends H(FN + j) to
CS;. Then CS,; searches the file F'[;] that matches H(FN
+Jj) and sends back the corresponding message {F'[/]
|IMAC} to MD. MD can recover F by F[i][j] =
& '[i1F'[j].

1.3 Encryption-based scheme ( EnS)

The EnS is also composed of the uploading process and
the downloading process. This scheme is applied to the sit-
uations where only one CS is presented. The whole process
of the EnS is similar to that of the ShS as shown in Fig. 1.

At the uploading phase, users input password PWD

from MD. MD computes the encryption key EK =
H(PWD || EN || FS), the integrity key IK = H ( FN
||PWD || ES), the encrypted file F’' = {F }ex and the
file integrity authentication code MAC = H(F, IK), where
{}; is the symmetric key encryption with key K. Then
MD sends the message {F' || H(FN) || MAC} to CS and
stores FN locally.

At the downloading phase, MD sends H(FN) to CS.
Then CS searches the file F' that matches H(FN) and
sends back the corresponding message {F’ H MAC} to
MD. MD can recover F by F = {F'},. where {}, is the
symmetric key decryption with key K.

1.4 Attacks

In the scheme ShS, the authors declare that during up-
loading and storage, the confidentiality and the integrity
of the file are guaranteed. However, this security goal is
realized under the strong assumption that the link security
is guaranteed. In fact, this assumption is merely an ideal
situation in the wireless environment. In the ShS, only
one message is transferred during the uploading process
and there lacks file verification in CS;. Hence, it is im-
possible for MD to figure out whether CS; has stored the
data successfully or not and whether the file is modified.
Therefore, it is easy for an attacker to modify the user’s
data during the uploading process and the user cannot be
aware of this attack until he downloads the whole file.
Moreover, the ShS has to face fatal problems. Through
passive eavesdropping, it is easy for an attacker to cap-
ture all the files sent to CSs by monitoring the link be-
tween MD and CSs.
original file by adding up all the files. These vulnerabili-
ties make it impossible to protect the confidentiality and
the integrity of users’ data during uploading and storage.

In the ShS, the detail of the man-in-the-middle attack
is shown in Fig. 2. In the first step of the ShS, the at-
tacker first captures the message to be transferred to CS;

Then the attacker can recover the
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through monitoring the link between MD and CS;. Then
he modifies the file F'[j] and creates a new one F"[j] to
replace F'[j]. After that, the attacker transfers the modi-
fied message {F'[j] || H(FN +j) || MAC}to CS,. How-
ever, the CSI. cannot discover that the message is modi-
fied because there lacks file verification of F'[j] in CS -

@ MD _l 5,

{F'FTINHCEN +5) [IMACH { F'[11| HCFN +jp | MAC]
Uploading

Attacker

[H(FN +)) |

Downloading

{F'[j11I MAC]|

Fig.2 Man-in-the-middle attack on ShS

In the ShS, the detail of the passive eavesdropping at-
tack is shown in Fig. 3. At the first step of the ShS,
through monitoring the data stream between MD and
CSs, the attacker can capture all F'[i],1<i<d. Hence,
he can illegally recover F by adding up all F'[{] through
XOR operations F = ®¢_ F'[i] in the end.

MD

{F'[FIIH(FN +5) || MAC]
Uploading i

Jo,

Attacker
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Downloading
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Fig.3 Passive eavesdropping attack

The man-in-the-middle attack in the CoS and the EnS
is similar to that in the ShS as shown in Fig. 3.

2 Improvement on Resilient Storage Outsourc-
ing Schemes

In this section, we introduce SShP, SCoP and SEnP to
overcome the security vulnerabilities existing in resilient
storage outsourcing schemes.

2.1 Secure sharing-based protocol (SShP)

Our improved protocol SShP is composed of the up-
loading process and the downloading process. In our pro-
tocol, we introduce a file A generated by MD to partici-
pate in the XOR operations. In this way, the confidenti-
ality of users’ data can be guaranteed. Meanwhile, we
adopt digital signature and public key encryption to guar-
antee the integrity of users’ data. Moreover, at the up-
loading phase, we add a message sent back from CSs to
MD. In this way MD can confirm that CSs have stored
users’ data successfully. This protocol is applied to situa-
tions where there exist multiple CSs. The detailed process
of the SShP is shown in Fig. 4.
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Fig.4 Secure sharing-based protocol ( SShP)

2.1.1 Uploading process of SShP

1) Users input password PWD from MD. MD com-
putes the integrity key IK = H(EN || PWD || FS) which is
used to verify the integrity of the user’s file. Meanwhile,
MD calculates parameters «, by «; = H (PWD || FN

I|FS)(1<i<r), where (r-1)n< | F| <m and n is
the length of the hash value. Then MD composes file A’
by A" =(a, | Oy Il «,). After that MD takes the previ-
ous \ F \ bits value of A’ and we denote this file as A.
Now, A has the same length as F.

2) MD generates d — 1 files F'[i] (1<i<d-1) ran-
domly, where | F'[i] | = | F| =FS. MD computes
F'[d] =@ F'[i] ®BF®A. Files F'[i](1<i<d) will
be transferred to different CS, separately. Then MD calcu-
lates the hash values of these files, H(F'[j]) (1 <j<d)
and the hash value of each FN +j, H(FN +)) (1 <j<d).

3) MD chooses a random number N to keep freshness.

4) MD generates the digital signature { H( FN + j)

[|MAC || H(F'[j1) || N}p, . where {}, is a digital
signature with the private key of A. Then MD encrypts
this signature with the public key of each CS,.

5) MD sends the message {F'[j] || {{H(FN + )

[IMAC [[ HCF' (1) |[ N) Yo, Yo, Y10 CS,(1<j<d),
where {},, is the public key encryption with the public
key of A.

6) When CS; has received the message {F'[j]

|| {{H(EN +)) [ MAC [[ HCF'[j1) [[ N) }ee, }eu, ) from
MD, he decrypts this message and obtains the value
H(FN +j), MAC, H(F'[j]) and the random number N.
Next CS,; verifies the integrity of F'[j] by computing the
hash value of F'[j]. If the hash value he computes equals
the hash value revealed by decryption, CS; stores F'[/],
H(FN +j), MAC.

7) CS,; generates the digital signature {N},, and en-
crypts this digital signature with the public key of MD.
Then CS; responses to MD by sending the message
{{N}e_}pu, to MD.

8) When MD has received the message {{N}y, }py_ -
he compares whether this N equals the one transferred to
CS, before.

2.1.2 Downloading process of SShP

1) When MD wants to download file F, he sends

H(FN +j) to CS,(1<j<d).
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2) CS,; searches the file that matches H(FN +j) and sends
back the corresponding message {F'[j] || MAC} to MD.

3) When MD has received all F'[j](1<j<d), he
asks the user to input the password PWD through MD.
MD computes the integrity key IK = H (FN || PWD
|| FS). Meanwhile, MD calculates parameters a, by a; =
H'(PWD || FN || ES) (1 <i<1). Then MD composes file
A'"by A" ={a,, a,, ..., a,}. After that MD takes the pre-
vious | F | bits value of A’ and generates the file A.

4) MD recovers the user’s file by F = 69}’:1 F'[i] BA.
After that MD verifies the integrity of F by calculating
MAC = H(F, IK). Then MD compares whether this
MAC value equals the MAC value contained in the mes-
sage received.

2.2 Secure coding-based protocol (SCoP)

Our improved protocol SCoP is composed of the up-
loading process and the downloading process. The SCoP
is also applied to the situations where exists multiple CSs.
The structure of the SCoP is the same as that of the SShP
as shown in Fig. 4.

2.2.1 Uploading process of SCoP
1) Suppose that there exists d CSs. MD divides F into
| F|/nparts (d= | F|/(nr)). Each part has n bits data
and it can be marked as F[i][j],l <j<d, 1 <i<rt.

2) The user inputs password PWD from MD. MD
computes parameters «,; by «; = H (PWD H FN H ES).
Then MD generates the integrity key IK = (¢« H H «,)
and the coding vector & = {«,, ..., @, }. After that, MD
calculates the file integrity authentication code MAC =
H(F,IK).

3) MD generates coded file by F'[j] = 2 o Fl ][]
i=1

(Isj<sd).

4) MD computes each H( F'[j]) and H(FN + j).
Meanwhile, MD chooses a random number N to keep
freshness.

5) MD generates the digital signature { H( FN + j)
[IMAC || H(F'[j1) || N}, and encrypts this digital
signature with the public key of CS,.

6) MD sends the message {F'[j] || {{H(FN +j)
[IMAC [[ HCF'[j1) || N}ow, oo, ) to each CS;(1<j<
d) separately.

7) When CS; has received the message {F'[j]
[ {H{H(FN + ) |[ MAC [ H(F'[j1) || N}pe, Yoo, } from
MD, he decrypts this message and computes H( F'[j])
himself. If the hash value he computes equals the hash
value revealed by decryption, CS; stores H( F'[j]),
H(FN +j), MAC. Then CS; sends back the message
{{N}er_}py,, to MD.

8) When MD has received the message {{N}y, }py_ -
he decrypts it and compares whether N equals the random
number transferred to CS; before.

2.2.2 Downloading process of SCoP

1) When MD wants to download file F, he sends
H(FN +j) to each CS,.

2) CS,; searches the file that matches H(FN +j) and sends
back the corresponding message {F'[j] || MAC} to MD.

3) When MD has received all F'[j] (1 <j<d) from
CS,, he asks the user to input the password PWD through
MD. MD computes parameters «;, by a; = H' (PWD || FN
|| FS). Then MD can recover the file F by F[i][j] =
& '[i1F']].

4) MD computes the corresponding IK and MAC.

5) MD checks the integrity of F' by comparing the MAC.

2.3 Secure encryption-based protocol ( SEnP)

Our improved protocol SEnP is applied to the situations
where only one CS is available. The detailed process of
the SEnP is shown in Fig. 5.

@ MD __’CS

[ LHCEN)IMACILHCE) 1V} gy Hovgs |
Uilading - PN pres | pugp
‘ |H(FN) |
Downloading
{ F'[IMAC]

Fig.5 Secure encryption-based protocol ( SEnP)

2.3.1 Uploading process of SEnP

1) The user inputs password PWD from MD. Then
MD computes the encryption key EK = H(PWD || EN

|| FS) and the integrity key IK = H(EN || PWD || FS).

2) MD encrypts file F with EK. Then MD gets the en-
crypted file F' = {F},, where | F'| = | F| =FS. After
that, MD calculates MAC = H(F, IK) and H(F'). Mean-
while, MD chooses a random number N to keep freshness.

3) MD generates the digital signature {H(EN) || MAC

|| HCF') || N }pr,, and encrypts this digital signature with
the public key of CS.
4) MD sends the message {F' || {{H(FN) || MAC
[FHCF") [| N}, dou. } to CS.

5) When CS has received the message{F’ H {{H(FN)
[|MAC || H(F') || N}p }ou.} from MD, he decrypts
the message and computes H( F'). If the hash value he
computes equals the hash value calculated by decryption,
CS stores F', H(FN) and MAC. Then CS sends back
{{N} PR }PUMu to MD.

6) When MD has received the message {{N}y,_ }py_ >
he decrypts it and compares whether N equals the random
number transferred to CS.

2.3.2 Downloading process of SEnP

1) MD sends H(FN) to CS.

2) CS searches the file that matches H(FN) and sends
back the corresponding F’ and MAC to MD.
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3) When MD has received the message from CS, he
asks the user to input the password PWD. Then MD com-
putes the encryption key EK and the integrity key IK.

4) MD recovers the file by F = {F'},... Afterwards
MD computes MAC and checks whether it equals the
MAC value he has received.

3 Security Analysis
3.1 Security analysis of SShP

3.1.1 Confidentiality

In the original ShS, the user’s file can be illegally re-
covered by adding up all the files stored in the CSs
through XOR operations. Therefore, the ShS fails to
guarantee the confidentiality.

In our improved SShP, we introduce a file A created by
a certain amount of the hash operations. In order to reveal
F, MD has to recalculate A. Meanwhile, MD has to add
up the files stored in CSs and file A. However, file A is
related to file name FN, file size FS and password PWD.
So the attacker cannot recover F because he cannot calcu-
late A even if he obtains all the messages during transmis-
sion. Moreover, the confidentiality of H ( FN + j),
MAC, H(F'[j]) and N can be guaranteed because they
are encrypted by the public key of CS,. Similarly, the
confidentiality of N in {{ N}, },, is guaranteed since
the message is encrypted by the public key of MD.
3.1.2

Through our analysis, the original ShS cannot guaran-
tee the integrity of any piece of the file transferred to each
CS, during uploading and storage. In the ShS, an attacker
can change the value of F'[j] during uploading. However

Integrity

MD cannot be aware of the change of F'[j] until he
downloads the whole file. Only when he downloads the
whole file, can he figure out the modification of F. It
will take MD much time and communication overhead to
realize this modification.

In SShP, we introduce the hash value of F'[j] which is
sent to CS,. In this way, CS,; can check the integrity of
F'[j] and response to MD whether the file has been mod-
ified. Therefore, the man-in-the-middle attack does not
exist in the SShP and the integrity of F during uploading
and storage can be guaranteed.

3.1.3 Non-repudiation

In the original ShS, the digital signature technique is
not adopted. Thus, the ShS cannot provide non-repudia-
tion. Therefore, the fabrication attack can be realized.
Moreover, vicious CSs may repudiate the reception of the
file which will cause the failure of the download.

In our improved SShP, we adopt the signature tech-
nique to protect our data. The hash value of F'[j] and
the random number N are included in the signature {( H
(FN+j) ||MAC [[H(F'[j1) || N}y : therefore, CS,
can confirm that the message is sent by MD instead of an

attacker. Similarly, the random number in the message
sent back is included in the signature {N},.; therefore,
MD can confirm that the message sent to CS; has been
stored successfully.

3.1.4 Avoiding the man-in-the-middle attack

Through our analysis, the original ShS cannot resist the
man-in-the-middle attack. An attack can modify the data
to be stored in CS;. This vulnerability will cause serious
problems.

In our improved SShP, the hash value of F'[j] can
guarantee that F'[j] has not been modified because the
hash function is an one-way function, so the attacker can-
not reveal F'[j] from H(F'[j]). The encryption of the
hash value guarantees that the hash value H( F'[j]) can-
not be obtained by the attacker because the attacker can-
not obtain the private key of the CSs. So the attacker can-
not decrypt the message and reveal the hash value. More-
over, the digital signature { H (FN + j) || MAC

|| HCF'[j1) || N}, guarantees that the data the CSs
have received is sent by the user instead of the attacker.

3.2 Security analysis of SCoP and SEnP

The structure of the SCoP and the SEnP is similar to
that of the SShP; hence, it is similar to certify that the
integrity, non-repudiation, avoiding the man-in-the mid-
dle attack of the SCoP and the SEnP can be realized.
Therefore, we mainly discuss the confidentiality of the
SCoP and the SEnP in this part.

In the SCoP, the confidentiality of the user’s data can be
guaranteed because the file to be stored in CS; is coded with
the coding vector & In order to distinguish F from F'[j],
the attacker has to know the coding vector & However it is
impossible for the attacker himself to calculate & since the
password PWD and file name FN are not delivered.

In the SEnP, the confidentiality of the user’s data can
be guaranteed because the file to be stored in CS is en-
crypted with encryption key EK. In order to reveal F
from F’, the attacker has to know the encryption key EK.
However, it is impossible for the attacker himself to cal-
culate EK since the password PWD and file name FN are
not delivered.

4 Performance Simulation

We make the performance simulation of the resilient
storage outsourcing protocols and our improved protocols
with NS2. We assume that the bandwidth of the wireless
network is 3 Mbit/s and the size of user’s file is 3 MB.
In the ShS, SShP, CoS and SCoP, we assume that there
exist three CSs. In the simulation, we adopt the data en-
cryption algorithm ( DES) as our encryption algorithm.
The time delay and the throughput of these protocols dur-
ing the uploading process are shown in Fig. 6 and Fig. 7.
The performance simulation illustrates that our improve-
ment has little influence on the communication overhead.
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Fig.6 Time delay during uploading process
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Fig.7 Throughput during uploading

5 Conclusion

In this paper, we review a family of storage outsourc-
ing schemes in mobile cloud computing. Through our
analysis, we point out that those schemes have fatal vul-
nerabilities and we present the corresponding attacks. Fi-
nally, to overcome these vulnerabilities, we propose a
family of improved schemes SShP, SCoP and SEnP,
which can retain the merits of the resilient storage out-
sourcing schemes and overcome their security shortages.

References

[1] Park Ji Soo, Yi Ki Jung, Park Jong Hyuk. SSP-MCloud:
a study on security service protocol for smartphone centric

mobile cloud computing [ C]//Lecture Notes in Electrical
Engineering. Springer, 2012,107:165 —172.

[2] Feng Jun, Chen Yu, Summerville D, et al. Enhancing
cloud storage security against roll-back attacks with a new
fair multi-party non-repudiation protocol[ C]//2011 IEEE
Consumer Communications and Networking Conference.
New York, USA, 2011:521 —522.

[3] Bermbach D. Meta storage: a federated cloud storage sys-
tem to manage consistency-latency tradeoffs [ C]//2011
IEEE 4th International Conference on Cloud Computing.
Washington DC, USA, 2011:452 —459.

[4] Zhang Xinwen, Joshua Schiffman, Simon Gibbs, et al.
Securing elastic applications on mobile devices for cloud
computing [ C]// Proceedings of the 2009 ACM Workshop
on Cloud Computing Security. New York, USA, 2009:
127 —134.

[5] Park Ki-Woong, Han Jaesun, Chung Jae Woong, et al.
THEMIS: towards mutually verifiable billing transactions
in the cloud computing environment[ C]//2010 IEEE 3rd
International Conference on Cloud Computing. Miami,
USA, 2010:139 —147.

[6] Hsueh Sue-Chen, Lin Jing-Yan, Lin Ming-Yen. Secure
cloud storage for convenient data archive of smart phones
[C1//72011 IEEE 15th International Symposium on Con-
sumer Electronics. Singapore, 2011: 251 —258.

[7] Ruiz-Alvarez A, Humphrey M. An automated approach
to cloud storage service selection [ C]//Proceedings of the
2nd International Workshop on Scientific Cloud Compu-
ting. New York, USA, 2011: 39 —48.

[8] Feng Jun, Chen Yu, Ku Wei-Shinn, et al. Analysis of
integrity vulnerabilities and a non-repudiation protocol for
cloud data storage platforms [ C]//2010 39th International
Conference on Parallel Processing Workshops. San Die-
go, USA, 2010: 251 —258.

[9] Ren Wei, Yu Linchen, Gao Ren, et al. Lightweight and
compromise resilient storage outsourcing with distributed
secure accessibility in mobile cloud computing [J]. Tsing-
ha Science and Technology, 2011,16(5): 520 —528.

Bzt EhEEFEHEIMNEARREE S T
0w B OF

(ABRFEEHFS THEFR, % 210096)

WE: SN THSI A PRRAMIIOTE BB AT EPREATEFT T E(SKS) HFENE WA T L
F, 5 T4 % (CoS) Atk T 7 % (EnS) B £ 7 M 814, F) B 25 th 4T 2T SR 14 69 = o7 . it b
T A AW A 3 Z WU (SShP) | 44 % A5 P33 ( SCoP) F % 4~ m 5 H13 ( SEnP) |, vA £ IR B WP 4
Wy 2 A Ph b TG, RN NI B A B F A4 ST BUP A0S SO AR 7. A M AT R R BB LT A
PR P RAEE A T, BERBF R T ERMG A L AR F 240 FALERITHREZ LW
BLHY JBAZ T4l o JR AR YRR R 3 A

KR A2 = F = bk 22X

HE 4y 25 : TP393





