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Abstract: A personalized trustworthy service selection method
is proposed to fully express the features of trust, emphasize the
importance of user preference and improve the trustworthiness
of service selection. The trustworthiness of web service is
defined as customized multi-dimensional trust metrics and the
user preference is embodied in the weight of each trust metric.
A service selection method combining AHP (analytic hierarchy
process) and PROMETHEE ( preference ranking organization
method for enrichment evaluations) is proposed. AHP is used
to determine the weights of trust metrics according to users’
preferences. Hierarchy and pairwise comparison matrices are
constructed. The weights of trust metrics are derived from the
highest eigenvalue and eigenvector of the matrix.
PROMETHEE is introduced to obtain the final rank of
candidate services. The preference functions are defined
according to the inherent characteristics of the trust metrics and
net outranking flows are calculated. Experimental results show
that the proposed method can effectively express users’
personalized preferences for trust metrics, and the
trustworthiness of service ranking and selection is efficiently
improved.
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‘ x T eb service selection methods can generally be di-
vided into two categories: functional-based meth-
ods and non-functional-based methods'". Non-functional-
based methods mainly focus on how to find the optimal
service among the functional equivalent candidate serv-
ices'”.
Trust as a non-functional attribute should be taken into
consideration in service selection because of the open dy-

namic environment of web services. A large number of
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trust and reputation approaches have been proposed™’.
These approaches assist users to select services by aggre-
gating their own experiences and other past users’ recom-
mendations. The weight of each recommendation is deter-
mined either by the similarity between users'"
recommender’s capability'”. But the aggregating algo-
rithms of these methods are complex, and extra cost is re-
quired for algorithm design and computation. Moreover,
experiences and recommendations are ratings represented
as real numbers in the interval [0, 1]. However, trust is a
complex subjective term in fact, and only these one-di-
mensional ratings cannot fully reflect why a service is
trustable or not.

or the

Some other researchers build trust based on a set of
quality of service (QoS) attributes'™"
tility of QoS attributes, users evaluate trust of a service
according to their requirements and preferences. Weight
is assigned to each attribute according to users’ specifica-
tions'”™ . Although these methods have taken multi-di-
mensional attributes and users’ preferences into considera-
tion, there still exist some problems. On the one hand,
weights are assigned by users subjectively, which requests
them to have advanced knowledge and experiences. On
the other hand, different QoS attributes may have differ-
ent measurement units and numeric intervals.
tributes are negative, which means that the higher the val-
ue, the lower the quality, while some are positive. Thus,
the attributes must be normalized before calculating, and
the data processing may cause deviations.

This paper defines trust as a set of metrics according to
A personalized service selection
method is proposed, in which analytic hierarchy process

', Due to the versa-

Some at-

users’ requirements.

(AHP) is used for calculating the weight of each trust
metric according to users’ preferences, and the preference
ranking organization method for enrichment evaluations
(PROMETHEE) is used for ranking the candidate serv-
ices.

1 Personalized Trust Metrics

Definition 1 Trust metrics are the information of an
entity that is required and used to evaluate the trustworthi-
ness of that entity''"'.

The term “metric” represents the need to quantify the
information and it is defined as a set of measures necessa-
ry for evaluating trust. Trust metrics are user-defined and
can be expanded by other non-functional attributes ac-

cording to users’ requirements. In this paper, trust met-
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rics include duration, price, reliability, availability and
user satisfaction, because these are the most commonly
used attributes for establishing trust””'. The personalized
trust metrics are denoted as

T(s) = { Quuraion(8) > Qprice (8) 5 Qra (5), 0, (5), O, (4, 5) }
(1)

where Quuion ()3 Qrice (8), Qi (5), and Q,,(s) denote
the duration, price, reliability and availability of service

s, respectively, and the definitions are similar to those
defined in Ref. [12]. The definition of the user satisfac-
tion is given in the following.

Definition 2 User satisfaction is the prediction of the
satisfaction after invoking the target service. Q_ (i, s) de-
notes the user satisfaction of service s from the perspec-
tive of user i.

Users can obtain price, duration, reliability, and avail-
ability values either from service providers or the past ex-
ecution history. The calculation of the user satisfaction
value is as follows:

0.(i,s) = {MQOW“;a(z,s) +(1 -M)Qmp osm<M
Qown-sa( i? S) m > M
(2)

A service user’s own experience plays an important role
in satisfaction calculation. We calculate user satisfaction
combining the service requester’s own satisfaction from
historical interactions and other users’ recommendations
based on their own satisfaction. After each invoking, a
service user provides a rating indicating the level of satis-
faction with the service. The rating is simply a real num-
ber in the interval [0, 1]. We consider the number of his-
torical interactions denoted as m. If the number is greater
than threshold M, the satisfaction comes from the user’s
historical direct interaction experience. If the interaction
experience is insufficient, the satisfaction should refer to
the recommendations from other users. Q.. . (i,s) is the
rating representing a service user’s own experience about
satisfaction. The most recent rating replaces the older
one. Q,, is the average satisfaction of all users, which is
also called reputation, and it is calculated as

Z’ QOWn-su(,j9 s)

0y ="y (3)

where N is the number of users who have interacted with
the target service in the past.

2 Service Ranking and Selection

A method combining AHP'""' and PROMETHEE"" is
proposed for trustworthy service selection, in which AHP
is used to calculate the weight of each metric, and
PROMETHEE is used to rank the candidate services. The
process of service ranking and selection is shown in Fig. 1.

Candidate

services

Personalized
trust metrics

| Construct the hierarchy |

—>{ Assign weights to each metric I

Unacceptable

Consistency check

Acceptable

Define the preference functions
and parameters for metrics

¢

I Calculate ¢ * ,¢ ™ ,¢ |

I Rank candidate services |

{

I Select the best service |

Fig.1 The process of service ranking and selection

2.1 Determine weights via AHP

The AHP method is used to determine the weights of
trust metrics, and the process is shown in the following.

Step 1 Construct the hierarchy

Based on the trust metrics including duration, price,
reliability, availability and user satisfaction, the hierarchy
is generated as shown in Fig. 2. The higher level is deter-
mined or measured by lower level attributes.

Fig.2 The AHP hierarchy model of service selection

Step 2 Assign weight to each metric

The service user uses a pairwise comparison mechanism
to determine the relative priority of each metric. Staaty’s
1-9 scale'” is used for pairwise comparison: 1 means the
equal importance, 9 means the highest level of impor-
tance. For instance, if the service requester thinks that
price is essentially more important than availability, then
a,, =5. After the pairwise comparison, matrix A is con-
structed as

a, dap as
a, a, ... a 1
21 2 25
A= a,=—, a,=1 (4)
. . . ij ii
: : : aj
as;  ds Ass
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The relative weights for each trust metric are given by
the right eigenvector w corresponding to the highest ei-
genvalue A, and the weights can be obtained by nor-
malizing any of the rows or columns of A.

Step 3 Consistency check

Inconsistency means that the pairwise comparisons
made by users appear contradictory. For example, it is
inconsistent in the case where a service user thinks that re-
liability is strongly more important than duration, and du-
ration is moderately more important than user satisfac-
tion, and user satisfaction is moderately more important
than reliability. The consistency index (CI) is shown as

Apax — 1

CI - max (5)
n-1

The final consistency ratio (CR) is calculated as

_a

CR—RI

(6)

It indicates whether the evaluations are sufficiently con-
sistent.

The RI is obtained from the random consistency index
table'"”
otherwise,
again. Finally, the weight of each trust metric can be ob-
tained.

. If CR<0.1, the consistency rate is acceptable;
matrix A needs to be revised to calculate

2.2 Service ranking via PROMETHEE

PROMETHEE"" is used to rank the candidate serv-
ices, and the process is shown in the following.

Step 1
ters for metrics

PROMETHEE performs pairwise comparisons by con-
sidering the deviation between the evaluations of the alter-
natives. The preference function is denoted as

Define the preference functions and parame-

P,(s,,s,) =f;1d;(s,,5,)] Vs,.s,e WS (7)

where for the positive attribute

dj(S], Sz) = Qj(sl) - Qj(sz)
and for the negative attribute

d_,‘(s1 > S2) = Q,( Sz) - Q_,'(Sl)

PROMETHEE has six pre-defined preference func-

. 14
tions"*

. The preference functions are chosen according to
A small

deviation of duration between the evaluations of two alter-

the inherent characteristics of the trust metrics.

natives is negligible, so the preference function of dura-
tion is V-shaped with an indifference criterion; the prefer-
ence function of price is a V-shaped criterion because the
preference on price is linear; the preference function of
reliability, availability and user satisfaction is a Gaussian
criterion because the preferences for these attributes are

nonlinear.
Step 2 Calculate the positive, negative and net out-
ranking flows

w(s,s,) = ijPj(s,sl), w(s,,s) = Zw,P_,.(s],s)
' V(s,s) e WS j (8)

where 7 (s, s,) measures how much s is preferred over s,
on all the trust metrics, and 77(s,, s) measures how much
s, is preferred over s.

+ _ 1
CO e B o
- 1
= , 10
&= st (10

d(s) =d () —d () (1)

The positive outranking flow, denoted as ¢ (s), ex-
presses how an alternative s is dominating the other ones,
which means that the higher the value, the better the al-
ternative. The negative outranking flow, denoted as
¢ (s), expresses how an alternative s is dominated by
the other alternatives, which means that the lower the val-
ue, the better the alternative. The net outranking flow,
denoted as ¢(s), is the balance between the positive and
the negative outranking flows, which means that the high-
er the value, the better the alternative.

Finally, the rank of alternative services can be genera-
ted. Then, the user can select the top one candidate to in-
voke and puts other top N —1 services on standby.

3 Case Study

In order to explain how past experiences of interaction
can be used to evaluate user satisfaction, and verify that
the proposed personalized service selection method can ef-
fectively express users’ preferences for the multi-dimen-
sional trust metrics, a case study is presented in this sec-
tion.

Since there is neither a standard web service test plat-
form, nor standard test data till now, we adopt the meth-
od of randomly generating ten functional equivalent can-
didate web services with five dimensional attributes as
shown in Tab. 1. The user satisfactions are initial values,
so that the satisfactions of all users are the same at the be-
ginning. Before using the PROMETHEE method, for
each attribute, a specific preference function and its pa-
rameters are defined as provided in Tab. 2.

Case 1 Changes of user satisfaction and service rank
according to the experiences of interactions

We simulate fifty service users and ten functional
131 platform. Every
user randomly invokes one of the ten services per clock

equivalent services in the Netlogo

cycle and gives a direct user satisfaction value based on
the experience of interaction. All the users can provide
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Tab.1 Trust metric values of candidate services

increase in interaction experience, the satisfaction value

Services Duration/  Price/  Reliability/ Availability/  User primarily depends on the direct interaction experience.
ms yuan % % satisfaction 1.0c
5 723 179 81 69 0.73 o
= 0.9+
Sy 168 201 98 65 0.79 E .
S3 614 154 88 86 0.74 ‘5 0.8}
54 332 126 92 90 0.74 &
0.7 isfacti
55 198 328 71 79 0.74 £ Ll
N 0.6L —o— User satisfaction
56 570 252 95 58 0.80 — Reputaton
N 693 208 53 57 0.74 0.5 L L L L L L L L |
8 24 40 56 72 88 104 120 136 152
Sg 860 194 93 86 0.80
Clock cycle
So 306 305 53 80 0.76
S0 139 379 74 94 0.69 Fig.3 Changes of user satisfaction
. In order to observe the changes of user satisfaction and
Tab.2 Preference functions and parameters . . . .
- - — — service rank at different clock cycles, the user satisfaction
Parameters Duration/ Price/  Reliability/ Availability/  User .
ms yuan % % satisfaction values in the Ist, the 80th and the 150th clock cycle are
Min/Max  Min Min Max Max Max shown in Tab. 3, the other trust metric values are shown
Weight W w, ws w4 ws in Tab. 1. The service ranking and selection process is
V-shaped with i . ] mentioned in section 2.
Lo V-shaped Gaussian  Gaussian  Gaussian . . .. . .
indifference First, the weight for each trust metric is determined via
50 AHP. Assume that the user has an equivalent preference
150 100 for multi-dimensional trust metrics, the AHP calculation
s 5 5 0.05

recommendations for the target user, and the final user
satisfaction is calculated according to the method pro-
posed in section 2. To illustrate that user satisfaction val-
ues change with interaction times, we randomly select
one of the fifty users and observe the changes of his user
satisfaction towards the target service. Fig. 3 shows the
changes of the user satisfaction of the third service from
the tenth user’s perspective. There are totally 150 simula-
tion clock cycles. The experimental results show that
when the interactive experience is insufficient, the user
satisfaction value needs to refer to the recommendations
from other users, namely the reputation, while with the

is omitted, namely the weights vector is @ = [0.2,0. 2,
0.2,0.2,0.2].

Then, the weights are filled into Tab. 2, and the posi-
tive, negative and net outranking flows of candidate serv-
ices are calculated separately. The flow values are shown
in Tab.4. The rank in the first clock is s,, s,, s, S,
Sips Sgs Ss» 8,5 Sy, S;. The rank in the 80th clock is s,,
Sy, S5, S4. Sgs Sigs Se» Sg» S;, §;. The rank in the 150th
clock is s,, $,, Sg, S3, Si» S50 Sg» S;, Sgs Sy

Finally, the user can select the most trustworthy service
according to the rank. With the increase in the direct in-
teraction experience, the satisfaction value changes,
followed by the changes of service rank. As a result, the

Tab.3 Satisfaction values in different clock cycles

Clock cycle Sy S5 S3 Sy Ss S §7 Sg Sg S1o

Ist 0.73 0.78 0.76 0.77 0.75 0.81 0.74 0.79 0.74 0.70

80th 0.73 0.79 0.64 0.83 0.91 0.75 0.44 0.75 0.88 0.67

150th 0.80 0.91 0.58 0.95 0.86 0.52 0.43 0.95 1.00 0.67

Tab.4 The flow values of candidate services in Case 1
. 1st clock cycle 80th clock cycle 150th clock cycle
Service

¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢ ¢
K 0.245 4 0.439 6 -0.1942 0.2932 0.469 2 -0.176 0 0.3299 0.488 8 -0.1590
5, 0.459 2 0.176 4 0.282 8 0.505 2 0.217 2 0.283 0 0.534 3 0.202 3 0.3320
53 0.402 4 0.2019 0.200 5 0.405 7 0.3380 0.067 7 0.416 9 0.3385 0.078 3
Sy 0.553 1 0.092 9 0.460 2 0.647 6 0.109 5 0.538 1 0.658 5 0.093 4 0.565 0
S5 0.295 1 0.3850 -0.089 8 0.457 5 0.3617 0.0959 0.384 1 0.427 8 -0.043 8
S6 0.337 6 0.376 5 -0.0389 0.302 1 0.442 1 -0.140 0 0.2597 0.543 2 -0.283 4
§; 0.104 5 0.558 2 -0.453 6 0.098 0 0.723 6 -0.6256 0.098 0 0.719 0 -0.6210
Sg 0.376 0 0.258 7 0.117 2 0.377 6 0.3227 0.054 9 0.4521 0.265 8 0.186 4
So 0.226 3 0.4752 -0.248 9 0.377 9 0.444 3 -0.066 4 0.3830 0.440 7 -0.0527
S1o 0.376 5 0.4118 -0.0353 0.402 4 0.438 8 -0.036 5 0.438 5 0.440 4 -0.001 9




20

Wu Xiaona, Li Bixin, and Li Chao

decision of the user about which service to invoke also
changes.

Case 2 Ranking candidate services according to
users’ preferences

In order to verify whether the proposed service selec-
tion method can effectively express a user’s personalized
preference, we assume that there are two users named
U, and U, needing to decide which service to invoke. The
preferences are expressed as follows and the trust metric
values are shown in Tab. 1.

First, the weight for each trust metric is determined via
AHP.

1) Assume that U, sets user satisfaction as the most im-
portant metric, followed by price, duration, reliability
and availability. The pairwise comparison matrix A, is
constructed. A, =5.209 7, and CR =0.047 <0.1. The
weights are w, =[0.128,0.202,0.071,0.058,0.541].

r 1 17 r 1 T
12325 14335
1 1 1 1 1
2 b4y T T e 2
A=l L 1A= 1
34126 34143
IS U B 36 4 1 7
2 3 2 7 1, 101
L5 4 6 7 14 L5 3 7 i

2) Assume that U, sets availability as the most impor-
tant trust metric, followed by duration, reliability, user
satisfaction and price. The pairwise comparison matrix A,
is constructed. A, =5.254 2, and CR =0.057 <0. 1.
The weights are w, = [0. 258, 0. 050, 0. 140, 0. 488,
0.006] .

Then, the weights are filled into Tab. 2, and the posi-
tive, negative and net outranking flows are calculated
separately. The flow values are shown in Tab. 5. The
rank of services according to U, is s,, S, S,, S5, S5, S,

s, S5, §,, §,. The rank of services according to U, is

Sys Si0s S35 Ssy Sgs Sy, So, Sg, S, S5
Tab.5 Flow values of candidate services in case 2
U, U,
Service
¢* ¢~ ¢ ¢ ¢~ ¢

S| 0.1686 0.3042 -0.1356 0.2212 0.5900 -0.3689
S5 0.4289 0.076 5 0.3524 0.4202 0.347 5 0.072 7
S3 0.2476 0.1908 0.0568 0.4386 0.2432 0.1954
Sy 0.3361 0.1376 0.1984 0.6095 0.1177 0.4918
S5 0.1681 0.316 1 -0.1480 0.4297 0.317 8 0.111 9
Se 0.3698 0.2161 0.1537 0.2104 0.5786 -0.368 2
S4 0.1156 0.3300 -0.2144 0.0506 0.7353 -0.6847
Sg 0.3938 0.1639 0.2299 0.4104 0.3227 0.087 6
So 0.1841 0.3053 -0.1212 0.3693 0.3921 -0.0228
S 0.1674 0.5395 -0.3720 0.6544 0.169 3 0.4851

We select the top 30% services of the ranking queues,
and calculate the average of their metric values. In order

to show the intuitive comparison results, the average met-
ric values of all candidate services are also calculated.
The results are shown in Fig. 4, and the duration and
price are narrowed 10 times, while the trust is magnified
100 times.
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Fig.4 Trust metric values of selected services

From Fig.4, we can observe that the average values of
user satisfaction, reliability and price of the selected serv-
ices according to U,’s preferences are better than those of
the selected services according to U,’s preferences. While
the average values of availability and duration of the se-
lected services according to U,’s preferences are better
than those of the selected services according to U,’s pref-
erences. Broadly speaking, the experimental results show
that services selected by U, and U, have high user satis-
faction and availability, respectively, and the other three
metrics of selected services both have their pros and cons.
Compared with the preferences of U, and U,, the results
show that the proposed method can effectively express
users’ preferences for multi-dimensional trust metrics.

The two experiments show that considering the user
satisfaction can improve the personalized trustworthiness
of the service selection process, and the proposed service
selection method combining AHP and PROMETHEE can
effectively express users’ preferences for trust metrics, so
the personalized trustworthy service selection is realized.

Compared with the service selection methods using
one-dimensional trust values, our method takes some ge-
neric QoS attributes and user satisfaction into considera-
tion, and allows extension to other domain-specific trust
metrics.
Compared with QoS-based service selection methods, our

The personalized trust is expressed vividly.

method uses the pairwise comparison on alternative serv-
ices. The weight assigned to each metric is more accurate
and flexible. On the other hand, the workload of users
for assigned weights is greatly reduced. Because of using
PROMETHEE, the normalization operations done before
calculating the trust values are not necessary, and, thus,
the deviation and extra computation time caused by data
processing are eliminated. We believe that these features
can efficiently improve the trustworthiness of service
ranking and selection.

4 Conclusion

Service selection is a critical work, which involves
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both functional and non-functional matching. The func-
tional matching is the prerequisite for non-functional-
based optimal selection. Trust as a non-functional attrib-
ute plays an important role in the service selection process
due to the open and dynamic environment of web serv-
ices. In this paper, a personalized trustworthy service se-
lection method is proposed. In the method, personalized
trust metrics are defined and a method combining AHP
and PROMETHEE is used to rank services according to
users’ preferences.
proposed method can effectively express the preferences
of users and the personalized trustworthiness is realized
via defining the trust metrics.

There are a few directions we would like to work on in

Experimental results show that the

the future, such as designing and improving the prefer-
ence function, using experimental results to guide param-
eters setting, and using the proposed method in the serv-
ice composition process.
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