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Abstract: This paper discusses the primary causes from the
point of synergistic effects to improve power system
vulnerability in the power system planning and safety
operation. Based on the vulnerability conception in the
complex network theory, the vulnerability of the power system
can be evaluated by the minimum load loss rate when
considering power supply ability. Consequently, according to
the synergistic effect theory, the critical line of the power
system is defined by its influence on failure set vulnerability in
N-k contingencies. The cascading failure modes are proposed
based on the criterion whether the acceptable load curtailment
level is below a preset value. Significant conclusions are
revealed by results of IEEE 39 case analysis: weak points of
power networks and heavy load condition are the main causes
of large-scale cascading failures; damaging synergistic effects
can result in partial failure developed into large-scale cascading
failures; vulnerable lines of power systems can directly lead
the partial failure to deteriorate into a large blackout, while
less vulnerable lines can cause a large-scale cascading failure.
Key words: synergistic effect; cascading failure; power
system vulnerability; critical line; load loss rate
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n recent years,
become one of the focal problems to power sys-
'™ Blackouts caused by the cascading failures oc-
cur as the domino effect, where partial failures gradually
spread in the power network through interactions be-
tween each element, seriously influencing the capacity
of the power supply””™, such as the 2003 blackout in
USA and Canada and the 2006 blackout in Western Eu-
rope. However, not all the large-scale outages are
caused by major cascading failure'”, taking the 2009
blackout in Brazil as an example. Accordingly, power
system vulnerability is proposed to ensure a safe and reli-
able operation of power systems.

large-scale cascading failures have

tems
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The modern power network is regarded as one of the
most complex artificial networks in the world"™™ . Studies
of vulnerability and cascading failures of the power sys-
tem draw some research achievements from the complex
network theory'™", such as the small-world property
and the scaleless property. The small-world property
makes information transfering between nodes possible,
which can lead to the spread of partial failure. The scale-
less property keeps connections between most nodes in the
network even when randomly removing a small amount of
them. However, the connectivity of the scaleless network
is vulnerable if a small amount of nodes is deliberately re-
moved from the network.

Furthermore, the modern power network is also a net-
work for satisfying the balance of power transmission be-
tween supply and demand. Unbalance between the gener-
ation and the load triggers the transition of power flow in
the network, where increasingly spreading of partial fail-
ure may lead to blackout by cascading failures'”. While
Refs. [13 — 14] concern the characteristics of power net-
works, they ignore the power system operation state. In
addition, interactions among power system elements also
play an important role in cascading failures, which can
be regarded as the damaging synergistic effect of “1 + 1
>27.

Catastrophic accidents of the power system cannot
merely be caused by a single reason. It is possibly due to
the development of interaction of various factors, such as
angle oscillation, overload, abnormal voltage and fre-
quency collapse. However, power networks transfer the
active power flow from the generation side to the load
side but avoid the inactive power long-distance transmis-
sion.

In this paper, we propose vulnerability models of pow-
er systems utilizing the minimum load loss rate based on
the vulnerability theory of the complex network. Then
considering interactions among power system elements,
we apply the synergistic effect theory to identify the criti-
cal lines of power system vulnerability in N-k contingen-
cies. Cascading failures caused by overload is also stud-
ied. Based on the above process, this paper proposes the
analysis method testified by IEEE 39. Ultimately, signifi-
cant conclusions are presented.
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1 Power System Vulnerability

In the complex network theory, the vulnerability V, of
node i is described as the network efficiency after remo-
U1 The vulnerability of the

16]
power system element can be expressed as

ving node i from networks

— Psheddingi ( 1)

Y P

i

7
j e Load

where V, represents the vulnerability of element i; P,y
means the load loss when removing the element i from
networks; P, is the load of node j.

In N-k(k > 1) contingencies, the vulnerability of the

element is defined as

F={c,....c,} k>1 (2)

N V(Flc, e Fk
a« num(F\cl. e F, k)

k>1 (3)

where F is the failure set in N-k contingencies; c,, ...
are elements of the failure set F; V. is the vulnerability of

s Cp

¢, in N-k contingencies; V(F \ ¢, e F, k) is the vulnerabil-
ity of F including c;; num is the number of F including
c,.

i

2 Synergistic Effects and Critical Line

2.1 Synergistic effects and its mathematical model

Synergistic effects, first proposed in the 1960s by An-
soff, are widely used in various fields, such as the medi-
cal and chemical, the social economic management Sys-
71 etc. The synergy can be simply described as “1
+1>2” or “2 +2 =5", which means that combinations
between two or more independent resources or individuals

tem

will go beyond any of them alone to achieve a goal. In a
system, if any of the subsystems or elements cannot co-
operate with each other or even repel each other, it can be
a disordered state. Therefore, the whole system cannot
operate well or even develop into a collapse. On the con-
trary, if the subsystems or elements coordinate with each
other normally, their power can condense into a good
system, which will perform far exceeding the overall of
their initial ability. In the following, we concentrate on
the negative effect caused by synergistic effects.

Assume that the system is composed of multiple ele-
ments, where the failure set F' contains k elements ¢. The
failure set F can be divided into different subsets by a dif-
ferent method as follows:

D, ={S,, ..., S}

i=1,2,...,p (4)

S;CF, $iN...NS,, =, SU...US, =F j=1,2,...m
(5)

where D, represents the i-th division of F; p represents

the number of division D,; S, ..., S| are the subsets un-
der division D;; m represents the number of subset S
The synergistic effect exists if the negative effect satis-

fies

V(F) > Y V(S) Vii=12..,p (6)
j=1

where V( F) represents the negative effect of F on the sys-

tem. So, the synergistic effect of F can be defined as

Con(F) = V(F) - max( zm“ V(S)) (7)

where C

syn

(F) represents the synergistic effects of F.
We describe the synergistic effects of the fault set F as
Cyn(F)

wn = 7‘}( ) (8)

where f,

syn

is the ratio of the synergistic effects of F.
2.2 Critical line in power system

The power system is a heterogeneous network, meaning
that elements have obviously unequal characteristics. Mo-
reover, the elements in the failure set might have various
effects on the vulnerability of the failure set. The one with
a large effect can be regarded as the more critical element.

Using the power system vulnerability and based on the
synergistic effects, the criticality of the line in power sys-
tems in N-k contingencies can be defined as

SN C,.(Flc e F k)
> Cy(F |k

Csize :k(ci) = (9)

where C,,._,(c,) is the criticality of line ¢, in power sys-
(F |c, eF, k) is the synergistic effect in N-k
Con(F 1K)

syn

tems; C,

contingencies where failure set F contains c;;
is the synergistic effect in N-k contingencies.

3 Flow Analysis of Power System Cascading Failure

Partial failures in the power system can cause a shift in
the power transmission path. In the case of exceeding the
allowable constraint limits, the failure might lead a series
of other elements to exit from operation. Consequently,
the partial failure might spread into a large-scale one or
even a blackout,
Therefore, the large-scale cascading failure can be consid-
ered as follows:

1) The partial failure is the immediate trigger;

2) The spreading way is the power flow transferring;

3) The damage on the power system is multi-element
outage;

which results in a direct load loss.

4) The ending comes with the breakout of a large
blackout or even a corrupted system;

We consider the overload in power systems under un-
balance between power supply and demand. Faults in the



34

Li Yang, Su Huiling, Sun Yujun, and Dou Xun

transmission path might generate line outages with power
flow transferring. If the system cannot respond timely of
the outages that the load-shedding rate is beyond a set
value, the most severe overload line can be out of opera-
tion, or even worse, a series of lines might be in outage,
until the load-shedding rate is below the set value. The
simulation process of cascading failures is shown in Fig.
1. The load-shedding rate is defined as

P i
a = shedding ( ]0)
Y P

ieA(n) '
where P 4, 1S the minimum load-shedding which should
be cut for the safety of the network A(?); Z P, is the

ieA(n

gross load of the network A(?).

Here, considering N-k contingencies, failure sets with
the damaging synergistic effects are considered to analyze
the damaging synergy with different k. We compare the
vulnerability of lines with its criticality to better under-
stand the characteristics of the vulnerable lines, where the
similarity zone method is used to clarify the difference be-
tween the vulnerability and the criticality. The method
mainly contains three steps. First, sort the values of the
vulnerability or criticality of lines with the biggest in
front; secondly, divide the sequencing into a segment if
the lines are neighbours; thirdly, zone the lines according
to the similarity between values.

According to the vulnerability of lines with and without
consideration of cascading failures in Fig. 1, there are five
scenarios and they are defined as

N =100 55}
m:V ZV: =0
n,:V, >V >0

n,: V.=V >0
17,:0<V, <V,

ns: Vi =1

5
;mﬂ

where V, is the vulnerability of line i without the consider-
ation of Fig.1; V! is the vulnerability of line i consider-
ing Fig. 1; and 7 is the probability distribution.

Based on the synergistic effects in section 2, 7, and 7,
express that the vulnerability is unaltered with the consid-
eration of cascading failure, indicating that no synergy
exists in the power system. 7, shows the improvement in
vulnerability considering cascading failure, indicating that
cooperative synergy exists in the power system. On the
contrary, 7, shows that the damaging synergy exists in
the system. 7, means that the system breaks down so that
the network cannot supply any load.

4 Case Study

18]

The case study uses the IEEE 39 system'"™ . The equiv-

Outage of line i

Yes onvergence by optimal DC power flow?

No

Calculate the minimum load
loss and vulnerability

a 1s less than
the set value
| Remove the most serious overload line j |

{

| New network A (¢) without line j |

\
Terminate

Fig.1 Flowchart of cascading failure simulation in power sys-
tem

alent branches of transformers are regarded as lines in net-
works. It is assumed that k equals 1, 2, 3 in the N-k con-
tingencies and the ratio between the overall load and the
maximum power generation of the system is expressed as
vy with the initial value 0. 85.

To better understand the characteristics of the vulnera-
ble lines, we arrange the data of the vulnerable, the criti-
cal and the synergy in a descending order and divide them
into three categories: high, middle and low. The high
values of vulnerability or criticality reveal that the lines
are more vulnerable or critical. Besides, the high values
of the synergy represent the stronger synergistic effect. In
the following analysis, this paper focuses on the high and
the low to reach conclusive results.

4.1 Vulnerability of failure sets and synergistic effects

The results in Fig. 2 show that the more vulnerable the
failure sets, the lower the synergistic effects and vice ver-
sa. It indicates that the most vulnerable failure sets can
directly lead to large-scale blackout, while a partial fail-
ure alone will not. However, as the strong synergistic
effect exists, partial failures will gradually spread into a
large-scale cascading failure or even a blackout.

1.07
0.9}
0.8f k:
0.7t =«

0.6f ¥«

0.5 = %

f syn

V(F)
Fig. 2 Vulnerability and synergy of failure set F in N-k contin-
gency
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Besides,
k =3 is greater than that of Kk =2. On the contrary, the
synergy of the N-3 contingency is weaker than that of the
N-2 contingency. It indicates that faults under N-3 contin-
gency are not caused by all the elements in the failure sets
but some subsets. Under N-2 contingency, the failure sets

the maximum vulnerability in the situation of

have a stronger synergistic effect but lower vulnerability,
since the vulnerable lines are fully considered in N-1 fail-
ure.

Tab. 1 shows partial results of more vulnerable failure
sets in a descending order. In the N-2/3 contingency,
with the vulnerability of F reducing, its corresponding
synergistic effect fluctuates irregularly. For example, the

failure set {39, 46} has the highest vulnerability in N-2
contingency but a lower synergistic effect ratio. Howev-
er, failure set {27,461} is less vulnerable than failure set
{39,461} and has a higher synergistic effect.
can see that more vulnerable failure sets generally have a
lower synergistic effect.

Meanwhile, the vulnerable line 46 coexists in the fail-
ure set of k=1,
set {39,46} in N-2 contingency is the subset of failure set
{33,39,46} in N-3 contingency. Thus, it can be conclu-
ded that the vulnerable lines in N-1 contingency are gen-
erally included in the vulnerable failure sets in N-k contin-
gencies(k>1).

Thus, we

k=2 and k =3. More vulnerable failure

Tab.1 Vulnerability ranking of failure set F' and its synergistic effect ratio in N-k contingency

Serial number k=1 k=2 k=3
Line label V(F) Line label V(F) Sogn/ %o Line label V(F) Sy
1 46 0.1623 {39,46} 0.328'1 0.046 6 {33,39,46} 0.4523 0.0382
2 39 0.150 6 {37,46} 0.3124  0.0496 {20,39,46} 0.4519  0.0431
3 37 0.1346 {27,391} 0.276 9 0.249 1 {14,39,46} 0.4415 0.020 8
4 14 0.104 2 {14,46} 0.2728 0.0232 {13,39,46} 0.4367 0.042 8
5 20 0.099 9 {33,39} 0.2727 0.1197 {33,37,46} 0.436 6 0.0396
6 33 0.089 5 {20,46} 0.2727  0.0386 {20,37,46} 0.4362  0.0447
7 34 0.088 7 {20,391} 0.270 1 0.0727 {19,39,46} 0.4354 0.039 8
8 19 0.0858 {27,46} 0.269 1 0.1838 {23,39,46} 0.4285 0.0456
9 13 0.0855 {33,46} 0.269 1 0.064 2 {14,37,46} 0.4258  0.0217
10 35 0.0852 {35,46} 0.2647  0.0653 {34,39,46} 0.4249  0.0190
ber 1, line 39 in number 2 and line 37 in number 3.

4.2 Vulnerability and criticality of lines

Tab. 2 shows the partition of the vulnerability of the
lines in N-k contingencies, while Tab. 3 shows the parti-
tion of the criticality. Results in the square brackets repre-
sent that the lines are neighbor lines. The zone index is
ranked in a descending order according to the vulnerabili-
ty or the criticality.

From Tab. 2, we can see that more vulnerable lines in
power systems are in the minority. Considering the parti-
tion which ranks the first three serial numbers, the pro-
portion is 6. 5% in N-1/2 contingency, and the propor-
tion is 8. 7% in N-3 contingency. Otherwise, more vul-
nerable lines in the situation of k =1 have the same fea-

tures in the situation of k =2/3, such as line 46 in num-

Referring to the power network configuration, lines
46, 39, 37, 14, 33 and 34 are all transformer equivalent
branches connected directly to generators. Among them,
line 46 connects with generator bus 38, which supplies
91.3% active power to load buses 29, 28, 26 and 27;
line 39 connects to generator bus 38, which mainly sup-
plies active power for nearby load buses 23, 24 and a
small part for bus 16; line 37 connects to generator bus
35, which mainly supplies active power for nearby load
buses 21, 23 and 16. These lines are more vulnerable in
the power system since failures on these lines will engen-
der immediate effects on load. Whereas line 5 connects
with generator bus 30, of which the power supply capaci-
ty is limited to scatter the distribution of load buses 1, 3,

Tab.2 Lines partition according to the vulnerability in N-k contingencies

Serial Line label
number k=1 k=2 k=3
1 46 46 46
2 39 39 39
3 37 37 [35,37]
4 14,19,13,18, 19,20, 23] 14,20, 33,34, 35,41 33,14,34
5 33,34,35 [9,19,23],[10,12,13] [9,19,20,23],41,[10,12,13]
6 41,[10,12] 27 45,3,18,38,[42,44]1,11,25,[1,4,5]
7 [25,27,28],3,45,11,38,42 45,18,38,3,[42,44],[25,28],32,11 [26,28,30]
8 32,[4,5],44,8,15,[26,30], [40,43] [1,4,5] 43,16,7,8],15,2,40,27,16,24,31,[21,22],17,36, 29, 32
9 [21,22],[1,2,16,17],[6,7]1,24,29,31,36 [26,30],43,8,15,40

10 2,[21,22],[6,7],24,31,36,[16,17],29
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9, 39. So line 5 is less vulnerable. The lines connected
to the important generators can be the most vulnerable
lines in power systems. Therefore, distribution features
of the load and the generation are the main factors influ-
encing the vulnerability. Here, the criteria of the impor-
tance of power generations or loads are measured by the
capacity of available power supply or the load demand.

Combining Tab. 3 with Tab. 2, more vulnerable lines
are less critical, such as lines 6 and 39, while less vulner-
able lines are more critical, such as lines 1 and 2 in k=2
contingency and lines 4, 5 and 41 in k =3 contingency.
More vulnerable lines can cause immediate damage to
load without the synergy, while more critical lines have
stronger synergistic effects which will cause load loss.

Tab.3 Lines partition according to the critical value in N-k contingencies

Serial Line label
number k=2 k=3
1 [1,2] 33
2 [27,28,32,33,35] [4,5,41]
3 41,44,5,37,39,13,20,[19,23], [40,43,45,46], 38 [28,35,37]
4 26,[10,12,14],9,36,42,30,[3,4],29,18,[11, 15,16, 17],34,31, [ 24, 25], [6, 8] 39
5 [21,22],7 13,119,20,23],[1,2,3]
6 [10, 14]
7 26
8 [43,44,45,46],[9,24],18
9 34
10 [6,8],17,30],40,[25,27],12,[31,42],32,38,[11,15,16,17]
11 36,[21,22],29
4.3 Simulation of large-scale cascading failure (1)' g:
We assume that the allowable load-shedding rate is g 3:
0.1, and the ratio y between the overall load and the sum 0.6- ——1,
of the maximum power generation belongs to [ 0. 30, £ 0.5F -,
1.00] with an interval of 0.5. The load of each node g‘;: :z
changes with y. 0.2 —-—77:
Fig. 3 shows the probability distribution of 7, with y 0.1}
variations. 7, and 7, decline from y =1.00 to y =0. 90, 01'00 0.90 T0.80 0.70 0.60 "0.50 0.40 0.30
Y

and keep smooth without fluctuation when y <0. 90, where
n, =0.02 and 55 =0. It means that if the power system is
in the state of the heavy load, the latent damaging synergy
can make the system more vulnerable or even collapse,
such as n; =0.04 with y =0.95 and 5, =0.20 with y =
1. 00. In the scenario of y <0. 90, line 46 contributes more
to the synergy. Line 46 is the essential connection to the
generator 38, load 28 and neighbour load 26. Failures on
the line can cause the neighbouring lines to overload. Mo-
reover, line 46 is the weak point in the power network,
which has no relevance to the system load conditions. So,
even if the system load is not so heavy, the weak lines in
the power network can trigger damage synergy, while
some other lines might have no synergy.

In the scenario of y=0. 90, the probability of 7, is 0,
while 7, increases with the decrease of y. In the scenario
of ¥ <0.90, 7, increases while 7, decreases with the in-
crease of y. It suggests that the lines are more vulnerable
when the power system is under heavy load conditions,
and less vulnerable vice versa. In the scenario of y =
0.80, 7, >0; and in the scenario of y <0. 80, 7, =0. It
indicates that under heavy load conditions, cascading fail-
ure can cause configuration change in power networks,
and meanwhile the change in the redundance of the power

Fig.3 Probability distribution of n(k) with different y

network will not aggravate damage but might result in
some improvement; on the contrary, under light load
conditions, no synergy exists in the system, since the
margin of the redundance is large enough to deal with the
conditions.

Based on the above analysis, we can conclude that the
synergistic effects in power systems are affected by the
load conditions, which can be considered as no synergy
under light load conditions but the damaging or the coop-
What’s
more, the probability of the damaging synergy in the

erative synergy under heavy load conditions.

power system under heavy load conditions is larger than
that of the cooperative synergy.

We focus on the scenario of y >0. 80. The number of
outage lines caused by cascading failures is defined as the
length of the cascading failure sequence, which is shown
in Fig. 4. In the scenario of v > 0.90, the length is a
fluctuant curve, while in the scenario of y <0.90, the
probability of cascading failure is lower where the curves
are nearly a straight line. line 46 has little
change in the length of cascading failure. Combined with

However,
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the above analysis, line 46 is the weak point in the power
system so that the outage of the line will cause the casca-
ding failure. Therefore, the cascading failure is not only
affected by the load conditions but also by the weak point
of the system.

Y:

251 ~=-1.00; ---0.95
£ . 200 o Toe 0.90; ——0.85
"g o "oy
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§&b
5 2
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§& 5
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29 33 37 41 45

Fig.4 Length of the cascading failure sequence with y >0. 80

From the above analysis, the more the vulnerable
lines, the more the immediate load loss. However, more
critical lines can cause serious effects on power supply by
the damaging synergy. The sequence of the probability of
cascading failure is shown in Tabs. 4 and 5, ranking the
first 30% and the last 30% of all the lines, respectively.
Combined with Tab. 2, the probability of cascading fail-
ure of the more vulnerable lines is lower, such as lines
46, 39 and 37, which are shown in Tab.5. The less vul-
nerable lines have a higher probability of cascading fail-
ure, such as lines 24, 7 and 31. Therefore, it can be
concluded that vulnerable lines can cause immediate load
loss or even a large blackout while less vulnerable ones
can cause a cascading failure or even spreading into a
large-scale outage.

Tab.4 Cascading failure probability of the first 30% of all
lines

. vy=1.00 v=0.95
Serial 5 - - -
number  Line label Cascadlr?g. failure Line label Cascadlr?gv failure
probability/ % probability/ %

1 24 8.07 24 7.84

2 7 7.81 21 6. 86

3 31 7.55 7 6.37

4 17 7.03 31 6.37

5 6 6.25 17 5.39

6 21 5.21 4.90

7 32 4.95 2.94

8 40 3.13 29 2.94

9 8 2.34 11 2.45

10 42 2.34 15 2.45

11 9 2.08 16 2.45

12 15 2.08 25 2.45

5 Discussion

The power system is a dynamic nonlinear system. The
catastrophic accident of the power network can be caused
by various factors, such as angle oscillation, overload,
abnormal voltage and frequency collapse. Ref. [7] shows

Tab.5 Cascading failure probability of the last 30% of all
lines
. vy=1.00 v=0.95
Serial - - - -
number  Line label Cascadu?g. failure Line label Cascadlr?g. failure
probability/ % probability/ %
1 39 1.04 18 0.98
2 0.78 20 0.98
3 5 0.78 23 0.98
4 13 0.78 38 0.98
5 18 0.52 45 0.98
6 45 0.52 33 0.49
7 33 0.26 34 0.49
8 34 0.26 35 0.49
9 35 0.26 37 0.49
10 37 0.26 39 0.49
11 41 0.26 41 0.49
12 46 0.26 46 0.49

that two failure lines in the power system can probably
cause the system to become unstable, and furthermore
some failure sets can lead to a disaster. Therefore, based
on the synergistic effect theory, this paper explores that
the critical lines which contribute to the vulnerability by
filtering the sets with a negative effect.

In addition, Refs. [12, 19] studied cascading failures
from the connectivity of power networks. It concludes
that high betweenness lines are the more vulnerable lines
once suffering intentional attacks, and also the long-range
connection can propagate the partial failures. However,
cascading failures can not only alter the power networks
but also change the initial redundance of power systems,
which directly influence the safety and reliability of sys-
tem operation. Based on the results of the vulnerability
and the criticality of lines, this paper shows that the load
condition is also a significant factor as well as the power
network in cascading failures.

6 Conclusion

This paper studies the mechanism of the cascading fail-
ure in power systems from the point of synergistic
effects. From the simulation results, it can be seen that
cascading failure in power systems is relevant with the
weak points of the power networks and the system load
conditions. The weak lines can cause cascading failure
whether the system load is heavy or light, while other
lines can cause cascading failures only under the heavy
load condition. Besides, the probability of cascading fail-
ures is related to the vulnerability of the lines. The vul-
nerable lines can lead to an immediate large blackout
while the less vulnerable lines can cause cascading failure
to a blackout under heavy load conditions.
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