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Abstract: In order to solve principal-agent problems caused by
interest inconformity and information asymmetry during
information security outsourcing, it is necessary to design a
reasonable incentive mechanism to promote client enterprises
to complete outsourcing service actively. The incentive
mechanism model of information security outsourcing is
designed based on the principal-agent theory. Through
analyzing the factors such as enterprise information assets
value, invasion probability, information security environment,
the agent cost coefficient and agency risk preference degree
how to impact on the incentive mechanism, conclusions show
that an enterprise information assets value and invasion
probability have a positive influence on the fixed fee and the
compensation  coefficient; security
environment, the agent cost coefficient and agency risk
preference degree have
compensation coefficient. Therefore, the principal enterprises
should reasonably design the fixed fee and the compensation
coefficient to encourage information security outsourcing
agency enterprises to the full extent.

while  information

a negative influence on the
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‘ x T ith the rapid development of information technolo-

gy (IT), the modern enterprises are relying on in-
formation technology increasingly and information securi-
ty is particularly important. The defects in information
confidentiality, integrity, availability, traceability have
an extraordinary negative impact on the organization. In
fact, numerous investments have been made in IT security
to ensure the safe operation of the IT systems. But the
effect is not significant. The 2011 Global Information Se-
curity Survey Report (released by PricewaterhouseCoo-
pers annually) showed that information security incidents
among Chinese enterprises were much higher than the
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global average level. According to this report, incidents
related to network, data and system were the three com-
mon ones of information security faced by Chinese enter-
prises; and the occurrence rates were 51%, 45% and
40% , respectively, comparing to the worldwide level of
25% , 27% and 23% . The reason why many enterprises
fail in IT security investment is mainly due to the increas-
ingly higher degree of specialization, complexity, techni-
cal threshold in IT security technology,
emergence of new methods of attack, and the lack of pro-
fessional enterprise information security management. So

the continual

information security is increasingly difficult to guarantee,
especially for the majority of small and medium-sized en-
terprises. So for firms who do not possess the know-how
to manage their own information security functions, out-
sourcing the protection to a professional managed security
service provider ( MSSP) has become an attractive op-
tion. There are close to 50% of the enterprises which
have outsourced system security to the MSSP in the Unit-
ed States according to “Information Week”. The security
services that are outsourced range from managing fire-
walls to implementing security architecture. The MSSP
market in North America is expected to hit a revenue of
$ 3.9 billion in 2016'". But just some of the large do-
mestic enterprises are trying to outsource in the field of
information security.

Why most enterprises are reluctant to outsource infor-
mation security? The main reason is that the MSSP may
not always deliver a high quality of service. The informa-
tion asymmetry between the principal and the MSSP may
cause the MSSP to shirk its duty and provide substandard
security quality. User accounts of CardSystems which is
expert in payment service was stolen in 2005. It was re-
ported that over 400 thousands of user’s credit numbers
were leaked out. It was believed afterwards that although
CardSystems passed the accreditation of computation and
the network service provider Savvis, the latter did not
strictly implement the code of certification towards the
cardholder information security program ( CISP), which
reveals the truth that the service quality of the MSSP usu-
ally lacks in supervision. The objective of this paper is to
design an effective incentive mechanism to ensure the
success of information security outsourcing based on the
principal-agent theory.
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1 Related Work

Gordon and Loeb'™ studied information system security
investment decision issues from the perspective of safety
economics early. After a research on the vulnerability of
information assets and potential losses after invasion, they
held that it is unnecessary for enterprises to make security
investment in information assets with the lowest vulnera-
bility under the given level of potential loss. Instead, en-
terprises should make investments in information assets
with medium vulnerability, and there exists an optimal
level for enterprise information security investment.
Using the expected utility theory, Huang et al. ™' found
that for risk-averse decision makers, security investment
increases with, but never exceeds, the potential loss from
a security breach while they are making decisions on in-
formation security investment, and there exists a mini-
mum potential loss below which the security investment is
zero. Thus, enterprises should balance the relationship
between security investment and expected secure loss.
According to the transaction cost theory, however, enter-
prises can outsource information security defense to pro-
fessional enterprises so as to improve security investment
efficiency. This has been verified from similar IT out-

! which is the theoretical basis of the model

]

sourcing'*”
in this paper. Fenn et al.'” analyzed model selection and
relevant risks of information security outsourcing, while
Rowe!”! mainly studied the social benefits of information
security outsourcing, analyzed whether different outsourc-
ing decisions have an influence on spillover effects and
how much influence it has through investigating positive
spillover effects of information security outsourcing, and
also made policy proposals that can promote information
security outsourcing of enterprise level. Hui et al. ™™, on
the other hand, studied the influence of the relationship
between each principal during information security out-
sourcing on the performance of the overall information se-
curity outsourcing from the perspective of agents. How-
ever, the success of outsourcing is constantly puzzled by
dual moral hazard”™"'" problems during the outsourcing
process. Through the research of contract design of infor-
mation security outsourcing, Ding et al. ' indicated that
the optimal contract should be based on safety perform-
ance. This paper uses this viewpoint for reference and
builds a model based on the principal-agent theory to re-
search how to set up a reasonable incentive mechanism so
as to guarantee the development of an information securi-
ty outsourcing business, fully considering uncertain fac-
tors such as speculation, information security environment
and so on during information security outsourcing.

2 Model Design and Analysis
2.1 Model description

The principal-agent theory is used to analyze how the

principal promotes the MSSP to select action according to
its interests. The question lies in that the principal cannot
observe directly the extent of the efforts made by the
MSSP in the process of providing security services, but
only can observe some variables such as security or de-
fense effects which may not only relate with MSSP’s ac-
tion but also with the exogenous random variable in the
external security environment. So actually there is infor-
mation asymmetry between the principal and the agent. In
this setting, the principal needs to design the right incen-
tive mechanism to promote the MSSP to make the greatest
efforts to maintain the security of information. Our model
encompasses the following assumptions.

Assumption 1 There is one principal and one MSSP.
The principal values its information assets at v.

Assumption 2 A hacker attacks the principal’s infor-
mation assets with probability o, a € [0, 1].

Assumption 3  While the principal outsources infor-
mation security to the MSSP, the level of security defense
is denoted as p, p € [0, 1], which represents the probabil-
ity that the principal’s system can deter the hacker’s at-
tack. It primarily depends on the MSSP’s efforts ¢ in the
outsourcing service and the external uncertainties in the
security environment 6.

p=q+0

where 6 is the variable following a normal distribution, 6
~ (0, 0-2) , and it is a nature factor measuring the risk un-
certainty in the external security environment. The suc-
cess of outsourcing is closely related to the environment
factor. Even if the MSSP works hard, the information se-
curity outsourcing can still fail for the risk factor 6.

The MSSP’s cost of providing security protection serv-
ice is an increasing convex function C(q).

aﬂ)=%ff

where c is the cost coefficient.

Assumption 4 The contract between the principal
and the MSSP includes a fixed reward b and a compen-
sation term (liability) B, B e [0, 1], which denotes the
intensity of the incentive mechanism. If the principal
suffers a loss of v because of the hacker’s attack, then
the MSSP has to compensate the principal by Bv. The
net reward which the principal pays for information secu-
rity outsourcing to the MSSP is

s=b-a(l -p)Bv

Assumption 5 If the MSSP slacks off in speculation
during the information security outsourcing service, it
will benefit. Given the level of slacking off of the MSSP
1 — g, the principal has the probability 1 — « of not being
attacked, and the utility of the MSSP is (1 —¢) (1 — ) A.
This utility is inversely proportional to the effort that the



Incentive mechanism analysis of information security outsourcing based on principal-agent model 115

MSSP made and the probability of hackers. A is the utili-
ty efficiency of speculation, while (1 —«)A is the oppor-
tunity income.

Assumption 6 v, ¢ are public information.

During outsourcing, the game consequence between the
principal and the MSSP is shown in Fig. 1.

O -O
N\
MSSP decides whether

to accept the contract or
not and its effort g

Contract is

terminated
and game over

Principal posts fixed
reward 5 and
compensation ratio 8

Fig.1 Game consequence

If the principal outsources its information security de-
fense, its net utility is

u,=[1-a(l-p)lv+a(l -p)Bv-> (1)

The second term in Eq. (1) is the expected compensa-
tion receivable by the principal.
The MSSP’s profit is

u,=b-apv(l =p) +(1 -¢)(1 —a)A —%cqz (2)
The actual rewards of the principal and the MSSP are
random variables which are influenced by the external un-
certainties of security environment §. Now we assume
that the principal is risk averse and the MSSP is risk neu-
tral. Then all risk will be undertaken by the MSSP and
the principal will not bear any risk.
So the excepted utility of the principal is

E(u) =[1-a(l-g)lv+a(l -g)Bv-b  (3)

The utility of the MSSP will be calculated with the ex-
pected utility theory. Assuming that its expected utility
function is

W = _ef/mm

P

where p denotes the risk aversion factor of the MSSP, 0
<p<l.

The MSSP’s uncertain expected utility can be equiva-
lent to a certain utility added with risk premium.

W, =E(u,) -R,R>0 (4)

where R denotes the risk premium. According to the ex-
pected utility function and random variable § which fol-
lows normal distribution, the risk premium is

R=plapyo)’ (5)

Then substituting Eqgs. (2) and (5) into Eq. (4), we
can obtain that

W, =b-apv(1l -q) —%cq2 +(1-¢g)(1 —oz)A—%p(aBW)2

2.2 Game model analysis
2.2.1 Decision analysis of MSSP

In the incentive mechanism given by the principal en-
terprise, the MSSP seeks the hard-working level with util-
ity maximization, namely,

max W, =b - apv(1 - q) —%cq2 +
(-9 (1-@A-Tplapro)’  (6)

It can be obtained from the first derivation of Eq. (6) that

%:aﬁv—cq—(l—a)A:O
nggv—(l—a)A 7

c

Since 0<<g<1, it can be seen from Eq. (5) that, the
MSSP chooses the following behavioral strategies accord-
ing to its expectation for enterprise income after the prin-
cipal enterprise offers an incentive contract.

1) If aBv< (1 —a)A, then g~ =0.

afv is the expected value of the MSSP for a security
incident under complete speculation, because when the
compensation of the security incident is less than the op-
portunity benefit, the incentive mechanism provided by
the principal enterprise will hardly work. Besides, the
MSSP will completely slack off in speculation and make
no effort for information security defense.

2) If aBv>(l —a)A+c, theng” =1.

When the compensation limit expected by the MSSP is
higher than the sum of the opportunity benefit and the de-
fense cost coefficient, the incentive mechanism provided
by the principal enterprise will fully work and the MSSP
will make every effort to implement information security
defense.

) (l-a)A<safv<(1l -a)A +c, then ¢* = (aBv
-(1-w)A)/c.

When the compensation proportion expected by the
-—a)A (1 -a)A+c
aV oV
mechanism partially works and the MSSP makes part of
efforts during the implementation of information security
defense.

Therefore, (1 — a) A/(av) is the minimum threshold
of the MSSP as compensation standard to the principal en-
terprise after security incident while ((1 —a)A +¢)/(av)
is the maximum threshold for the compensation standard;
i.e., the maximum and minimum thresholds of contract

MSSP falls in [(1 ] the incentive

incentive intensity.

2.2.2 Decision analysis of principal enterprise
Based on the principal-agent theory, the principal en-

terprise will choose the optimal behavioral strategy ac-

cording to the prospective behavioral strategy of the
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agent. The main decision variables of the principal enter-
prise are fixed fee b and contract incentive intensity S.
Suppose that the reservation utility of the MSSP is zero,
and the participation constraint of the MSSP is

b=l -g) e +(1-9)(1 ~a)A ~— plaBio)* 20

1) The MSSP completely slacks and speculates; i. e.,
q" =0.

The optimization problem of information security out-
sourced by the principal enterprise is

rr,}%x{[l —a(l-q@)lv+a(l -q)Bv-b}

s. t. (IR) b—aﬁv(l—q)—%cq2+(l—q)(l—a)A—
%p(aﬁva')zzo
(IC) ¢=0

Hence, 8" =0,0" =(1 —a)A.

The optimal solution satisfies o8y < (1 — a) A. At this
time, the principal enterprise only offers a fixed fee
equivalent to its opportunity benefit. After an information
security incident happens, the MSSP will completely
speculate when the MSSP need not compensate the princi-
pal enterprise.

2) The MSSP makes every effort to offer the outsourc-
ing service; i.e.,q" =1.

The optimization problem of information security out-
sourced by the principal enterprise is

rr,}%x{[l —a(l-q@)lv+a(l -q)Bv-b}

s.t. (IR) b-aBv(l -¢q) —%cq2+(1 - (1l —a)A -

%p(ozﬁvo')2 =0

(IC) ¢=1

This optimization problem has no solution. Since natu-
ral information asymmetry exists between the MSSP and
the principal enterprise. So no matter how severe the pun-
ishment given by the principal may be, the MSSP will
not spare full effort to complete information security de-
fense to guarantee absolute information security.

3) The MSSP partially slacks and speculates; i.e., ¢”
=(afv-(1-a)A)/c.

n;%x{[l —a(l-q@)lv+a(l —q)Bv->b}
s.t. (IR) b-aBv(l-¢q) —%cq2+(1 - (1l —a)A -
%p(aﬁva')zzo
_apv-(1-a)A

c

(IC)

After solution,

g = v 7(1—a)A$’8*$(1—a)A+C
av + cpo av av
b*:2A(—1+a)B+v2a2D_A2(—1+a)2
2¢(va + cpor)’ 2c
where

B=(-Vva +2cvapo +p’o’ + v’ a’ (1 —po))
D=(-va’ +2cpo +cva(2 +vapo’))

2.2.3 Model optimal solution analysis
Next, the optimal incentive mechanism for the univer-
sal part of slacking will be analyzed.

1) Qf? <0 indicates that the optimal compensation co-

efficient has a reverse relationship with the effort cost co-
efficient of the MSSP. Under the same effort, the higher
the effort cost, the higher the negative utility. Therefore,
the MSSP is less and less willing to strive. At this time,
the incentive effort under the same incentive intensity will
be reduced, so the optimal incentive intensity to the
MSSP will also be reduced.

2) % < 0 shows that the optimal incentive intensity
)

has a reverse relationship with the risk aversion coefficient
of the MSSP. The higher the risk aversion coefficient,
the more scared of the occurrence of a security incident.
Therefore, the MSSP will be less willing to take risk and
the optimal incentive intensity will be lower.

3) Q(;L <0 indicates that the optimal incentive intensity
o

has a reverse relationship with the uncertainty of enter-
prise information security environment. The greater the
uncertainty of the information security environment, the
higher the probability of a security incident arising from
uncertain factors. The environment variable is beyond full
control of the MSSP, so the higher the uncertainty is, the
less the willingness the MSSP will have to bear the loss of
the security incident and the lower the compensation coef-
ficient will be.

4y 9" S0 and B-
v ov

>0 indicate that the higher the in-

formation assets value the principal enterprise has, the
higher fixed fee the enterprise will be willing to pay so
that the MSSP will have enough impetus to guarantee the
security of information assets. In the meantime, the prin-
cipal party requires the MSSP to give a higher compensa-
tion coefficient so as to prevent heavy losses of informa-
tion assets arising from slacking behavior of the MSSP
during outsourcing service. The principal enterprise also
enables the MSSP to make more effort to guarantee out-
sourcing service quality by promoting incentive intensity.

5) b
da
quency of illegal invasion the principal enterprise faces,
the higher fixed fee the principal enterprise will be willing

>0 and %’f— >0 show that the higher the fre-
Jo!
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to pay so that the MSSP will have enough impetus to in-
formation security defense and a higher compensation co-
efficient so as to prevent heavy losses of information as-
sets arising from slacking behavior of the MSSP during
outsourcing service.

3 Conclusion

To promote the enterprise information security level,
information security outsourcing is an effective way for
enterprises to realize information security. There are still
principal-agent problems for principal enterprises during
information security outsourcing, so they should adopt ef-
fective measures to avoid moral risk and opportunistic be-
havior of information security outsourcing providers. This
paper designs an incentive mechanism from a material as-
pect, which mainly includes fixed income and a compen-
sation mechanism of information security outsourcing.
Enterprise information assets value and invasion probabili-
ty have a positive influence on the fixed fee and the com-
pensation coefficient while information security environ-
ment, agent cost coefficient and agency risk preference
degree have negative influences on the compensation co-
efficient. A reasonably designed mechanism can push the
MSSP to promote information security outsourcing service
level and thus guarantee and promote the information se-
curity level of enterprises.
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