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Abstract: The impact of risk correlation on firm’s investments
studied by using
of the risk
management theory and the game theory. The equilibrium
levels of self-protection and insurance coverage under the non-

in information system security is

quantification models combining the ideas

cooperative condition are compared with socially optimal
solutions, and the associated coordination mechanisms are
proposed. The results show that self-protection investment
increases in response to an increase in potential loss when the
interdependent risk is small; the interdependent risk of security
investments often induce firms to underinvest in security
relative to the socially efficient level by ignoring marginal
external costs or benefits conferred on others. A subsidy on
self-protection investment from the government can help
coordinate a firm’s risk management decision and, thereby,
improve individual security level and overall social welfare.
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arious companies are subject to different types of
V epidemic risks such as worms, viruses and botnets.
To reduce the probability of risks, they generally invest in
advanced security devices such as antivirus, firewalls and
intrusion detection systems (IDSs) "™ . However, be-
cause of the widespread usage of electronic data inter-
change (EDI) and the more recent vendor managed in-
ventory ( VMI) program, the security of one firm may
depend on not only the security measures taken by itself
but also the security measures taken by other firms.
Therefore, considering a company’s information security
investment strategy and security level under interdepend-
ent risk has become an important question of information
security economics.
There has been a growing body of literature concerning
the interdependent risk of information security. Heal and
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Kunreuther'™ characterized a class of interdependent secu-
rity risks and demonstrated that firms generally underin-
vest in security relative to the social optimum. They also
noted that some methods of coordination are needed to
ensure that the optimum is achieved. Since then, there
has been much literature specifically addressing the infor-
mation security investment of interdependent organiza-
tions. Bandyopadhyay et al. ' studied the impact of net-
work security vulnerability and supply chain integration
on firms’ incentives to invest in information security. Gao
et al. """ studied the relationship between decisions made
by two similar firms pertaining to knowledge sharing and
investment in information security. The analysis shows
that the complementary nature of information assets pos-
sessed by the two firms plays a crucial role in influencing
these decisions.

The above authors showed the existence of interdepend-
ent risk and the value of collaboration, but they did not
research subsidies as a social intervention policy to induce
a firm to invest at socially optimal levels and only consid-
ered self-protection as an instrument to manage risk.

In view of the self-protection inevitable barriers to
100% risk mitigation, some researchers suggested using
cyber insurance, which can transfer the security risks to
the commercial insurance market'*” . Their results show
that risk correlation and unproved loss cause a firm to in-
vest less in self-protection, compared to that at the social-
ly optimal level.

Although information security investment is a widely
discussed topic among the practitioner community, very
few papers have developed economic models to under-
stand self-protection investment under interdependent risk
combined with cyber insurance from the perspective of
subsidy policies. The purpose of this paper is to study the
role of interdependent risk in self-protection and insurance
coverage of firms from a public policy perspective. Our
findings suggest that the government should offer a subsi-
dy on self-protection to achieve socially optimal results.
From the interdependent risk perspective,
have significant implications for the design of effective
public policy, if firms’ security investments cannot be co-
ordinated.

our findings

1 Model Description

Consider two firms, i and j. The information systems
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of the two firms are physically connected through a com-
munication network. The communication network is vul-
nerable to the propagation of security breaches from one
firm to another'”. Thus, the two firms are both subjected

8,10
' In order to

to direct attacks and to indirect attacks'
reduce the probability of a successful invasion from hack-
ers, it is necessary to invest in information security tech-
nology.

We denote the breach probability with a given period of
time under direct effects as p,(z;) where z, is the self-pro-
tection investment by firm i. p,(z,) is a twice-differentia-
ble, decreasing, and strictly convex function (p;(z,) <0,
p".(z,) >0). This represents the declining marginal return
on self-protection investment. g represents the probability
that an attack on firm j infects firm i, and it also repre-
sents the inherent security vulnerability of the communi-
cation network and we refer to it as the network vulnera-
bility'".

The probability of breach for firm, B,(z,, z;), may de-
pend on not only the self-protection investment of itself
but also the self-protection investment of the other firm.

B,(z;,z;) can be expressed as'”
B,’(Z," Z,') =P(Zi) +(l _p(zi))qp(zi) =
1 -(1-p(z)) (1 -gp(z)) (D
Note that (1 - p(z)) (1 - gp(z;)) is the probability
that the firm does not suffer from either a direct or an in-
direct breach. B,(z;, z;) has the following properties:

0B, ,

=p'(z)(1 —gp(z)) <0
0z,

Sl =p'(z)(1-p(z)) <0
9z,

“l=p(z)(1-p(z)) >0
dq

These properties show that an increase in ¢ increases
the breach probability for both firms and an increase in a
firm’s self-protection investment decreases its own as well
as the other firm’s breach probability.

Similar to Ref. [8], we consider each firm with an ini-
tial wealth w, and utility function U( + ). We assume that
both firms are rational and averse to risk, indicating that
the firm’s utility function is increasing and concave
(U'(+)>0, U'( +)<0) and with a constant absolute
risk aversion ( coefficient of risk aversion, r= - U"/U").
Let L, e (0,w,) denote the monetary loss associated with
the threat against the information system of each firm.

We assume that there is a market for security technolo-
gy and cyber insurance. Firms are able to reduce the
probability of a successful invasion by investing in infor-
mation security technology and are also able to transfer
the information system security risk by purchasing insur-
ance. In the cyber insurance market, the firm pays a pre-

mium of 7r,1,, where 7, is the price of insurance coverage,
and 7, is the indemnity paid by the insurer if a security in-
cident occurs to the firm’s information systems. But in re-
ality, the insurance price may be expressed as 7, = (1 +
A)B,(z;,z;), where A =0 is the loading factor. The
loading factor resembles the profitability per contract that
the insurer is keen on making. If competition in the insur-
ance market is ideal, then the loading factor A tends to 0.

Next, we consider that both firms can manage the in-
formation system risk by investing in self-protection and
purchasing cyber insurance. According to this hypothesis,
the firm’s utility function is U,(w, - L, + (1 =7,)I, - 2,)
when it suffers a security breach and the firm’s utility
function is U,(w, — 7,1, —z;) when it does not suffer any
security breach.

Therefore, the expected utility V for firm i is given by

V:H}E}X{Bi(zi,zj)U,.(w, -L+(1-7)I,-z) +
(1 _B;(Z;,Z/>)U1(w; -ad -z) |

where B, (z,,z;) =1 - (1 -p(z))(1-gp(z)).

In the next section, we will analyze a firm’s self-pro-
tection level and insurance coverage in the non-coopera-
tive situation and cooperative situation, and compare
these two game equilibrium results.

2 Model Analysis

2.1 Non-cooperative game situation

In this section, we study the equilibrium level where
the two firms cannot contract on the level of investment.
Since they aim to maximize their own respective payoffs,
their incentives may not be aligned. Firm i’s expected
utility V is

V=max{ (1 -(1-p(z))(1-4gp(z))) -

U(w,-L,+(1-7,)I,-z) +
(1—17(2,-))(1—CIP(Z,)U,»(W,-—W,-I,»—Z,-)% (2)
According to Ref. [9,11], any well-behaved utility func-

tion can be expanded by a Taylor series approximation.
We use the Taylor series approximation ;

Ul/ ,
UNQUL-"UL(LI‘_I[)"' Lz(g)(L;_I;)-
wi_Li+(1 _ﬂi)li_zigggwi_ﬂ-ili_zi

U/U
U;I%U/L +U/]’_(Li _Ii) +¥(Li _Ii)z

o, -L+(1-7)] -z,<é{<w,-ml -z

In this paper, we can assume that a firm’s initial wealth
is large enough and the loss caused by a breach is small
enough to satisfy the conditions that the absolute value of
U, (&) U, (&)

2 2
small relative to the second term, so it can be ignored.

the error term (L, -1)° (L, -1,)"is very
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Thus, we use the first-order Taylor series approximation,
Uy=U +U (L -1), Uy=U, +U/ (L, -1;) (3)

From Eq. (2), the first-order condition with respect to I,
can be expressed as

(1-(1=-p(z,))(1-gp(z)))U, (1~
(L+A) (1 =(1=p(z)) (1 =gp(z)))) =
(1=p(z)) (1 =gp(z) U, (1 +1) (1~
(1-p(z))(1-gp(z))) =0 (4)

Substituting Eq. (3) into Eq. (4), we obtain
U - (1+0) (UL + U (L =1)) =(1+A) -
(1-(1-p(z)) (1 -gp(z)))UL(L -1) =0
Therefore , the optimal level of cyber insurance can be ex-
pressed as
AU+ (L+ ) UL (1 -p(z)) (1 -gp(z)
’ (1+M) UL (1 -p(z))(1-qp(z)

U, + UL (L -1)(1-p(z)) (1 -gp(z,))

After substituting r= — U"/U’, I, simplifies to

=L - )\
C (1 =p(z)) (1 =gp(z)) (1 +4)

From Eq. (2), the first-order condition with respect to z,
can be expressed as

p'(z) (1 -gp(z)) (U, -Uy) -
((1+20)p"(z) (1 =gp(z)) 1 +1)((1 -
(1-p(z)) (1 =gp(z))) U, +
(1-p(z))(1-gp(z))Uy) =0 (6)

Similarly, substituting Eq. (3) into Eq. (6), we obtain
p'(z) (1 =gp(z))[ -U(L, -1, -

(L+0)L((1=(1=-p(z)) (1 -gp(z))) U, +

(1=p(z))(1=gp(z))) (U, + U (L, ~1))] =

(1-(1=-p(z))(1=gp(z))) U, +(1 =p(z)) *

(1-gp(z)) (U, +U (L, -1)))

which can be further rewritten as

(5)

p'(z)(1-gp(z)) =

Substituting Eq.(5) into Eq.(7), we obtain

1
“(1-gp(z))(1+A)L,

p'(z) = (8)

Symmetric parameters between the firms characterize
this case: z;, = z;, and the equilibrium level of insurance
coverage and self-protection investment are determined by

-L - A
T (L =p(zg) ) (1 —gp(zgs) ) (1 + 1)

1
T (1-gp(zg)) (1 +A)L,

(9)

p'(zg) = (10)
Hereafter, we refer to I, , 2z, as the optimal insurance
coverage and self-protection investment in the non-coop-
erative situation.
Proposition 1
ro, then the firm buys less insurance and invests more in
self-protection.
Proof Substituting A =0 into Eq. (10) , we obtain

If the loading factor is greater than ze-

!
(1 -gp(ze)) L,

Comparing Eq. (11) with Eq. (10), we obtain that
p'(z55) <p'(zg5). Since p;(z,) <0, pi(z,) >0, as a
result, zg, < Zzgs. Similarly, as insurance is actuarially fair
(A =0), it is optimal for the risk-averse agent to pur-
chase full insurance, i.e., I* =L. Asaresult, I =L, >
1.

i

P'(zg) = (11)

Proposition 2 When the interdependent risk approa-
ches 0, the self-protection investment increases in re-
sponse to an increase in potential loss.

—UL(L—1) = (1 + ) LU+ UL (L = 1) (1 -p(z,)) (1 -gqp(2,)))

(7)
Proof From Eq. (10), we obtain

ap:‘(ZSB)(l_qp(ZSB))_ 1
oL, C(1+A)L

which can be written as

ap;(ZsB)<1_qp(ZsB))aZSB_ 1
AZgp oL, (1 +A)L

Therefore,

0Zsp 1

AL (1+ Q)L (p"(25) (1 = qp(265)) —p'(265) P (263))

0Zgp
oL,

i

If ¢—0, then >0.

2.2 Socially optimal self-protection and insurance
coverage

If the firms can contract on the externalities, i.e. they
jointly determine and implement z,, z;. In this case, z, =
Z, =2

Firm i’s expected utility V is

V=max{ (1 -(1-p(z))(1-gp(2))) -
U,‘(wi _Li + (1 _77,‘)[,’ _Z) + (1 —P(Z>> °
(I-ap() U (w0, —71; -2) |
We also use the first-order Taylor series approxima-

tion, then the equilibrium level of insurance coverage and
self-protection investment are determined by

L A
L= = T () (T =ap(2)) (1+ )

(12)
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1
C(1+q-2gp(2)) (1 +A)L,

pi(z) = (13)
we refer to I;, z;; as the optimal insurance coverage and
self-protection investment in the cooperative game situa-
tion.

2.3 Comparison

In this section, we compare the optimal level of invest-
ment in self-protection and insurance coverage in the non-
cooperative situation with both of them in the cooperative
situation.

Proposition 3  Under the non-cooperative situation,
firms invest in self-protection and insurance coverage less
than that of the socially optimal level.

Proof Comparing Eq. (10) with Eq. (13), using 1
-qp <1 +q—-2gp and p; (zp) < p;(zg) (because
pi(z,) <0, p?(z,) >0), we can show that z., > 7.

Comparing Eq. (9) with Eq. (12), since 7 > 7, We
obtain I, > Ig,.

Proposition 3 shows that the firms invest less than the
socially optimal level of self-protection. The reason is
that when firms maximize their own utility, a firm does
not consider the effect of marginal external costs or bene-
fits conferred on other firms, which is an externality.
Due to the complementary relationship between self-pro-
tection and insurance, the firm also buys less insurance.

3  Improving Welfare Through Subsidies on
Self-Protection

In this prescriptive research, we show that under-in-
vestment in self-protection and insurance coverage relative
to the socially efficient level is a common phenomenon.
To solve the above mentioned problem, we design an ap-
propriate social intervention policy to induce a firm to in-
vest at socially optimal levels.

Assume that the government offers a subsidy of s<1

(1-s)(U, +

for each unit of investment by a firm in self-protection. In
order to fund the subsidy, the government charges a
lump-sum tax of k; = s,z, to the firm. Firm i’s expected u-
tility V is
V=max{ (1 -(1-p(z))(1-gp(z))) -
Ug(wi -L + (1 _7Ti(Zi7Zj) )I,‘ -(1 _S)Z,‘ _ki) +

(l —P(Z,))(l _qp(zj>)Ui(a)i —’7T,-(ZI-,Z]-)I,- -
(I_S>Zi_k[)% (14>

When s = q(1 =p(2)) ,
1+q-2gp(z)
purchases the socially optimal insurance coverage and in-

vests at the socially optimal level of self-protection.

Proof The firm maximizes the expected payoff with
respect to /,, then we obtain the optimal insurance cover-
age as

Proposition 4 the firm

_L - A
P (1 =p(z)) (1 =gp(z)) (1 +4)

(15)

The first-order conditions with respect to z, can be ex-
pressed as

p'(z)(1-gp(z)) (U, -Uy) -
((L+2)p"(z) (1 =gp(z)) ]+ (1 -5)) -
((1=(1=-p(z))(1-gp(z))) U, +
(1-p(z)) (1 -gp(z))Uy) =0

Substituting Eq. (3) into Eq. (16), we obtain

p'(z)(1—gp(z,))(-U (L -1,) -
(L+0) L1 =(1=-p(z)) (1 =gp(z))) U, +
(1-p(z)) (1 =gp(z)) (U +U (L, -1))) =
(1=5)(1=(1-p(z,)) (1 =gp(z,)))U; +
(1-p(z,)) (1 =gp(z)) (UL +U (L, 1)) (17)

Rewriting Eq. (17) , we obtain

(16)

Ui (L -1,)p'(z) (1 -gp(2,)))

P (L =ap(3)) = Gy (T LU + UL (L ~1)p (2) (1= ap(2)))

Substituting Eq. (15) into Eq. (18), we obtain

B 1-s
(1-gp(z)) (1 +A)L,

Comparing Eq. (10) with Eq. (19), we obtain

pi(z) = (19)

1-s _ 1
L -gp(z;) 1+q-2gp(z,)

So the optimal subsidies can be written as s° =
q(1=p(z))
1+q-2qp(2s)
vest at the socially optimal self-protection. Comparing
Eq. (9) with Eq. (15), we show that under optimal sub-
sidies it can motivate firms involved to purchase socially

optimal insurance coverage.
Proposition 4 shows that a subsidy on self-protection

(0<s<1). When s=s", firm will in-

(18)

can effectively reduce the marginal cost of investment in
self-protection. Through the optimal level of subsidy, the
marginal revenue declines since interdependent risk is a
partial offset, so as to internalize negative externalities
and guide firms to invest in the socially optimal self-pro-
tection. Once the firms invest in socially optimal self-pro-
tection, the optimal insurance coverage must be pur-
chased at the socially optimal level.

4 Numerical Analysis

We illustrate our above analysis with a numerical ex-
ample and plot three figures to illustrate the above propo-
sition. The primary purpose of the numerical analysis is to
assess the impact of interdependent risk on firms’ insur-
ance coverage and self-protection investment. For the nu-
merical analysis, we choose the following parameters: L
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=0.5, p(z) =e™, k=3, A =0.1, r=2. When exami-
ning the effect of ¢ on insurance coverage, self-protection
investment and the optimal level of subsidy, we allow g
to vary in the range of [0,0.1] (see Figs.1,2 and 3).

0.20
T~ ZsB
.......... Zyp
0.18 -
R 11 S N
0.14
0. 12 1 1 1 1 ]
0 0.02 0.04 0.06 0.08 0.10
q
Fig.1 Impact of interdependent risk on self-protection invest-
ment
0. 30 1 1 1 1 |
0 0.02 0.04 0.06 0.08 0.10
q
Fig.2 Impact of interdependent risk on the insurance coverage
0.04 -
0.03
«0.02 |
0.01}f
0 1 1 [ 1 ]
0 0.02 0.04 0.06 0.08 0.10
q
Fig.3 Impact of interdependent risk on the optimal level of the
subsidies

Fig. 1 and Fig. 2 show the impact of interdependent risk
on the insurance coverage and self-protection investment,
respectively. From Fig. 1 and Fig.2, we find the follow-
ing observations: 1) The firm invests less in self-protec-
tion and buys less insurance in response to an increase in
the interdependent risk ¢; 2) In the non-cooperative situ-
ation, the firm buys less than the socially optimal insur-
ance coverage and invests less than the socially optimal

level of self-protection.

Fig. 3 depicts the effect of interdependent risk on the
optimal level of subsidy. We find that a high degree of
interdependent risk increases the optimal level of subsidy
when firms make investment decisions individually.

5 Conclusion

In this paper, we compare the optimal level of invest-
ment in self-protection and insurance coverage in the non-
cooperative situation with both of them at the socially op-
timal level. We note that in the non-cooperative situa-
tion, individuals inefficiently underinvest in self-protec-
tion and insurance coverage. This raises the question
about regulatory mechanisms that provide stronger incen-
tives for firms to invest at the socially optimal level and,
thereby, improve both individual and social welfare. We
show that this can be achieved by offering a subsidy for
each unit of investment by a firm in self-protection. As
usual, a number of avenues remain for future research.
One should consider the impact of the firms’ risk aversion
on the optimum investment. Another possibility is to col-
lect firms’ data on attack incidents, expected loss and in-
vestment, so as to prove the rationality of the social inter-
vention policy.
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