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Abstract: With ensured network connectivity in quantum
channels, the issue of distributing entangled particles in
wireless quantum communication mesh networks can be
equivalently regarded as a problem of quantum backbone nodes
selection in order to save cost and reduce complexity. A
minimum spanning tree ( MST)-based quantum distribution
algorithm ( QDMST) is presented to construct the mesh
backbone network. First, the articulation points are found,
and for each connected block uncovered by the articulation
points, the general centers are solved. Then, both articulation
points and general centers are classified as backbone nodes and
an MST is formed. The quantum path between every two
neighbor nodes on the MST is calculated. The nodes on these
paths are also classified as backbone nodes. Simulation results
validate the advantages of QDMST in the average backbone
nodes number and average quantum channel distance compared
to the existing random selection algorithm under multiple
network scenarios.
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n the traditional research of quantum physics, the
I study of entangled particle distribution focuses on
how to produce high quality and high intensity entangled
particles, and to distribute them onto two nodes with
maximum distance between them' ™. During the research
of wireless quantum networks” ™", it is necessary to stud-
y the entangled particle distribution in terms of the entire
network. Future wireless quantum networks based on en-
tangled states may be large scale, which makes it impos-
sible to distribute high quality entangled particles directly
between the source and destination because of the long
distance. Instead, the quantum path needs to be construc-
ted with several quantum channels hop by hop via inter-
mediate nodes. Therefore, in order to determine the
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nodes’ capability of producing entangled particles, investi-
gation on transmission speed and fidelity of entangled par-
ticles in the network becomes necessary, which is usually
referred to as an entangled particles distribution problem.

For wireless quantum networks, one of the essential re-
quirements for quantum information transmission between
two nodes is the existence of the quantum path. The path
can be either a direct quantum channel between them or a
quantum path between them via entanglement swapping.
Generally in the network, the entangled particles can be
produced by nodes involved in the communication or by
dedicated devices.

In a quantum communication network based on the
backbone mesh structure' ™', each node has the capability
of quantum teleportation. They are able to exchange rou-
ting information and quantum measurement information
with traditional radio communication transceivers. The
backbone of the quantum network is composed of back-
bone nodes with extra capability of producing and distribu-
ting entangled particles. While each non-backbone node is
connected to one or more backbone nodes, and it has no
capability of producing and distributing entangled particles
for saving cost and reducing complexity. Thus, the entan-
gled particles distribution issue in large-scale quantum
communication networks with the mesh structure can be re-
garded as a quantum backbone node selection problem while
ensuring the network connectivity of quantum channels.

1 The Model of QDMST Algorithm

There are two kinds of channels, i.e. quantum chan-
nels and radio channels in a wireless quantum communi-
cation network. While in a traditional radio communica-
tion network, there may be no direct quantum channel be-
tween two neighbor nodes, and vice versa, as shown in
Fig. 1. Due to the variations with entangled particles in
® Wireless quantum backbone node
O Non-backbone node

' Quantum channel
%\ --- Radio channel

Fig. 1
mesh structure

Wireless quantum communication network based on
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quantum channels, the topology of a quantum network
varies much more significantly than that of a traditional
radio network. Therefore, it is necessary to develop a
dedicated algorithm to construct the backbone network for
producing and distributing entangled particles. This paper
presents a quantum distribution algorithm based on a min-
imum spanning tree (QDMST) to reconstruct a backbone
network when network outage occurs due to topology
change.

Assume that N quantum nodes are randomly distributed
within a square region, which includes M backbone nodes
and N — M non-backbone nodes. Each non-backbone net-
work node acts as a source and/or a destination node,
which is connected to at least one backbone node via a
quantum channel and a radio channel. In the case of a
fixed number of nodes, fewer nodes in the backbone net-
work means fewer nodes capable of generating and dis-
tributing entangled particles. Thus, the algorithm focuses
on minimizing the number of backbone nodes in order to
reduce network cost and complexity. Also, to directly en-
sure high-quality, low-cost teleportation' """ between the
two quantum nodes, the distance between them cannot be
too long'" """ where a threshold is assumed to be R. In or-
der to ensure network connectivity and that each terminal
node can transfer quantum information through the back-
bone network, the distance between each terminal node
and at least one backbone node must be less than the ef-
fective teleportation distance threshold. The objective of
the QDMST algorithm is to minimize the number of back-
bone nodes:

min M (D
s.t. M<N, r,<R (2)

where r, is the shortest distance between the terminal node
i and backbone nodes, and 1 <i<<N - M.

2 Implementation of QDMST Algorithm

In this paper, the mesh network architecture model is
constructed based on the graph theory, and the QDMST al-
gorithm is implemented. Assume that the square area of
the model is denoted as G(V, E), where V={v,,v,,...v,}
is the quantum node set. Only if the distance between the
pair of nodes is less than R, there is an edge between
them, namely the existence of a quantum channel. The
edge set is defined as E = {e,, e,, ..., €,} (n <N), the
distance of which is set as the weight of the edge denoted
by I(e;) because the distribution quality of entangled par-
ticles is associated with the distance. Now, we present
the description of the proposed algorithm QDMST as
follows:

1) First a connected graph G(V, E) is randomly gener-
ated.

2) The articulation points (if they exist) of the con-
nected graph are labelled as the initial nodes of the back-

bone network.

3) If all nodes are covered by backbone nodes, directly
go to Step 6).

4) Connected components composed by nodes not be-
longing to the backbone network are found.

5) The general center of each connected block is ob-
tained and classified as the backbone nodes. Go to Step 3).

6) The minimum spanning tree (MST) of the backbone
network is formed according to the distance weights.

7) If there is a quantum channel between any two adja-
cent nodes on the MST, the algorithm stops; otherwise
go to Step 8).

8) The shortest path in G between the two nodes is
found, and the corresponding nodes on the path are clas-
sified as the backbone nodes. Go to Step 6).

The steps concerned in the algorithm include four sub-
algorithms: the shortest distance algorithm, the articula-
tion point algorithm, the general center algorithm and the
MST algorithm.

First, the algorithm needs to obtain the shortest path
between any two nodes in the network. The success prob-
ability of single-hop teleportation will decrease exponen-
tially as distance increases due to the loss or distortion of
entangled particles caused by environmental noise in free
space. Therefore, the shortest distance algorithm is the
basis of the QDMST algorithm, and it is used to calculate
the articulation points and general centers. The Warshall-

U8 is a classic shortest distance algorithm

Floyd algorithm
which takes advantage of dynamic programming by using
an adjacency matrix to describe the topology. Combined
with the structure characteristics of the quantum network,
the shortest distance algorithm used in this paper is de-
scribed as follows:
Algorithm 1 Shortest distance algorithm
Input: W=(w,),,, is the adjacency matrix of graph G;
w, is the weight of e,; k, and k, are the two nodes.
Output: P is the shortest path between k, and k,, and
nodes on the path are sorted by sequence order; min D is
the distance of the shortest path.
D =(d;); //d;is the shortest distance from v, to v,.
for each 7, j, //Initialize dU.
d;,=w;, k=1,
for each i,j //Update d,.
if d,+d, <d, then
dy=dy +dy;
if k=N then
stop;
min D =D(k,, k,);
k.=k,, 0=1,P(s) =k,;
for each i
if D(k,,i) =D(k,, k) - W(i, k,) then
k=i, P(s+1) =i, s=s+1;
If k =k, then
stop;
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A connected graph without articulation points'™ is

called a biconnected graph. Deleting any node of the bi-
connected graph will not damage the network connectivi-
ty. If articulation points exist, they are classified as back-
bone nodes to reduce the number of them and meanwhile
ensure network connectivity. According to their charac-
teristics, the steps of the algorithm to determine articula-
tion points are presented in Algorithm 2.

Algorithm 2  Articulation point determining algorithm

Input: W=(w,) .y, the adjacency matrix of graph G;

Output: Articulation point v,.

for each i

//Find the adjacency matrix A, of the subgraph G

Delete the i-th row and the j-th column from W—
A
do Algorithm 1//Find the shortest distance matrix D, of
subgraph G - v,.

input A ;

output D;

//Determine whether v, is the articulation point
by D,.

If there is non-zero element in D, in addition to
the main diagonal element then

v, ¢ Articulation points;

else v, e Articulation points;

The initially selected backbone nodes may not be able
to cover all nodes in the network. For the uncovered
nodes, they are divided into various connected compo-
nents and their centers are then nominated as backbone
nodes for completing the coverage. The object of the
QDMST is to construct a mesh quantum network with the
minimum number of backbone nodes, each of which can
cover more other nodes. The general center is the node
that has a minimum distance to the most remote node a-
mong all nodes in the network™ . Therefore, it is appro-
priate to select general centers as backbone nodes. The
general center algorithm is presented as follows:

Algorithm 3  General center determining algorithm

Input: W=(w,),,,, the adjacency matrix of graph G,
where w, is the weight of e,;

Output: The general center i, of the graph.

//Find the shortest distance matrix of each node
D(d, ), where i,k=1,2,...,N;

do Algorithm 1

input W
output D(d, );

//Calculate the farthest distance for each node to each
edge, where k, and k, are two nodes on e;;

for each 1, j
d/=0.5[d,,, +Il(e) +d, ,];

//Find the node whose distance to the farthest node is
the minimum

for each i,j

d, = min{min{d;} };

i,«—the SN of this node.

After selecting necessary backbone nodes, a connected
graph is formed based on these nodes by an MST algo-
rithm. The MST is the tree that the sum of all edge
weights is minimized among all of the spanning trees of
the connected graph. The Prim algorithm and Kruskal al-
gorithm''! are the most popular MST algorithms. The
Kruskal MST algorithm used in this paper is presented as
follows:

Algorithm 4 Minimum spanning tree

Input: W =(w,),,y, adjacency matrix of graph G,
where w, is the weight of e

Output: Adjacency matrix of MST b.

T=¢ //Set the tree empty

for each i //Join all nodes in T
T=TuU{v,} //T includes all nodes without
edge
for each i,j

do e, ;( € E) sorting by the weights w; ascending
for each e, ;( € E)
if v, and v, are not in the same connected component
T=TUl{e;}; //Joine,inT
Combine the two connected component;
b<«—adjacency matrix of T
For the MST obtained by Algorithm 4, the constraint
in (2) that r, <R may not be guaranteed. Therefore, we
need to use the shortest distance algorithm to reconnect
some pair of vertices on the tree whose edge weights are
greater than R.
Based on the above algorithms, the proposed algorithm
QDMST can be summarized as follows:
Algorithm 5 QDMST algorithm
Randomly generate a connected graph G(V, E);
F=¢ //Set backbone nodes set empty
do Algorithm 2 //Set articulation nodes as initial back-
bone
input W(G)
output articulation nodes of G
F = F U {articulation nodes of G}
Step 1 for each v,( € V)
if v, is not covered by backbone nodes then
goto Step 2;
goto Step 3; //All nodes covered by back-
bone
Step 2 do find {7,}, the connected components com-
posed by the nodes uncovered by backbone;
for each T, //get general center of connect-
ed components into backbone
do Algorithm 3
input W(T,)
output general center
F = FU {general center}
goto Step 1;
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Step 3
network

do Algorithm 4//get the MST of backbone

input W(F)
output MST B(V,, E,)
for each e, (€ E;) //determine whether a quantum
channel exists between any two adjacent nodes on the
MST
if the quantum channel does not exist between v, and
v, then
goto Step 4;
end //If quantum channels exist for all edge, the al-
gorithm ends
Step 4 do Algorithm 1 //Find the shortest path
input W(G)
output nodes on the shortest path
F = FU {nodes on the shortest path} //Join nodes on
shortest path in the backbone
goto Step 3;

3 Performance Analysis and Simulation

To demonstrate algorithm procedures and verify their
effectiveness, the steps of an exemplified QDMST algo-
rithm are shown in Fig.2 to Fig.5. A connected graph is
randomly generated within a square area of 1 000 m x
1 000 m, as shown in Fig.2. The quantum teleportation
distance threshold R is 250 m, and the total number of
nodes N is 30. Each black line indicates the existence of a
reliable quantum channel and a radio channel between two
relevant quantum nodes.
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Fig.2 Randomly generated connected graph

In the case of a connected graph in Fig. 2, the set of
articulation points is first determined as {1, 10, 23, 28},
which does not cover all nodes, as shown in Fig.3. The
radius of the circle is R, and the small squares denote the
backbone nodes. Uncovered nodes {{7, 18}, {5, 11,12,
19,22,24,25}} are separated into two connected compo-
nents. Subsequently, the general centers {7, 12} of two un-
covered connected components are added into the backbone
nodes set as {1, 7, 10, 12, 23,28 }. There are still some
uncovered nodes, which require the algorithm to further
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Fig.3 Articulation points as initial backbone nodes
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Fig.4 MST formed by backbone nodes
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Fig.5 Quantum mesh network obtained by QDMST

calculate the general centers of the uncovered connected
components, and to expand the backbone network to {1,
7, 10,12,23,24,28}. Now all the nodes are covered by
the backbone network. An MST is formed by these back-
bone nodes, as shown in Fig. 4.

Checking the topology in Fig.2, it can be seen that on
this tree there may be no quantum channel between two
neighbor nodes, such as that between nodes 1 and 10.
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The pair of neighbor nodes on the tree without direct
quantum channel are connected using the shortest distance
algorithm. The results are shown in Fig. 5. The dotted
lines show the final connection of the backbone network.
The final backbone nodes are {1, 3,6,7, 10, 11, 12, 17,
23,24,28,30}, 12 in total. Each non-backbone node can
be connected via one or more backbone nodes.

To evaluate the performance of the algorithm, the
QDMST is compared with the random selection algo-
rithm, by which a node is chosen to be a backbone node
randomly, followed by determining whether the backbone
structure mesh network can be composed in ensuring the
connectivity currently. If not, one more node is randomly
chosen to join the backbone node set until the backbone
covers all nodes. One result of random selection is exem-
plified in Fig. 6, where the number of backbone nodes is
larger than that of the QDMST.
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400
300
200
100

Distance/m

0 200 400 600 800

Distance/m

Fig. 6
tained by random selection algorithm

Wireless quantum communication mesh network ob-

To evaluate the performance of the above algorithm
more accurately, the average backbone nodes number A
and average quantum channel distance A, are defined as
two performance parameters.

n M

Ay = Z n‘ (3)
n l .

AQ(:D = Z % 4

The QDMST performance variations vs. node number
N and communication radius threshold R are presented
and compared with that of the random selection algo-
rithm. 100 connected graphs are randomly generated, and
the performance curves are shown in the following fig-
ures.

Fig. 7 shows that A, increases with the increasing total
node number N and a fixed communication radius R. The
QDMST obtains more obvious gain with a greater N.
Fig. 8 shows that A, decreases while R increases with a
fixed N. The QDMST obtains a more pronounced per-
formance gain with a smaller R. A, tends to be at the same

level when R is large. It can be seen from both the two fig-
ures that the QDMST always performs better than the ran-
dom selection algorithm.
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Fig.8 Influences on A,y with variation of R and fixed N

Fig.9 shows that A, decreases while N increases with
a fixed R. Fig. 10 shows that A, increases while R in-
creases with a fixed N. By comparing the two configures,
it can be seen that communication radius R is the domi-
nant factor influencing the variation of A, and the per-
formance of QDMST is superior to that of the random se-
lection algorithm in both cases.

4 Conclusion

In summary, the QDMST algorithm can generate a to-
pology for quantum communication networks based on the
backbone mesh structure while ensuring the networks con-
nectivity. It makes the distribution of entangled particles
effective with cost saving and complexity reduction. Un-
der the same network scenarios, the QDMST algorithm
outperforms the random selection algorithm in terms of
the backbone nodes numbers and quantum channel dis-
tance.
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