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Abstract: In order to improve the performance of the
security-reliability tradeoff (SRT), a joint jammer and user
scheduling (JJUS) scheme is proposed. First, a user with
the maximal instantaneous channel capacity is selected to
transmit its signal to the base station ( BS)
transmission time slot. Then, when the user transmits its

in the

signal to BS, the jammer is invoked for transmitting artificial
noise in order to perturb the eavesdropper’s reception.
Simulation results show that increasing the number of users
can enhance the SRT performance of the proposed JJUS
scheme. In addition, the SRT performance of the proposed
JJUS scheme is better than that of the traditional round-robin
scheduling and pure user scheduling schemes. The proposed
JJUS scheme can guarantee the secure transmission even in
low main-to-eavesdropper ratiol MER) regions.

Key words: security-reliability tradeoff ( SRT); multi-user
scheduling; artificial noise; physical-layer security

DOI: 10. 3969/j. issn. 1003 —7985.2016. 03. 001

he security aspects of multi-user scheduling with the

limited radio resource have attracted increasing at-
tention from academia, as the eavesdroppers may be de-
ployed around the legitimate users to intercept the confi-
dential information deliberately. In order to consider the
fairness between multiple users, a round-robin scheduling
scheme was investigated in Ref. [1], wherein each user
has the same chance to access the radio resource. In Ref.
[2], robust rate adaptation and robust proportional fair
(PF) scheduling were presented. In general, if a legiti-
mate user with low instantaneous channel gain is selected
in the time slot, neither the instantaneous transmit rate
will be adjusted to meet the demand of the reliability, nor
the transmit power will be improved according to the
transmit rate. Meanwhile, the low instantaneous transmit
rate or high transmit power will increase the risk of being
intercepted by the eavesdroppers. Thus, more attention
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should be paid to the security issues caused by the multi-
user scheduling schemes. Moreover, in Ref. [3], un-
trusted nodes were explored, which attempt to deceive the
legitimate users into tapping wireless transmissions.
Physical-layer security'! is emerging as an effective ap-
proach to improving the security of wireless communica-
tions. In Refs. [5 —6], MIMO schemes were explored to
improve the security of wireless communications. In
Refs. [7 —8], beamforming techniques were investigated,
which are used for enhancing secure transmissions. More-

[9-10]

over, relay selection schemes can be used in the en-

hancement of the physical-layer security of wireless com-
munications. As an alternative, jamming schemes'''™
were explored to improve the SRT performance. In Ref.
[15], the round-robin scheduling scheme and the optimal
and suboptimal user scheduling scheme were proposed to
improve the security of CUs-CBS transmissions. Moreo-
ver, the secrecy outage of the proposed scheduling
schemes was analyzed. Both the instantaneous channel
gain of the main links and that of wiretap links were con-
sidered in Ref. [15]. However, the instantaneous channel
gains of wiretap links are difficult to estimate, as the
eavesdroppers are silent.

Although extensive research efforts had been devoted
to improving the SRT performance of the multi-user
scheduling network, less attention has been paid to the
joint jammer and user scheduling network. Motivated by
the above considerations, we investigate a wireless
multi-user network in the presence of multiple eaves-
droppers and one jammer. Furthermore, different from
Refs. [11 — 15], we take both jammer and multi-user
scheduling into account, and analyze the SRT perform-
ance. The main contributions of this paper are summa-
rized as follows. 1) We propose a JJUS scheme to im-
prove the SRT of a wireless multi-user scheduling net-
work. 2) We present the mathematical SRT analysis of
the proposed JJUS scheme as well as the round-robin
scheme. 3) It is shown that the proposed JJUS scheme
outperforms the round-robin scheme in terms of the
SRT, even in very low MER regions.

1 System Model and Multi-user Scheduling
1.1 System model

As shown in Fig. 1, we investigate a wireless network
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consisting of one base station, denoted by BS, and N us-
ers, denoted by U = {U, \ i=1,2,..., N}, in the presence
of one jammer, denoted by J, and M eavesdroppers, de-
noted by E = {E, \ [=1,2,...,M}, where E is assumed to
be inside the coverage area of both J and U, which means
that E can overhear the signal transmitted by both U and
J. All transmission links are modeled as Rayleigh fading
channels. Let h,, h,, h,and h,, ie{l,2,...,N}, le
{1,2, ..., M}, denote the U,-BS, U,-E,, J-BS and J-E,
channels gain, respectively. We assume that the channel

ie,?
ie,

coefficients 4, h,, h, and h;, are mutually independent

zero-mean complex Gaussian random variables with vari-
2 2 2 2 .

ances o, 0, 0 and gj,, respectively.

— Main link ; —= Jammer link ; —-»Wiretap link

Fig.1 A wireless network consisting of one base station, mul-
tiple users, multiple eavesdroppers and one jammer

The transmit powers of U and J are denoted by P_ and
P;, respectively. The thermal noise received at any node
is modeled as a complex Gaussian random variable with
zero mean and variance N,, denoted by n, and n,, re-
spectively. Meanwhile, let x, and x; denote the signal
transmitted by the users and jammer, respectively. With-
out loss of generality, we assume E[ \ X, \ *] =1, where
E[ - ] represents the expected value operator. Similarly
to x,, we assume E[ | X, |*] =1. Furthermore, J trans-
mits the artificial noise to disrupt the eavesdroppers. Due
to the broadcast nature of the wireless channels, the artifi-
cial noise will tamper BS inevitably. In order to accord
with the actual systems, due to the channel state informa-
tion ( CSI) estimation error, the artificial noise will inter-
fere with both the legitimate destination and the eaves-
droppers, which are called self-interfering and jamming,
respectively. The self-interfering factor and jamming fac-
tor are denoted by p and 7, respectively.

1.2 Model of wireless transmissions

Given a time slot, a user will be selected to transmit its
signal to BS. Without loss of generality, we assume that
U, is selected to transmit its signal at this time slot. In ad-
dition, J is adopted for transmitting the artificial noise
simultaneously. Hence, the received signal at BS can be
given by

yihzvpshibxi"' ’\/ijhjlzxj+nh (D)

From Eq. (1), the capacity of the U,-BS channel is
obtained in the presence of a jammer as

2

Ys
v+ 1

| Ay

2
plh,l (2)

C,=log,|1+ >
where y, =P /N, and y, = P,/N,.

Meanwhile, the U,-BS channel can be overheard by
E,, and the received signal at E, can be shown as

Vie, = Pshie,‘xi + «/ﬁh/‘e,x/‘ +n, (3)

From Eq. (3), we can obtain the capacity of the U,-E,
channel in the presence of a jammer as

2

’)/b
2'y/. +1

| h
n‘h/e,

ie,

CiF, =log,( 1+ (4)

In this paper, we consider that the eavesdroppers are
independent of each other in intercepting the transmissions
of the U,-BS link, which means that the signal transmit-
ted by U, will be tapped successfully if any eavesdropper
succeeds in decoding the signal. Thus, the overall capaci-
ty of U,-E channels can be written as

2

Ys
2'}’_,' +1

‘ ie,

(5)
n ‘ hje,

C,= m]axC,.e’ = mlaxlog2 1+

1.3 Proposed joint jammer and user scheduling scheme

As aforementioned, the user will be selected to trans-
mit its signal in the given time slot. This subsection pres-
ents a joint jammer and user scheduling (JJUS) scheme.
In this scheme, a user with the maximal instantaneous ca-
pacity will be selected as the optimal user to transmit the
signal to BS in the given time slot. Thus, the optimal us-
er scheduling criterion can be shown as

0 = arg maxC, (6)

where o denotes the index of the optimal user.
Using Eq. (2), Eq. (6) can be rewritten as

‘ h
ib YS
0= arg m_aX

— b s ho |2 (7
’p‘hjh‘2Yj+1 argml,ax‘ Lh‘ (7)

2 SRT Analysis of Rayleigh Fading Channels

In this section, we analyze the security-reliability
tradeoff of the traditional round-robin scheduling scheme
and the proposed JJUS scheme.

2.1 Analysis of the traditional round-robin schedu-
ling scheme

As a benchmark scheme, we analyze the traditional
round-robin scheduling scheme firstly for comparison pur-
poses. For the sake of a fair comparison with the scenario
without jammer'"’ | the transmit powers of P, and P; are

denoted by P, =P, = P leading to Y. =Y, :%,

=5 where P
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denotes the transmit power of the main user ™, and y, =

Nﬂ' As aforementioned, the security and reliability can be
0

quantified by the intercept probability and outage proba-

bility. Therefore, based on Ref. [ 16], the outage proba-

bility of U, with the traditional round-robin scheme can be

shown as

Po,izpr(cih<R) (8)

where R denotes the target rate of the wireless links.
Substituting Eq. (2) into Eq. (8), Eq. (8) can be re-
written as

<A) (9)

Denoting X = | h, |2, it yields to

Poj =1 _J;) Lzexp( _Lz _w)dx =

Tjp Ty U'?b
0',?}: 2A
T [ -2)
o +Apy, oy oy (10)

where A = (2 -1 )Y,
Based on Ref. [9],
the channel capacity of the wiretap channel becomes lar-

the signal can be intercepted when

ger than the data rate. Hence, we can obtain the intercept

probability of U, with the traditional round-robin
scheme as
P ,=Pr(C,>R) (11)
From Eq. (5), Eq. (10) can be rewritten as
‘ 2
P, = PF( max > A) =
Clhy, Py, +2
\ h
Pr
t-11 (7, 'h, ) A) (12)
Using Eq. (10), Eq. (12) can be shown as
2
O-if 2A
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Il o+ Any,en T\ o
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ZA)
exp( - =
(-2 o (13)

where E, denotes the k-th non-empty subset of the ele-
| E, | is the cardinality of set E,.
Meanwhile,

ments of E;
in the round-robin scheduling scheme, all
users can take turns in transmitting the signals to BS.
Consequently, from Egs. (10) and (13 ), the outage
probability and intercept probability can be expressed as
N
;obm _ 1W z P

i=

(14)

. 1 &
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2.2 Analysis of the proposed JJUS scheme

Based on Ref. [ 16 ], from Eq. (6), the outage proba-
bility of the proposed JJUS scheme can be shown as

P’% =Pr(maxC, <R) (16)
Substituting Eq. (7) into Eq. (16), we have
JJus ‘ hth ‘ ?
P, =P(maX7<A) (17)
! P‘ /b‘ Y» +2

it can be rewritten as

Apxy, +2A)) zexp( —i)dx _
T

2
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Denoting X = | h,,

P J' H(l —exp(

A
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i Ulm >
]_Z(_l lu, | +1 exp( 2%)
fr |+ 2 Ap yp b icv, 0%
iU U'm
(18)

where U, denotes the m-th non-empty subset of the ele-
ments of U, and | U, | is the cardinality of set U, .

As aforementioned, the intercept probability definition
has been presented. Similarly to Eq. (11), the intercept

probability of the proposed JJUS scheme is obtained as
(19)
, Eq. (19) can be

P =Pr(C, >R)

Using the law of total probability""”

shown as
N ‘h 2
P =y Pr(maxi—'"2 > A,
i=1 ! n ‘ hje‘ +2
2 2
max [y |* < L, |
N ‘h 2
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Letting y= | h, | >, we have
Pr(l},lki);( |, |* < |h, =
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where C,, denotes the m-th non-empty subset of the ele-
ments of U — {i}, and | C, | is the cardinality of
set C,,.

Substituting Eqs. (13) and (21) into Eq. (20),
we have

N 2% 1
P‘JJUS — Z PU' 1 - 2 ( -1 )IU,,,\ +1
i m=1

i=1 1+ z O'Eb

keU, O

(22)

3 Numerical Results

In this section, we present the simulation results of the
proposed JJUS scheme and the traditional round-robin
scheme in terms of their SRTs. It is pointed out that A,
is defined as A,, =o/0-, where ¢} and o are the aver-
age channel gains of the U-BS link and the U-E link, re-
spectively. In order to examine the correctness of the ana-
lytic results, the Rayleigh fading channel is used to gen-

erate the instantaneous channel gains. Moreover, we de-
2
e

note o7, = a,,07, and O'i, =, 0, , where a,, and «,, are as-
sumed to be 1 in this simulation. Additionally, the ana-
Iytic intercept probabilities and outage probabilities of the
round-robin and JJUS schemes are obtained by plotting
Egs. (15), (14), (22) and (18), respectively. Fur-
thermore, R is assumed to be 1 bit/(s + Hz).

Fig. 2 depicts the SRT of the round-robin, PUS, and
JJUS schemes for different N. Simulation results and ana-
Iytic results of the SRT for the JJUS scheme are provided
in this figure. One can see from Fig.2 that as the number
of users increases, the SRT of the JJUS and puUs'®!
schemes improve, due to the diversity gain of multi-us-
ers. In other words, we can improve the security of wire-
less transmissions by increasing the number of users.
However, the SRT of the round-robin scheme remains
unchanged, which cannot achieve the performance gain
from the increasing number of users. In Fig.2, it is also
shown that the proposed JJUS scheme outperforms the tra-
ditional round-robin and PUS schemes in terms of the
SRT for N =2,4,8 cases. Furthermore, the difference
between the simulation results and theoretical SRT is neg-
ligible, proving the correctness of the SRT analysis.

In Fig. 3, we show the SRT of the round-robin, PUS
and JJUS schemes for different M. One can observe from
Fig. 3 that as the number of eavesdroppers M increases
from M =1 to 4, the SRT performance of all schemes de-
grades, which means that increasing the number of eaves-
droppers worsens the security of wireless transmissions.
In addition, Fig. 3 also shows that the SRT performance
of the proposed JJUS scheme is better than that of the
round-robin and PUS schemes for M =1, 2, 4 cases.
Moreover, the round-robin scheme considers the fairness
of multi-user scheduling, which may sacrifice the SRT
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)
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Outage probability
—— PUS scheme N =2 (analytic)
fffff PUS scheme N =4 (analytic)
- PUS scheme N =8 (analytic)
—— Round-robin scheme N =2 (analytic)
Round-robin scheme N =4 (analytic)
""" Round-robin scheme N =8 (analytic)
— JJUS scheme N =2 (analytic)
JJUS scheme N =4 ( analytic)
—— JJUS scheme N =8 (analytic)
o JJUS scheme N =2 ( simulated )
+ JJUS scheme N =4 (simulated)
o JJUS scheme N =8 ( simulated)

Fig.2 SRT of the traditional round-robin, PUS and the pro-
posed JJUS schemes for different numbers of users with M =2,
An =0dB, p=0.01, and  =0.99
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JJUS scheme M =4 ( analytic)
o JJUS scheme M =1 ( simulated)
+ JJUS scheme M =2 ( simulated)
o JJUS scheme M =4 (simulated )

Fig.3 SRT of the traditional round-robin, PUS and the pro-
posed JJUS schemes for different numbers of eavesdroppers
with N=8, A, =0dB, p=0.01, and  =0.99

me

performance, particularly in the multi-eavesdropper regions.

Fig. 4 illustrates the SRT of the round-robin and JJUS
schemes for different pairs of (p,7n). One can see from
Fig. 4 that as the factor p degrades and 5 upgrades, the
SRT of the JJUS scheme improves accordingly. This is
due to the fact that for an improved reliability of transmi-
ting artificial noise, the interference of artificial noise to
the main links will be decreased, and the interference of
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artificial noise to wiretap links will be increased. In other
words, we can improve the security of wireless transmis-
sions by increasing the accuracy of transmission of artifi-
cial noise. Furthermore, Fig. 4 also illustrates that the
proposed JJUS scheme outperforms the traditional round-
robin scheme in terms of the SRT for both (p,7n) =
(0.02,0.99) and (p,n) =(0.15,0.9) cases.

100 =

Intercept probability
S
1L
T

102
102

1
107!
Outage probability
—— Round-robin scheme p =0. 15,7 =0. 9 (analytic)
————— Round-robin scheme p =0. 02,7 =0. 99 (analytic)
—— JJUS scheme p =0. 15,7 = 0.9 (analytic)
————— JJUS scheme p =0.02,7 = 0. 99 ( analytic)
+ JJUS scheme p =0. 15,1 = 0. 9(simulated )
o JJUS scheme p =0.02,7 = 0. 99 ( simulated )

Fig. 4
JJUS schemes for different pairs of p and n with A
=8, and M =2

SRT of the traditional round-robin and the proposed
=0dB, N

me

Fig.5 illustrates the SRT of the round-robin, PUS and
JJUS schemes for different A,, cases. One can see from
Fig. 5 that as the A, increases from -3 to 3 dB case, the

00—

—_
o
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10721

Intercept probability

1073 L s i
10-3 1072 10! 10°
Outage probability
—— Round-robin scheme A,,, =-3 dB(analytic)
Round-robin scheme A, =0 dB( analytic)
""" Round-robin scheme A,, =3 dB(analytic)
— PUS scheme A ,,, =—3 dB( analytic)
------ PUS scheme A, = 0 dB( analytic)
—— PUS scheme A, =3 dB(analytic)

— JJUS scheme A,
—— JJUS scheme A,,,
""" JJUS scheme A,
o JJUS scheme A,,,
+ JJUS scheme A,
o JJUS scheme A,,,

Fig.5 SRT of the traditional

posed JJUS schemes for different A

0.01, and 5 =0.99

-3 dB( analytic)
0 dB( analytic)

3 dB( analytic)
-3 dB( simulated )
=0 dB( simulated )
=3 dB( simulated )

round-robin, PUS and the pro-
with N=8, M=2, p=

me

SRT of the round-robin, PUS and JJUS schemes are en-
hanced obviously. Moreover, it is shown that the JJUS
scheme outperforms the round-robin and PUS schemes in
terms of the SRT for A, = -3, 0, 3 dB cases. In A, =
—3 dB region, the SRT of the proposed JJUS scheme is
better than that of the round-robin scheme for A, =0,3

dB cases, wherein the A,, = —3 dB case means that the

me

me

average channel gain of the wiretap links is two times bet-
ter than that of the main links. Moreover, the proposed
JJUS scheme can guarantee secure transmission even in
the very low A,, = —3 dB region.

4 Conclusion

In this paper, we investigate a wireless network consis-
ting of multiple users and one base station in the presence
of multiple eavesdroppers and one jammer, where the
eavesdroppers are deployed to intercept the transmissions
of the main links deliberately. We propose a joint jammer
and user scheduling scheme to improve the security-relia-
bility tradeoff in the considering scenario. Moreover, we
analyze the SRT performance of the proposed JJUS
scheme, as well as the traditional round-robin scheme for
comparison purposes. It is illustrated that the JJUS
scheme outperforms the round-robin and PUS schemes in
terms of the SRT. Furthermore, even in the very low A,
region, the SRT performance of the JJUS scheme is sig-
nificantly better than that of the round-robin and PUS
schemes.
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