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Security investment and information sharing for complementary
firms with heterogeneous monetary loss
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Abstract: Two complementary firms’ information sharing and security investment are investigated. When two complementary
firms with heterogeneous assets are both breached, it is assumed that they suffer different losses which are associated with their
information assets. Some insights about optimal strategies for the firms and the attacker are obtained by the game theory, which
forms a comparison with those derived from substitutable firms, and those derived from complementary firms with homogenous
loss. In addition, both the unit transform cost of investment and the extent of firms’ loss affect the optimal strategies.
Assuming that firms can control information sharing, security investments and both of them, respectively, the effect of the
social planner is further analyzed on the information sharing, firms’ aggregate defence, the aggregate attack and social total
cost. Finally, some policy advice is provided through numerical simulation. Results show that firms are willing to choose
security investment centrally rather than individually, but an intervention in information sharing by the social planner may not
necessarily be preferable.
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acing the increasing incidence of cyber-attacks and security breaches, a considerable number of firms have invested

heavily in information security technology and investment strategies to reduce the likelihood of major damages ari-
sing from these security events'' ™. Security investment requires costly funding, planning, sustained effort through
time, involving build-up of infrastructure, culture, and competence; while information sharing, such as firm collabora-
tion and sharing security knowledge with other firms'*”', may be more or less free aside from leakage costs as a conse-
quence of sharing'® . Therefore, it has been a trend that government and public organizations foster a movement toward
sharing information about security events among different organizations and sectors'”” .

Two firms may operate independently in different markets, or they may be so strongly interconnected. The interde-
pendence between firms has been widely stressed'"”"*'. Liu et al. ' considered information assets to be complementary
or substitutable. Information assets are complementary if the combined information assets of two firms are of significant
value while the information asset of a single firm is not valued by a hacker. Hence, successful hacking attempts in the
first firm leads to penetrated cross traffic toward the other firm. Information assets belonging to two firms are substitut-
able if the incremental benefit of attacking the second firm (after successfully penetrating the first one) is lower than the
effort for a hacker. Hence, a hacker will stop if he has penetrated one of the firms and gained access to the assets.

Liu et al. "' discussed security decisions about knowledge sharing and security investment for two complementary
firms or two substitutable firms. Nevertheless, they did not consider attacker behaviour and the leakage cost of informa-
tion sharing. Gao et al. " made further discussion about security investments and information sharing for complementa-
ry firms in consideration of attacker behaviour and leakage cost. Gao et al. """ assumed two complementary firms in-
curred equal monetary loss when an information breach occurs, and they obtained some results which formed sharp
comparisons with those of common ( substitutive) firms derived by Hausken'® .
sets can have heterogeneous monetary loss when an information breach occurs, even though they are complementary.
For instance, in a major commercial airplane company, the tail-section design of a new airplane model is outsourced to
a vendor firm. A hacker who is interested in obtaining business intelligence about the whole design of the new airplane
will have to obtain design information from both the firms. The principal firm with higher assets than vendor in this
model will have more monetary loss if the information system of business intelligence is breached successfully'*’. An-
other example, before the information sharing between Walmart and Proctor & Gamble, they can reach an agreement
that the firm leaking the information will be held liable''. Therefore, when an information breach occurs, only the

However, two firms with different as-
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breached firm suffers the loss and the other firm is covered by the agreement.

In the paper written by Hausken'""™', the attacker’s attack depends on the resource constraint and attack efficiency
when a substitutable firm’s assets is attacked. Hausken'® considered that one of two firms retains a fraction of its own
assets when he analyzed different firms’ profit. Therefore, we assume that a firm’s loss is equal to its assets when an
information system is breached successfully, in order to simplify the expressions of notations and facilitate calculation.

1 Model

Firm i and firm j invest ¢, and #; in information security technology to defend their assets, respectively. The security
investment expenditure of firm i and firm j are c,, and c,t;, respectively, where c, and c; are the inefficiency of security
investment for firm i and firm j, or an unit transformation cost of firm i’s and firm j’s security investment, respective-
ly'”. Firm j shares an amount of s; with firm i means that firm j delivers s, to firm i. Hence, the actual security invest-
ment that contributes to firm i is ¢, +vs;, where y € (0, 1) measures the efficiency of information sharing. Parameter y
describes the similarity and the compatibility between two firms’ information technology environments''. For example,
v should be relatively large if both firms use the same kinds of security products, but relatively small if one firm swit-
ches to other kinds of security products.

An attacker launches a cyber-security attack of magnitude 7, against firm i and 7, against firm j to appropriate as
much as possible of the assets. The cyber-attack expenditure against firm i or firm j is C, and C is the inefficiency of
cyber-attacks or an unit transformation cost of cyber-attacks'®. If two complementary firms have heterogeneous mone-
tary loss r, and r;, when their information systems are both breached successfully, the attacker obtains a benefit of r, +

r,. Parameter o (o < 1'

_ ) was introduced to describe the two firms’ relationship in resisting cyber-attacks, because
firms are always interdependent. When « is positive, two firms are cooperative in defending themselves. Positive inter-
dependence between firms also means that the attacker’s attack against one firm becomes channeled further to a degree
of « to the other firm. When « =0, the firms are 100% independent. This means that one firm’s security investment
exclusively defends itself. When « is negative, each firm’s security investment is detrimental to the other firm, and
merely strengthens one’s own firm. Therefore, firm i’s aggregate defence and attack’s aggregate attack against firm i

are finally given by
t?:ti+75j+a(tj+75i) s T?:Ti"'aT/ ,j=1,2; i#] (D

where « is restricted to ensure that both #;', T are positive and are further restricted when necessary'”'.

According to widely used security breach probability function depending on aggregate defence ¢ and aggregate attack
T2 the probability that firm i’s information system is breached is as follows:
T} T, +aT,

P(t)T)) ==
(7, T7) 0+ T to+ys; +alt+ys) + T, +aT,

(2)

Since information sharing is risky for both firms, leakage cost might be inflicted on firm i as a result of such sharing.

Therefore, the leakage cost of firm i s

gi(golsf _Qozsf _€03S[sj) Q=@ + s (3)

where ¢, is the inefficiency (unit cost) of own leakage; ¢, is the efficiency (unit benefit) of the other firm’s leakage
(since one firm benefits from the other firm); ¢, is the efficiency (unit benefit) of joint leakage. Therefore, when the
information systems of both firm i and firm j are breached successfully, the expected cost of firm i and firm j, and the
attack’s expected benefit is given by
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where 7, and s, are firm /’s decision variables; 7, and s, are firm j’s decision variables; and T, and 7; are the attacker’s de-
cision variables.
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2 Each Firm and Attacker Optimized Individually

Similar to Hausken'” and Gao et al. ", firm i’s and firm j’s information sharing in equilibrium strategies are given
by the first-order conditions as follows ( The equilibrium strategies for firm j can be obtained only by replacing symbol
i and j with each other, which are omitted in our subsequent discussion for simplification) :

%_7(2§0lcjr? —g03Cir_?) @_y(%c,.rf _2§chjr?)

> SR (7)
ar,  rr(4e —@y) ar rri(4e - @3)

Proposition 1  One firm’s information sharing decreases/increases with its monetary loss caused by a security
breach, when the other firm’s rate of return on security investment is/is not high enough. In order to facilitate analysis,
r./c;and r;/c,(i=1,2) are both defined as the rate of return on security investment. One firm’s information sharing in-
creases/decreases with the other firm’s monetary loss caused by a security investment, when the other firm’s rate of re-
turn on security investment is/is not high enough. That is, 9s,/9r, <O if rjz./cj. >(ri/c)(2¢,/@y), s/ dr, >0 if rf/cj
<(r/c) e /@y); as/dr, >0 if ri/c; > (r1/c) (2¢,/¢3), ds,/ar, <0 if ri/c, < (r/c)(2¢,/@;) .

Proof It follows from ¢, =¢, + ¢,, and 2¢, > ¢,. The first-order conditions of two firms’ security investment and
the attacker’s security investment are given by
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where 17 =1, +ys, + a(t, +ys,), 1, =t,+ys, +a(t, +ys), T, =T, +aT,, T} =T, +aT,. Substituting Eq. (8) into Eq.
(9) yields

_7(2¢1er?+¢30ir_?) _7(2§01cir_§+§0scjr?) (11)
rr(der @) T rr(4e) - @)
Solving Eq. (8) gives
I T]’_* c,r, —ac;r, T]’.* T ;1 —acr;
- : - (12)
(5 +TH 0 +T rr(1=-a”) 0+ T () +TH rr(1-a)
Solving function (10) gives
A A A
AtiA7ATi = £ ’ A’T?A Atj 2= £ (13)
(ti+Ti)-tj+T_'? (ri+r)(l+a) ti*'T;(t,,-"'T?) (ri+r)(l+a)
Combining Eqgs. (12) and (13), we can obtain
A_c,.rj—c\ccjri(r,+rj)(l+oz)A A_cjrl.—ozc,.rj(ri+rj)(1+oc)tA (14)
Conn(l-a) c U nn(l-a) c '
which, together with Eq. (13), yields
A (c;r;, —c;ria) (¢;r; = ;100 (7, + rj)Br,.rj(l -a’)

i =
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T (e;r; —¢ra) (e, —cryo0) (ry + rj)3rirj(1 -a’) (15)
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and furthermore,
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Therefore, according to T =T, + al, 7”,* =T, +aT,, we obtain
T :(cirj _eria)(cjri —cirja)(ri +ri)3riri[]7_a17] T :(C,.ri —erl-()l)(cjri _Ciria)(ri +rj)3rirj[17_a17]
’ rq p gl rq g P

where p =Crr,(1 —a) +(c;r; —c;r) (r+1,), g=Crir(1 —a) +(c;r, —c;rjo)(r, +71,).
Substituting s, and s, into 7, + af; = - y(s; +as,) and af, +1, = tf —-v(s; +as;) yields

(ri+rj)2r:? rf(] _a)C[eri_Cirja ¢ —¢ra 72(29"10[’"?"'%030‘/"?)
i= : -—a— : —
P4 p q rr (4 - @2)
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With the increase of firm i’s monetary loss r;, firm i needs to decrease the joint probability of a security breach to
maintain its expected cost. Firms’ aggregate defence consists of security investment and information sharing. The joint
probability of a security breach decreases regardless of whose (firm i’s or firm j’s) aggregate defence increases.

When firm j’s rate of return on security investment is not high enough, with the increase of firm i’s monetary loss r,,
firm i has two kinds of strategies to decrease the joint probability of a security breach. First, firm i can increase its se-
curity investment and further increase its aggregate defence. Secondly, firm i can share information with the other firm
(firm j) and further increase the other firm’s aggregate defence. That is ds,/dr, >0. When firm j’s rate of return on se-
curity investment is high enough, compared with firm j, firm i’s information sharing only has less effect on the other
firm (firm j). This makes firm i change its information sharing to security investment and further increases its aggre-
gate defence. Thus, firm i’s information sharing decreases with its monetary loss when firm j’s rate of return on securi-
ty investment is high enough.

Similarly, with the increase of firm j’s monetary loss r;, firm j needs to decrease the joint probability of a security
breach to maintain its expected cost. When firm j’s rate of return on security investment is not high enough, firm i pre-
fers to increase its own security investment and further increases its own aggregate defence to decrease the joint proba-
bility of a security breach. Nevertheless, when firm j’s rate of return on security investment is high enough, firm i pre-

" and

fers to share information with firm j to help firm j increase firm j’s aggregate defence. However, both Hausken
Gao et al. """ showed that firms’ information sharing is independent of the monetary loss caused by a security breach.
Gao et al. "' showed that information sharing never depends on each firm’s inherent vulnerability.

Next, we study the impact of the firm’s monetary loss on the firm’s aggregate defence and attacker’s aggregate at-

tack. When o—0, there are
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where p =Cr,ri(1 —a) +(c;r; —c;rya) (r; +1,), q=Crir(l —a) +(c;r; —c,r,0) (r; +1;).

oT;/ dr; is influenced by the firms’ monetary loss and their unit transform cost, so it is unfixed. Particularly, aT!/a
r; >0 when two firms have the same monetary loss and unit transform cost.

Proposition 2 1) One firm’s aggregate defence and attacker’s aggregate attack against this firm both increase with
the increase of the firm’s monetary loss. That is at./ar, >0, 9T:/ar, >0. 2) Firm i’s aggregate defence decreases with
firm j’s monetary loss. The attacker’s aggregate attack against firm i increases with firm j’s monetary loss when two
firms have the same monetary loss and unit transform cost. That is atf/arj <0, and 87'?/arj >0 when ¢; =c,and r, =r,.

It is straightforward to understand that the attacker will increase its aggregate attack against firm i with the increase of
firm i’s monetary loss. This is because, with the increase of firm i’s monetary loss, the attacker can obtain more bene-
fits after a successful breach. Firm i will increase its aggregate defence, and further decreases the joint security breach
probability. Hausken'®
showed that one firm’s aggregate defence and the attack’s aggregate attack against this firm both increase with the sum
of both firms’ monetary loss. Gao et al. '

obtained a similar result for one firm in the case of substitutive firms. However, Gao et al. "

showed that one firm’s aggregate defence increases with the firm’s monetary
loss, but the attacker’s aggregate attack decreases with it.

According to the above analysis, firm j needs to increase its aggregate defence with the increase of its monetary loss.
For two complementary firms, each firm’s expected cost is closely related to the joint security breach probability.
Therefore, in order to help firm j increase its aggregate defence, firm i will increase its information sharing by decrea-
sing its aggregate defence. According to the above analysis, the attacker increases its aggregate attack against firm j with
the increase of firm j’s monetary loss. In addition, the attacker can obtain benefit if and only if two complementary firms
are breached successfully. Thus, the attacker needs to increase its aggregate attack against firm i at the same time. How-
ever, Gao et al.!” showed that firm i’s aggregate defence and the attacker’s aggregate attack against firm i only increase
with the sum of both firms’ monetary loss. Hausken'” showed that firm i’s aggregate defence and the attacker’s aggregate
attack against firm i are both independent of the monetary loss caused by a security breach against firm ;.

3 Social Planner Controls Information Sharing and Security Investment

Similar to Ref. [6], welfare analysis is needed to show whether a social planner should be allowed to control infor-
mation sharing and security investment, and how regulation at the level of sharing and investment affects social wel-
fare. Naturally, a social planner minimizes the following social total cost:

T, +aT, T, +aT,
Ct+ys +alt +ys) + T +alit, +ys, +a(t, +ys;) + T, +aT,

(ri+r) + (21)
c;t+cf + (¢, _902)5? +(g, _sz)sjz _2€D3S,Sj

Assume that a social planner can specify two firm’s security investment, information sharing and both of them, respec-
tively. There are four cases regarding firm i’s information sharing, aggregate defence and aggregate attack at equilibrium.
Case 1 Neither information sharing nor security investment is controlled centrally.

N _YQ2ecr +iery)
rirj(4g0? _§D§)
N (c;r,=cra)(r,+r)'r r(l-a’)(1-a)C

i = [Crir(1 —a) +(c;r; —c;r)(r, +1f/.)]2[Cri1f/.(1 —a) + (¢, —cro)(r, +71)]

3 2
A (c;r,—cria) (¢;r; —cro) (1 + 1) rr(1 —a)

[Crir(l —o) +(c;r; —c;ra) (r; +71,)] I Crir(l-a) +(c;r,—cra)(r; +r1,)]
Case 2 Only information sharing is controlled centrally.

_y(rj+rj)[cjri(¢l —@,) +Ci1ps]
2rirl (e _QDZ)Z_QDg]
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t, =
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3 2
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Case 3 Only security investment is controlled centrally.
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Case 4 Both information sharing and security investment are controlled centrally.

el e teel

ish+in = 2[ (o, _¢2)2 —47;]
A (Cj—c,»(x)(r,»+”,-)(1‘az)(l_"‘)c
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Therefore,
7(2§91cjr13’ +§Dscir_;3') ')’[C_fr?(ﬁol -@,) +Cirjz' ®;]
i T Sin T 2 2 >0, S = Sinain = 2 2 >0
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C.r.|r. - +(r +r C. - - I,
lim(si _sish) :7 ’ I[ I(QDI ¢2) ( : /)¢1] <0, lim(siin _sish+in) :7 /[(QOI gDZ) l /] <0
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The difference between this paper and Gao et al. ’s'”’ is only the firm’s monetary loss is caused by a security breach,

0, we assume ¢, =c; =f to facilitate our calculation. In the above four equilibrium security decisions, the social total
cost is calculated separately.

When firms make decisions individually, the social total cost is

P jQ(ri—arf)(rf—ari)(r,.+rf)3+fgrf r/z,(ri+rj)2(1—a)2C(rl.—ar/. r,—ar, yzfg(r?+rjz,)
_ T . . + B
Pq pq p q rir(2¢, - @3)
YILQer +9,1)" + Qo1 +¢,17)] V2o r +¢,7) 20,1 +¢,17)
2 2 4 2 2\2 2 2 4 2 252
T rj( © —@3) r; r]( © —@3)

When social planners only choose information sharing centrally, the social total cost is

(@) —,)

—ZQD

3
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, thus, F, —F >0 when r} +rj4. >(r rj +r[rj3.) and 20,0, — @5 >
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Similar to the above, when ¢, — ¢, =¢,, there is
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Proposition 3 1) Compared to the case when information sharing is controlled individually, the firm’s information
sharing is higher when information sharing is controlled centrally by social planners, but a firm’s aggregate defence and
its aggregate attack are equal. That is s,, > S, > Sins B+ = funs Tt = Toans ton = trnsins Tin = Tnsim- 2) Compared to
the case when firms control security investment individually, a firm’s information sharing is lower when information
sharing is controlled centrally by social planners. That is s, > s 3) Given that both firms control security

investment individually, when social planners control information sharing centrally, the social total cost is higher than

iin » Sish > Sish +in*
that when both firms choose their information sharing individually. Given that social planners control security invest-
ment centrally, when social planners control information sharing centrally, the social total cost is lower than that when
both firms choose information individually. That is F,, > F, F <F,.

Given that both firms choose security investment individually, each firm’s strategies to make the optimal investment

in + sha

is based on its own condition. Thus, in this condition, when the social planner controls information sharing centrally,
the social total cost is higher than that when firms control information sharing individually, which is caused by the in-
formation asymmetry and the incoordination of strategies between the firms and social planners. However, when the
social planner controls both security investment and information sharing centrally, security investment and information
sharing can complement each other because there is neither incoordination nor information asymmetry. Therefore,
when the social planner control both security investment and information sharing centrally, the total social cost is lower
than that when only the social planner controls security investment centrally.

Let =0.2. ¢;=¢;=C=0.3, y=0.8, ¢, =1.5, ¢,=0.8, ¢, =0.1, r, =2, and r, increases (0.5 once) from 2
to 5. The effect of the firm’s monetary loss on firms’ optimal strategies is analyzed by calculating the social total cost
in all above four cases. Then, the social total cost changes with the increase of firm i’s monetary loss in four equilibri-
um strategies, respectively, as shown in Fig. 1.

The social total cost in Proposition 3 is shown in Fig. 1, — & Tndividual decisions
which is consistent with those for substitutive firms*"’ and 50 —o—Partially centralized decision
those for complementary firms with equal monetary loss'’ . 450 case (information sharing )
Besides, when firms choose security investment individually %Ezg?igéﬁfﬁ;r ?gj:ggi%ision

40}
with the increase of the difference between two firms’ mone- Centralized decision case
tary loss, the decision that firms control information sharing

centrally will have more impact on the social total cost, and

R

the impact remains unchanged when firms control security in-
vestment centrally. In addition, according to Fig. 1, when so-
cial planners control security investment centrally, the social

total cost which is negatively related with social welfare is 15 ) ) ) ) ) ,
lower than that when both firms make security investment in- 20 25 3.0 35 4.0 4.5 5.0
dividually, no matter whether information sharing is con- i

trolled individually or centrally. According to the above anal- Fig.1 Social total cost in four equilibrium strategies
ysis, some policy advice is given as follows: respectively (r; =2)

1) Firms are willing to choose security investment centrally
rather than individually, whether information sharing is controlled centrally or not.

2) When the social planner does not control firms’ security investment, the firms are willing to choose information
sharing individually rather than centrally. Nevertheless, when social planners control the security investment centrally,
the firms will like to choose information sharing centrally rather than individually.

3) The social planner has two choices in making their decision to increase social welfare. The first choice is to con-
trol both firms’ security investment and firms’ information sharing centrally, and the second choice is to control neither
firms’ security investment nor firms’ information sharing centrally.

4 Conclusion

The security investments, information sharing and cyber-attacks are discussed using complementary firms with heter-
ogeneous monetary loss caused by a successful breach. Many propositions obtained by Hausken et al. *”’ has changed,
when complementary firms suffer heterogeneous monetary loss. Besides, the influence of the gap between two firms’
monetary loss is analyzed by using social total cost and firms’ decisions, and then some policy advice is given. Some
interesting research directions are worth further investigating. First, one can validate the results of this paper by allo-
wing the value of an information asset to be different for the hacker and for the two firms. Secondly, it may be inter-
esting to extend our results when considering a hacker’s information sharing. Thirdly, one can consider security prob-
lems that introduce some evolutionary learning dynamics for information sharing and security investment.
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