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Abstract: In order to solve the problem of how a firm makes
an optimal choice in developing information systems when
faced with the following three modes: development by its own
efforts, outsourcing them to a managed security service
provider (MSSP) and cooperating with the MSSP, the firm’s
optimal investment strategies are discussed by modeling and
analyzing the maximum expected utility in the above cases
under the condition that the firm plays games with an attacker.
The results show that the best choice for a firm is determined
by the reasonable range of the cooperative development
coefficient and applicable conditions. When the cooperative
development coefficient is large, it is more rational for the
firm to cooperate with the MSSP to develop the information
system. When the cooperative development coefficient is
small,
information system by its own efforts. It also shows that the
attacker’s maximum expected utility increases with the increase
in the attacker’s breach probability and cost coefficient when
the cooperative development coefficient is small. On the
it decreases when the cooperative development
coefficient is large.
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it is more rational for the firm to develop the

contrary,

information

‘ x T ith the rapid development of network finance and
e-commerce, the problems of network and infor-
mation security are becoming more serious. Information
security is not regarded as a purely technical problem any
longer. However, it is regarded as a more complex sys-
tem problem incorporating technology, management,
economy and so on. At present, information security eco-
nomics is one of the hot topics and it has attracted much
attention. Also, information security investment is one
part of information security economics.
Regarding information security investment, Gordon et

al. " presented an economic model that determined the
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optimal investment amount. The model took the vulnera-
bility of the information and the potential loss into ac-
count should such a breach occur. Cavusoglu et al. ' in-
troduced the game theory to determine the level of infor-
mation security investment, system vulnerability, and the
returns of investment and they also compared the obtained
results with those derived from the decision theory. Utili-
zing a differential game framework in which hackers dis-
seminated security knowledge within a hacker population
over time, Gao et al. "™ analyzed dynamic interactions
between a firm endeavoring to protect its information as-
sets and a hacker seeking to misappropriate them. In Ref.
[5], Gao et al. investigated information sharing and se-
curity investments by two firms provided that their infor-
mation assets were complementary, which meant that
their combined information assets were of significant val-
ue, whereas the information asset of a single firm is no
value to an attacker. Gao et al.'” discussed information
security investment strategies under targeted attacks and
mass attacks with considering strategic interactions be-
tween two competitive firms and a hacker. Huang et
" analyzed information security investment from the
perspective of a risk-averse decision maker. It is found
that the maximum security investment increased with the
potential loss and the investment in information security
did not necessarily increase with the level of risk aversion
of the decision maker.

The above mentioned articles are mainly about the de-
velopment of information systems by the firm’s own ef-
forts. But in some cases, for example, a firm’s develop-
ment ability is not enough, so the firm has to outsource
the information system security to the managed security
service provider (MSSP), which is called information se-
curity service outsourcing. There is little literature about

al.

information security service outsourcing. Elitzur et al. '™
proposed a new information security service outsourcing
contract by analyzing the disadvantages of an incentive
mechanism of outsourcing the intrusion detection and pro-
tection functions of a MSSP, which can mitigate the
problems. Lee' discussed the immoral problems in the
bilateral contracts and put forward the multilateral contract
to optimize investment. Hui et al. '
tem interdependency risks interacting with a mandatory
security requirement affected the equilibrium behaviors of
the MSSP and its clients when organizations completely

analyzed how sys-
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outsourced security protection to a managed security serv-
ice provider (MSSP). The literature showed that a man-
datory security requirement will increase the MSSP’s ef-
forts and motivate it to serve more clients.

If firms outsource information system security to a
MSSP completely, it will be subjected to greater system
interdependency risks. Considering the interdependency
risks or commercial secrets, some firms are reluctant to
outsource. However, firms do not have enough ability to
develop information systems by their own efforts and have
to cooperate with the MSSP. Meanwhile, firms hope to
train their own technicians to improve their ability in the
process of cooperation and finally attain the ultimate goal
of self-innovation.

The models proposed by Hui et al."” showed how
such system interdependency risks interacting with a man-
datory security requirement affected the equilibrium be-
haviors of the MSSP and its clients, and the clients had
two choices to completely outsource the information sys-
tem security to the MSSP or not. According to the above
models, firms have three choices in this paper : develop-
ment by the firm’s own efforts, outsourcing it to a MSSP
or cooperating with a MSSP. By establishing models de-
termining firm’s optimal investment strategies, value ran-
ges and conditions are given under which the above three
cases are applicable. Also, rational suggestions are given
for the firms.

1 Modeling

Suppose that a firm and a MSSP cooperate to develop
the information system jointly; that is, a whole informa-
tion system is developed by both the firm and MSSP. As-
suming that the quality of the information system devel-
oped by the firm is ¢, (0<g,=<1), the quality of the in-
formation system developed by the MSSP is ¢ (0<¢, <1
and ¢, >¢g,) and the information system’s security quality
is ¢=a’q,q.(a’ can assure 0<g<1) when the firm and
the MSSP cooperate to develop information system joint-
ly.

In Ref. [10], Hui et al. defined the expected utility
function u, when the firm chooses to develop information
systems by its own efforts as follows:

w =11 -a(l ~q) v~ 2’ (1)

where v denotes the system value; a(0<a<1) is the
attacker’s breach probability; ¢, (c,=0) is the firm’s cost
coefficient; 1/2¢,q; is the firm’s cost when the system is
developed by the firm’s own efforts. According to Eq.
(1), the optimal security quality of the information sys-
tem is g, = av/c, when the firm attains the maximum
utility.

Firm’s expected utility u#_ completely outsourcing to the
MSSP is as follows:

u =[1-all —g)lv+apv(l -q) -p=
[1=a(1=g)]v+aB(1 =) - (5 + 7
(2)

where B denotes the compensation portion received from
the MSSP when the system is compromised due to inter-
dependency risks; 1/2c,q° means the cost outsourcing to
the MSSP; p =1/2¢.q’ + 7y, means the cost function
outsourcing to the MSSP; and c (¢, >c;) means the cost
coefficient outsourcing to the MSSP. According to Eq.
(2), Hui et al. """ gave the solution of the optimal securi-
ty quality of the information system as g =av/c, and c,
> ¢, at the maximum utility when the firm outsources the
information system security completely to the MSSP and
the MSSP obtains profit 77,4 (7 yssp =0) . Firm’s expec-
ted utility u,, when the firm and the MSSP cooperate to
develop the information system is as follows:

1
u, =(1-a(l _Q))V_p_icin:

2
2 l 2 l 2
(1 -a(l -a'q,q,))v - T Csds T Tasse T 5 Cidx
Ol ) o’u . Oy
Solve —= = ava’q, - ¢,q,, —> = — ¢, <0, £ =
aqk ) aqk aqs
2 azuks auks auks
ave q, — ¢.q,, > = —¢, <0 and set — =0, =0.
aq. 94, g,

According to the above calculations and analysis, when
the firm attains the maximum utility, the cost coefficient
relationship of the firm and the MSSP is as follows: ¢, =
(ava’)’® o = (ava’)?

c, * c,

greater than that of the MSSP, that is, ¢, >¢,. So, ¢, >
(ave®)® (ava®)’ S
¢ = c

. The firm’s cost coefficient is

c¢,. It concludes that the value range

of firm’s cost coefficient and MSSP’s is ¢, < ava’ < c,.
The optimal security quality of the information system is

q, = @ \When the firm develops the information system
Cx

by its own efforts and ¢, = % when the firm completely

s

outsource the information system security to the MSSP.

(ava®)® av . 4 (ava®)?  av
=———=—ava =q, ava, ¢, =—— = —
, c, c, c

s s

So, ¢

ava' = g ava'. Substituting ¢, and ¢, into the above
equation, we obtain the following firm’s expected utility

when the firm chooses to cooperate with the MSSP:

1 1
u,=(1-a(l -q4q,))v _?Csﬂﬁ = T vissp _jck‘ﬁ =

. 1 ., .
v-av(l-q.q)) - 54, gy ava' — T yep —
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Y 4 * w 4
avg, - ¢, ava’ -4 q; ava
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2
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Sol = - <0, = -
olve q]z( q, avx aq\ avq, ) q, ava

2

F * 4 a uks
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. B 2
= —¢q ava' <0, and set ¢/ =-",
3a

s

q, = % Substituting ¢, = g, av = %av, c,=q,av =
3a ‘ 3a )
1 .2 | .
Fav, q. = Q, q, = oy into the equation of the ex-
a
pected utility of cooperating development, yields
PR 1 . 2w 1 . 2 o«
u,=v-av(l-g,q,) _?qs Gy AV — Tyssp _7‘1k q, av =
7 2 1
7 1
v _9a16av _27a64av ~ T mssp (3)

When the firm and the MSSP cooperate to develop the
information system, the system security quality is ¢ and
the attacker’s expected utility is as follows: u, =a(l —g)v

1
T2
coefficient and 1/2¢,a’ represents the attacker’s cost func-

c,a’, where c,(c,=0) represents the attacker’s cost

tion. Substituting ¢ = % and ¢, = % into the follow-
© 3« 3a

ing equation: u, = av (1

a

- q.49) - 5 Ga = av

(l _90116) _%Chaz- We obtain %:v(] —ga—m) -c,a.

d 2
Let o =0 and a = L(l - ]6). This leads to the fol-
da N 9a

lowing attacker’s maximum expected utility:
L
maxu, =a(l -q.q,)v - S =

2 2 2y
_9a16) _%(1 _9a16) (4)
h

2 ou,
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3(X 30[ 3a
2
Cy =q:av:32?av, a =CL(1 —907) into Egs. (1), (2)
h

and (3), we obtain the firm’s maximum utility as maxu,
when the firm develops the information system by its own
efforts, the firm’s maximum utility is maxu, when the
firm outsources it to the MSSP completely and the firm’s
maximum utility is maxu,; when the firm and the MSSP
cooperate to develop the information system jointly.

1
maxu, =[1-a(l —qk)]V—TCinz

1
v-av(l -gq,) —jcin =
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2 Analysis

According to the above calculations, the firm’s maxi-
mum utility is as follows when the firm develops the in-
formation system by its own efforts:

2

v 2 1 1
=v-——|1- l-—+——
maxiy =v h( 9a16)( 3a’ 270164)

The firm’s maximum utility of outsourcing to the
MSSP completely is as follows:

maxu, :v—ﬁ(l —9516)(1 —3(214)(1 -B) -

Ch

2y’ 2
270 ¢ ( - 9a16) ~ T vssp
h
The firm’s maximum utility when the firm and the
MSSP cooperate to develop the information system jointly
is as follows:

v 2 \° v | 2
maxu, =V _Z(l _9a16) _9612706‘},( _90116) ~ T mssp

The attacker’s maximum expected utility is

2 Vv 2 4\2
- ]ﬁ) - 7( 1- 16)
9a 2c, Sa
Comparing the following results of maxu,, maxu,,
maxy,, maxu,, —maxu, with each other and according to
Ref. [10], we obtain the following conclusions.

Proposition 1 ~ When the firm cooperates with the
MSSP to develop the information system, the firm’s max-

maxu, = av( 1

2 2
. e % 2
imum expected utility is maxu, = v — 7(1 - ,6) -
c, 9a

v 2 . . .
9o e (1 —907,) — 7ryssp At the firm’s maximum security
h

4

quality of the information system with ¢ = P The

s

MSSP’s maximum security quality of the information sys-

. _ay
tem g, =—

s

and ¢ (c, > c¢,) respectively, and their cooperative effi-

, the firm’s cost and the MSSP’s cost are c,
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ciency coefficient range is (2/9)"'° < a < 1. The compari-
son result of the three patterns of the maximum expected
utility is maxu,, > maxu, > maxu, without considering
compensation; that is, the firm’s cooperative maximum
expected utility is greater than the utility under the condi-
tions that the firm outsources to the MSSP or the firm de-
velops by its own efforts. In this case, it is reasonable for
the firm to cooperate with the MSSP to develop the infor-
mation system when the compensation is small.

Proposition 2 When the cooperative efficiency coef-
ficient is o = (2/9)""®or o =0. 641 28 or o = 0. 889 2.
The comparison result of the three cases is maxu,, =
maxu, = maxu,; that is, the firm’s cooperative maximum
expected utility is equal to the maximum expected utility
outsourcing to the MSSP and equal to the maximum ex-
pected utility when the firm develops by its own efforts.
In this case, three choices are all applicable to the firm.

Proposition 3 When the cooperative efficiency coef-
ficient value range is 0 < a < (2/9)"", the comparison
result of the three cases is maxu,, < maxu, < maxu ; that
is, the firm’s cooperative maximum expected utility is
less than the maximum expected utility when the firm de-
velops by its own efforts and less than the maximum ex-
pected utility outsourcing to the MSSP. In this case, it is
rational to outsource to the MSSP when the MSSP’s profit
is not so large.

Proposition 4 The maximum expected utility of the
attacker is maxu, which increases with the increase in the
attacker’s breach probability and the attacker’s cost coeffi-
cient when the cooperative efficiency coefficient value
range is 0 <o < (2/9) "'
crease in the attacker’s breach probability and attacker’s
cost coefficient when the cooperative efficiency coeffi-
cient value range is (2/9)""% < @ < 1. The attacker’s
maximum expected utility changes with the value of the
information system and the attacker’s cost coefficient.

, while it decreases with the de-

3 Conclusion

How does a firm make optimal choices in developing
information systems under certain conditions when faced
with the following three modes: development by its own
efforts, outsourcing them to a MSSP or cooperating with
the MSSP? This paper gives the firm’s optimal investment
strategies by modeling and analyzing the maximum ex-
pected utility in the above three cases and takes into ac-
count the condition that the firm plays games with an at-
tacker simultaneously. When the cooperative efficiency is
within a reasonable range, and the firm and the MSSP
obtain the optimal security quality of the information sys-
tem, the firm can attain the maximum expected utility. In
some cases, the best choice for firms is to outsource to
the MSSP or to develop by its own efforts. In the game
between the firm and attacker, the attacker’s maximum

expected utility increases with the increase in the breach
probability and the attacker’s cost coefficient, while it de-
creases in some other cases. The maximum expected util-
ity of the attacker changes with the information system
value and cooperative efficiency coefficient.

The security investment regarding multiple firms and
MSSPs will become more complex and it will draw differ-
ent conclusions. Also, dynamic games between multiple
firms and attackers need to be discussed in future re-
search.
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