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Abstract: Due to the fact that consumers’ privacy data sharing
has multifaceted and complex effects on the e-commerce
platform and its two sided agents, consumers and sellers, a
game-theoretic model in a monopoly e-market is set up to
study the equilibrium strategies of the three agents ( the
platform, the seller on it and consumers) under privacy data
sharing. Equilibrium decisions show that
consumers’ privacy data once, the platform can collect more
privacy data from consumers. privacy data
sharing pushes the seller to reduce the product price.
Moreover, the platform will increase the transaction fee if the
privacy data sharing value is high. It is also indicated that
privacy data sharing always benefits consumers and the seller.
However, the platform’s profit decreases if the privacy data
sharing value is low and the privacy data sharing level is high.
Finally,
information game among the agents is discussed. The results
show that both the platform and the seller cannot obtain a high
profit from privacy data sharing. Factors including the seller’s
possibility to buy privacy data, the privacy data sharing value
and privacy data sharing level affect the two agents’ payoffs.
If the platform wishes to benefit from privacy data sharing, it
should increase the possibility of the seller to buy privacy data
or increase the privacy data sharing value.
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after sharing

Meanwhile,

an extended model considering an incomplete

onsumers’privacy data is of great value to enterpri-
C ses. With the help of this data, enterprises can rec-
ognize the potential consumers and send them targeted ad-
U In practice, enterprises’
ability to collect consumers’ personal data varies. In the
context of e-commerce, the platform of which holds a
large amount of consumer data, while sellers on the plat-
form can only obtain a very limited amount. Take
taobao. com in China as an example. Taobao. com has ob-
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tained a large amount of consumer data, including con-
sumer identity data, browsing data, transaction data, fi-
nancial data, geographic location data, etc. The sellers on
taobao. com can only obtain limited data related to the spe-
cific orders submitted by the consumers during the transac-
tion. The lack of consumer data puts sellers at a disadvan-
tage among the competition. In view of this, some
e-commerce platforms share consumers’ privacy data to the
sellers. For example, taobao. com has launched data anal-
ysis tools. The sellers on taobao. com can pay to use these
data analyzing tools to improve their marketing ability.

The impacts of privacy data sharing on the e-commerce
platform, the sellers and consumers are multifaceted. For
consumers, they bear more privacy risks; on the other
hand, privacy data sharing enables consumers to obtain
additional personalized services from sellers. For the sell-
ers, privacy data can help them conduct accurate market-
ing, which is helpful to recognize the demanded consum-
ers; on the other hand, the sells should pay for privacy
data sharing. If the sellers can obtain little value from pri-
vacy data, accepting privacy data sharing will reduce the
profits of sellers. For the e-commerce platform, on the
one hand, providing data sharing can increase revenue
through the payment of the sellers; meanwhile, data sha-
ring can attract more sellers to join in the platform for the
value of consumers’ privacy data; on the other hand, the
privacy risk brought by data sharing may cause consumers
to be reluctant to purchase products through the platform,
thus reducing the transaction commission. In consideration
of consumer privacy concerns, by studying the effects of
data sharing, we can help the platform to further decide its
strategy when sharing privacy data with the seller. The
questions we studied specifically include: What is the im-
pact of data sharing on the platform transaction fee setting
and the seller’s product price strategy? What is the impact
of data sharing on the disclosure of consumers’ privacy da-
ta? What is the impact of data sharing on platform profit,
seller profit and consumer surplus?

Recently, researchers have studied the topic of data
sharing mainly from three aspects. The first aspect is the
role of personal data sharing in the competition of enter-
prises. For example, Casadesus-Masanell et al.”' dis-
cussed the impact of consumer privacy concerns brought
by data transaction behavior of enterprises on enterprise
competition. Montes et al. " studied the strategy of data
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dealers selling data to two competing enterprises and the
impact of enterprises’ purchase of consumer data on com-
petition. The above literature studied data transaction be-
tween data supplier and data demander. These firms have
no other connections. Our study focuses on data/data
sharing behavior between the platform and the sellers on
it. These two agents are connected by data sharing as well
as product selling. Data sharing has effects on product
selling. Therefore, the effects of data sharing on the
agents are more complex. The second aspect is the factors
that influence consumers’ personal data sharing behav-
jor”™. Dinev and Hart'”' studied the impact of consum-
er privacy concerns on personal data disclosure and they
found that the existence of privacy concerns led consum-
ers to be reluctant to easily provide personal data on the
1. " explored the impact of the pri-
vacy protection mechanism on privacy data disclosure.
They believed that the privacy protection mechanism
strengthens consumers’ trust in enterprises, which makes
consumers more willing to disclose privacy data. These
studies focused on the impact of consumer privacy con-
cerns or privacy protection measures on consumer privacy

Internet. Bansal et a

data disclosure. In fact, the application of privacy data on
consumers also has an effect on consumers’ disclosure be-

. 14
haviors'"

. However, at present, there are few studies in
this area. The third aspect is that much research focused
on data sharing in the supply chain'”"". For example,
Zhang et al. '™ investigated data sharing and after-sale
service in the supply chain and found that data sharing did
not always bring a win-win situation to the retailer and
manufacturer. Most of these studies discussed the demand
data and operation data of the enterprises, while we will
study consumers’ privacy data sharing behavior. We fo-
cused on the effects of data sharing behavior on the e-
commerce platform, seller and consumers. Through con-
structing a game-theoretic model, we tried to explore the
impacts of data sharing on the platform’s transaction fee,
the seller’s product price setting as well as on the consum-
er privacy data disclosure strategy.

1 Model

We study the impacts of data sharing on the platform,
the seller and consumers in a monopoly market through a
theoretic game model. In the model, the platform helps
the seller to sell its products and charge transaction fee for
each transaction. Consumers buy products on the platform
and meanwhile, as required, disclose personal data to the
platform as a tradeoff for a personalized service. In order
to help the seller operate effectively, the platform applies
the data collected from consumers to the firm. We illus-
trate the relationship among the three agents in Fig. 1.

We assume that the platform charges the seller a trans-
"I In addition, suppose that
each consumer can buy one unit product at most. There-

action fee ¢ for each sale'

Transaction fee

Platform
Privacy data Privacy
sharing fee Personalized data
_ service
Privacy
data
sharing
Firm Consumers
Products

Fig.1 Relationships among agents

fore, the platform can obtain profit tn from the transac-
tion, where n is the number of consumers purchasing the
product. On the other hand, the platform shares privacy
data with the seller, which can also bring revenue. Here,
we introduce parameter k referring to the privacy data sha-
ring level, which was also described by Casadesus-
Masanell et al'. The privacy data sharing level deter-
mines how much data the platform will offer to share.
Suppose that the quantity of data that the platform can

collect from consumers is z y; , where y, refers to the

quantity of data that each consumer discloses. Therefore,

the platform will contribute k& ' y, data on sharing. Given

the data sharing fee o, we can obtain the revenue as

akz ¥, . In conclusion, when sharing privacy data, the

platform’s profit function is
1) =ak2yi+tn (1)

Suppose that the seller can sell products only through
the platform and the cost for the sale is zero. Therefore,
the profit that the seller can obtain from products is

2 (p -1, where the product price p is given. Moreo-

ver, the seller can obtain benefits from consumers’ priva-
cy data. For example, with the help of the data, the sell-
er can target potential consumers. Meanwhile, the seller
can use the right keywords to describe the product so that
consumers can easily search for the product. We intro-
duce parameter y to refer to the coefficient revenue from
the sharing data, which can be defined as the privacy data
sharing value. Furthermore, the seller has to pay for ac-
cepting privacy data, which is presented as the privacy
data sharing fee a. Therefore, the profit of privacy data

sharing to the seller is (y —a) k Z v, . The profit function

of the seller is
7T=(y—a)k2y,»+2(]9—f) (2)

Consumers decide whether to buy products from two
aspects. One is the utility of disclosing personal data. We
assume that the valuation of data disclosing on a consum-
er is v,, and the valuations of consumers in the market is

uniformly distributed on [d~, d*]. Consumers can gain
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benefits due to data disclosure. For example, the plat-
form can offer a personalized service to them. The more
consumers disclose, the more a personalized service they
1 Therefore, given the quantity of disclosed
data y,, we assume that consumers can obtain the person-
alized service of v;y,. On the other hand, consumers suf-
fered from disclosing due to privacy concerns. Research-
ers found that unauthorized use of privacy data can induce
privacy sharing
consumers’ privacy concerns” . Therefore,

privacy concerns are (k + 1) y;. The other aspect of

can obtain

14 -
concerns'”’, and data increases

consumers’

whether to buy products for a consumer is the utility of
purchasing. We introduce a parameter f referring to the
perceived value of the product. Therefore, the utility of
purchasing the product is 6 — p.

To analyze the effects of data sharing, we need to con-
sider a benchmark model where privacy data sharing is
unavailable (k =0). We construct a three-stage game, in
which in the first stage, the monopolistic platform decides
the transaction fee; in the second stage, the seller sets the
product price; and in the final stage, consumers decide
whether to buy products from the platform, and consum-
ers who purchase decide how much privacy data they pro-
vide.

2 Equilibriums and Analysis
2.1 Equilibriums of the model

We proceed to solve the game model by backward in-
duction and obtain the equilibrium solutions. By analy-
zing the equilibriums, we can obtain the effects of data
sharing on the agents.

We can obtain the first-order derivative of a consumer’s
utility with respect to the consumer’s data provision.

D

u, b
5 =v,(1 =2(k+1)y;) (3)

where superscript D denotes the equilibriums for the mod-
el, in which the platform shares consumers’ personal data
with the seller on the platform.
ou
Letting 8—; =0, we can obtain the equilibrium data
provision of a consumer as
1

yi “2k+1) 4

Suppose that when the utility of consumer is positive,
the consumer will purchase on the platform. There is an
indifferent consumer whose utility is zero.

voy(?—vo(k+l)(y(?)z+0—pD=0 (5)

where v, refers to the indifferent consumer’s valuation of
data disclosing, and y, refers to the indifferent consumer’s
data provision. Solving Eq. (5), we can obtain the indif-
ferent data coefficient as

D
V(]J): D p_-9 D
yo(l _(k"'l)yo)

Those consumers, whose data coefficients are higher

(6)

than v,, purchase on the platform. Therefore, we can ob-
tain the number of consumers purchasing on the platform
given data provision as

I

Yo (1= (k+1)yg)

Analyzing Eq. (4) and Eq. (7), we can obtain the fol-
lowing lemmas.

Lemma 1 Both consumers’ data provision and the
number of consumers purchasing on the platform decrease

D
n =d’

(7)

with the increase in a privacy data sharing level.

According to Eq. (2), we can obtain that the first-order
derivative of the seller’s profit 7" with respect to
product’s price is

= —aka D) (kP ap =) 4
op

(¢ -4+ -0) ) (8)
o
Let — =0, and we can obtain the equilibrium price
as
. D
pD d ky-a) t +6 (9)

T8(k+1) 4(k+1) 2

Lemma 2 The product price decreases with the de-
crease in privacy data sharing level and increases with the
increase in transaction fee.

To maximize the profit, the platform set the transaction
fee reacting to the seller’s strategy and the consumer’s
strategy. The first-order derivative of the platform’s profit
¢ with respect to the transaction fee is

D +

do_ _ _ b _ d
P 4(k+1)t ka+2

+k(y-a) +2(k+1)0
(10)

D
Let (?;:D =0, and we can obtain the equilibrium trans-
action fee as

D+ _d+/2+k('y—2a) +i
- 4(k+1) 2

t (11)
Similarly, as we described above, we can obtain the

equilibrium transaction fee in the benchmark as

B _ d” 0

g +7 (12)

t

where superscript B denotes the equilibriums for the
benchmark model, in which the platform does not share
consumers’ personal data with the seller on the platform.

Comparing ¢°* with the transaction fee ¢°* in Eq. (11)
when the platform is sharing privacy data, we can obtain
that, if y >d* /2 +2a, t°" >1°"; otherwise, if y<d*/2
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+2a, 177 <1,

Proposition 1  Privacy data sharing encourages the
platform to increase the transaction fee if the privacy data
sharing value is high. Moreover, if y > 2q«, the
platform’s transaction fee increases with the increase in
the privacy data sharing level; otherwise, it decreases
with the increase in the privacy data sharing level. In ad-
dition, the platform’s transaction fee decreases with the
increase in the platform’s privacy data sharing fee and in-
creases with the increase in the privacy data sharing
value.

The platform would like to set a high transaction fee in
order to maximize its profit. However, a high transaction
fee may push the seller to opt out of the platform. If the
privacy data sharing value is high enough and the seller
can still profit from data sharing even though he/she has
paid a high transaction fee, the seller will stay on the
platform. Consequently, the platform will increase the
transaction fee synchronously with the privacy data sha-
ring level. On the other hand, if the privacy data sharing
value is low, the platform has to decrease the transaction
fee with the privacy data sharing level since a high trans-
action fee will discourage the seller to engage with it.

When sharing privacy data, the platform can increase
transaction fee if privacy data sharing can help the seller
gain great benefits. On the other hand, if privacy data
sharing cannot bring a high revenue to the seller, the plat-
form has to decrease the transaction fee. The platform can
take two measures to increase the positive effects of priva-
cy data sharing with the seller: 1) Set a low fee on priva-
cy data sharing; 2) Increase the quality of privacy data.

2.2 Equilibriums analysis

In equilibrium, we can obtain the product price in the
case of sharing privacy data as

bo_ 3d" __ky 30
T16(k+1) 8(k+1) 4

(13)

Meanwhile, in the benchmark, the seller sets the prod-
uct price as

e 3d° 30
16 T4 (14)

Proposition 2 Privacy data sharing causes the seller
to set a lower product price no matter how much the seller
has to pay for privacy data. In addition, the higher the
privacy data sharing value (or privacy data sharing level)
is, the lower the product price is.

Privacy data sharing, especially when the privacy data
sharing value or privacy data sharing level is high, helps
cut down the seller’s costs on the products by accurate
marketing and brings extra revenue, which can increase
the seller’s net profit even though product price decrea-
ses. Meanwhile, a low product price means high demand
in the market.

In equilibrium, we can obtain the equilibrium demand
of consumers as

nD=d+
4

+kz—7+(k+1)6 (15)

Based on the equilibrium provision and demand, we
can obtain that the platform collects the sum data of 2 vy
from the consumers as

T d +2ky . 6

YT Rk+1) T2 (16)

The equilibrium number of potential consumers in the
benchmark is

(17)

Based on the equilibrium provision and demand, we
can obtain the platform collection of the sum data of ¥ y?
from the consumers in the benchmark as

p_d 0
2yi=g

Proposition 3 When the platform shares privacy da-

(18)

ta, more consumers purchase on the platform. Mean-
while, the platform can collect a larger quantity of data.
Moreover, the higher the privacy data sharing value or
privacy data sharing level is, the more consumers the
platform can attract and the more data it can collect.

Although the privacy data sharing level has increased
consumers’ privacy risk, it also decreases product price.
Obviously, the reduction of product price brings greater
positive effects on consumers. Therefore, consumers are
more willing to purchase on the platform. Furthermore,
even though the purchasing consumers disclose less priva-
cy data due to privacy concerns'>", the large scale of
consumers increases the total quantity of data that the
platform can collect.

The proposition indicates that privacy data sharing can
help the platform encourage more consumers to purchase
as well as collect more privacy data from them. Moreo-
ver, since the number of consumers and data collection
increases with the increase in the privacy data sharing val-
ue, the platform can take measures to increase privacy da-
ta sharing value, such as preventing consumers from pro-
viding false data, regulating the sellers’ transaction fraud
behavior and investing to improve the data analytic capa-
bility.

In equilibrium, the profit of the platform when sharing
privacy data is

2

D#(ﬂdgumna) (19)

? Tok+D\ 4

The profit of the platform when not sharing privacy da-
ta is
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B_L d+ 2
¢ _2(4 +0) (20)
Comparing ¢” with ¢°, we can obtain
2 d+
20k +1)Ag =(l+0) kZ—(—+0)-
2 4
AR VRN C AR NP
(o mo-v)es (o)

where Ap =" - ¢".
We can obtain the results as follows:

1) If y=d"/8 —%9, " ="

2 If y<d /8 —;—9 and k<

(5 -0-7) = (5+0) (5

2
(%+0) s goDBgoB.

The profit of the firm when sharing privacy data is

D
w

(nD+2k(y—a)) (22)

. n
T4(k+1)
The profit of the firm when not sharing privacy data is
d+ 2
= ( 1 + 0) / 4
The first-order derivative of the platform’s profit when
sharing privacy data with respect to sharing level (k) is

(23)

2

ok~ 2\ ok
d'/4+0 k(k+2)(y-a)\(on"
( 2 YT 2(k+ 1) )(ak)+
(y-a)(d" /4 +6)
2(k+1)

Since o > 0, we can obtain that dm
ok ok

means that 7" increases with the increase in k. For k e
(0,1] and k=0 in the benchmark, we have 7" >7".
When sharing privacy data, consumer surplus is

CS’=(d" -d")-

0, ky __d _d
(4 8(k+1) 16(k+1) 8(k+1)

amr” _ k (anD)

(24)

> 0, which

) (25)

When not sharing privacy data, consumer surplus is

_d* d‘)

CSBz(d*—d')(% e (26)

Comparing CS” with CS®, we can obtain that CS” =
CS®.

Proposition 4 Compared with the benchmark, if the
platform shares privacy data to the firm, the platform
earns a lower profit when the privacy data sharing value is
low and the platform provides a high privacy data sharing

level. In addition, both the seller’s profit and consumer

surplus increase under privacy data sharing.

For the seller, privacy data sharing brings extra reve-
nue. For the consumers, since the seller sets a low prod-
uct price under privacy data sharing, their cost of obtai-
ning the desired product decreases. Therefore, privacy
data sharing benefits both the seller and the consumers.
For the platform, the high privacy data sharing value can
help it to set a high transaction fee, which increases the
platform’s profit. Under a low privacy data sharing val-
ue, the platform can increase its transaction fee only
when it provides a low level of privacy data sharing,
which is discussed in Proposition 1.

If the platform can collect a high quality of data and
make good use of this data, privacy data sharing has a
high value for the seller. Consequently, sharing privacy
data is a good choice for the platform. On the other
hand, if the platform cannot provide a high value of pri-
vacy data sharing, we suggest that the platform does not
share privacy data. Take the two biggest e-commerce
platforms, Tmall. com and JD. com, for example.
Tmall. com shares while JD. com does not. We found
that unlike JD. com, Tmall. com collects a large quantity
of consumer data, meanwhile, it has regulations and
technologies to keep this data highly valued.

3 Extensions

In this part, we consider the condition that the seller on
the platform has a possibility to buy privacy data. Sup-
pose that the possibility for the seller on the platform to
buy privacy data is gq.

The number of consumers in the market is

n:q(‘g +h(y—a) +(1 +k)9-ﬂ72'@) +

(l—q)(ﬂ—M+(k+l)0)

4 2 27

According to the seller’s behavior, the platform sets the
transaction fee as

b _d'/2+gk(y=20) O

! A(k+1) 2

(28)

Furthermore, the platform can obtain an equilibrium
payoff as follows:

b__ qak (d” _ _qk(y —2a)
o _2(k+1)(4 +h(y —a) +(1+k)0 5 )+

d° gy d° /2 +qk(y —2a) 0
(4 + 4 +(k+1)0)( 2D +2)
(29)

Consumers’ surplus is
d’ gky 0 _d
16(k+1) "8(k+1) 4 +8(k+l))
(30)

CS:(d*—d')(

Comparing with the equilibriums in the benchmark, we
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can obtain the following results.

Proposition 5 If the seller has a possibility to buy
privacy data from the platform, privacy data sharing has
the same effects on consumers’ disclosing behavior,
consumers’ purchase behavior, the platform’s transaction
fee and consumers’ surplus whether the seller buys priva-
cy data or not. Moreover, privacy data sharing brings
higher payoff to the platform under one of the conditions
below: 1) The possibility of the seller’s buying privacy
data is high. 2) The possibility of the seller’s buying pri-
vacy data is low and the privacy data sharing value is
high. 3) The possibility of the seller’s buying privacy da-
ta is low; the privacy data sharing value is low and the
privacy data sharing fee is neither too high nor too low.

The proposition indicates that the seller’s decision on
buying privacy data influences the effects of privacy data
sharing on the platform’s payoff. This is because privacy
data sharing can bring extra revenue to the platform if the
seller buys it.

The seller decides whether to buy privacy data or not
by calculating the benefits and costs of buying privacy da-
ta. If the seller does not buy privacy data, the seller sets
its product price as

D 3d”

gk(y —2a) 360
PN=16(k+1)

8(k+1) ' 4

(3D

where subscript N denotes the equilibriums for the situa-
tion that the seller does not buy privacy data from the
platform.

Given the equilibrium product price, the profit of the

seller is
o [ d gky-2a) _ 8\(d’ gy
7”"(16(k+1) 8(k+1) +4)( g TUHRo+T )

(32)

In addition, if the seller buys privacy data, the seller
sets the product price as

p__3d"  ky-o) 360  gk(y =2a)
pA_l6(k+1) 4(k+1) 4 8(k+1)

(33)

where subscript A denotes the equilibriums for the situa-
tion that the seller buys privacy data from the platform.
Given the equilibrium product price, the profit of the

seller is
o _(ky-@) , d 6 gy-20)\
A _(4(k+1) 16(k+1) " 4~ 8(k+1) )
d gy
(4 +(L+0 o+ T ) (34)

Comparing with the equilibriums in the benchmark, we
can obtain the following results.

Proposition 6 The seller buys privacy data if the pri-
vacy data sharing value is lower than the privacy data sha-
ring fee. When the seller buys privacy data, privacy data
sharing makes the seller set a lower product price and the

seller can obtain a higher profit if the privacy data sharing
value is high. When the seller buys privacy data, if the
data service value is low (y <3d"/q +3a), data service
makes the firm set a lower product price. Meanwhile, the
seller can obtain a higher profit.

The proposition shows that if the seller does not buy
privacy data, the product price may be kept lower. This
indicates that privacy data sharing can decrease product
price whether the seller buys privacy data or not. Howev-
er, we can also see that the seller’s profit cannot increase
with the increase in privacy data sharing even though the
seller buys privacy data. This is because an incomplete
data of privacy data sharing acceptance by the seller
makes the number of consumers in the market decrease.

4 Conclusion

The e-commerce platform profits from the transactions
that the seller on it brings. Sharing privacy data with the
firm, the platform can help the seller increase the possi-
bility of getting more transactions. However, privacy da-
ta sharing increases privacy risks for the consumers,
which may induce them to opt out of the market. We an-
alyze the effects of privacy data sharing on the agents
through a theoretic game model, supposing that the seller
buys the privacy data once the platform provides it. The
results show that: 1) In the monopoly market, privacy da-
ta sharing benefits both the seller and consumers. Howev-
er, the platform’s profit decreases when the privacy data
sharing value is low and privacy data sharing level is high.
2) If the platform can control the data and keep the data
collected at a high quality, it is a good choice for the plat-
form to share privacy data with the seller. 3) In the ex-
tended model, the seller’s decision on privacy data sharing
acceptance is uncertain, and only the platform’s payoff and
the seller’s profit are influenced by the seller’s decision.

In the future, we will further discuss consumers’ priva-
cy data sharing in the context of competition. That is,
how privacy data sharing works between two competing
platforms or how a platform shares privacy data to compe-
ting sellers.
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