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Abstract: To verify that an organization-friendly blockchain
system may suffer from forgery and collusion attacks, forgery
and collusion attacks were theoretically carried out according
to the phase sequence of an organization-friendly blockchain
system. Then, the organization-friendly blockchain system
was improved and based on the phase sequence forgery and
collusion attacks were conducted. The results show that the
attacker can obtain illegal transaction data from forgery and
collusion attacks on the organization-friendly blockchain
system. However,
blockchain, the attacker’s forgery and collusion attacks cannot
be completed. Therefore, the organization-friendly blockchain
system may be subject to forgery and collusion attacks, but the
improved organization-friendly blockchain system can prevent
such attacks.
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for the improved organization-friendly

transaction

n 2008, SatoshiNakamoto proposed a peer-to-peer
Ielectronic cash system, which is called Bitcoin'".
Consequently, considerable research on its underlying
technology, which is called blockchain, has been conduc-
However, blockchain technologies“ﬂ
may encounter the privacy protection problem.

ted worldwide.

To solve the privacy protection problem in block-
chains, many schemes"”™ have been proposed. The Mix-
Bl was proposed to hide the transaction
process among transaction users. However, the central-
ized Mixcoin scheme may result in the transactional cen-
tralization problem. A ring signature was applied to the
Monero cryptocurrency'*'.
technology, the ring signature operation relies on other
users” public keys. Ring confidential transactions' im-

coin mechanism

However, in this anonymous

prove the Monero cryptocurrency' by introducing a Ped-
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ersen commitment on the basis of the ring signature. In
2013, Zerocoin'®, a distributed e-cash system, was pro-
posed to apply cryptographic techniques to unlink transac-
tions from the payment’s origin without adding trusted
parties. However, Zerocoin has limited functionalities.
To overcome this problem, Zerocash!” was proposed to
hide the transaction amount and the origin or destinations
of the payment anonymously. However, Zerocash has
weak efficiency. Bolt"™ was proposed by constructing
three anonymous payment channels to ensure a secure,
instantaneous, and private payment. However, all of the
above schemes have inappropriate or excessive privacy
protection and may result in the transaction supervision
problem. Hence, no one can determine the relevant infor-
mation of transaction users, and illegal crimes, such as
fraud, money laundering, and drug smuggling, are prone
to occur.

To solve the conflict between privacy protection and
transaction supervision in blockchains,
schemes” ™ have been proposed. Auditable Zerocoin"
was proposed to allow designated auditors to extract link
information from Zerocoin transactions.
anonymous payment scheme with accountability and pri-
vacy'"” was proposed to address regulatory concerns by
adding the privacy-preserving policy-enforcement mecha-
nism. The confidential and auditable payment scheme''"
was proposed to keep the transaction confidential. The or-
ganization-friendly blockchain system'"”’ was proposed to
realize the balance between privacy protection and trans-
action supervision. the scheme may suffer
from forgery and collusion attacks, from which an attack-
er can easily obtain the transaction amount illegally.

In this paper, the organization-friendly blockchain sys-

2 is briefly reviewed, the forgery and collusion at-
(2]

a number of

A decentralized

However,

tem
tacks that the system
and countermeasures to remedy such attacks are presen-
ted.

may suffer from are described,

1 Organization-Friendly Blockchain System

The organization-friendly blockchain system'™ has nine
main phases: system setup Setup, key generation Key-
Gen, organization issue Issue, user registration Join, ad-
dress generation AddrGen, transaction generation Trans-
Gen, transaction verification TransVer, transaction relay
TransRelay, and user identity tracing UserTrace.



Cryptanalysis on an organization-friendly blockchain system

37

In the Setup phase, the system runs Setup to initialize
the system. The system takes as input a security parame-
ter 1 and outputs the system public parameter P. G, and
G, are bilinear groups: e: G, xG,—G,; |G, | = |G, | =
p, where p is the prime, g, is a generator of G,, g, is a
generator of G,, g,«—(g,), and hash function H: {0,
1}"—Z, . The system public parameter is P = (G,, G,,
8> 8&-p. H).

In the KeyGen phase, the registration node RegMan,
organization node OrgMan, and member user node Me-
bUser generate their respective key pairs.

1) RegMan randomly chooses x, y«—Z, and computes u
=g, and v = g;. The public key of RegMan is r,, = (u,
v), and the private key is r, =(x,y).

2) The transaction sending organization SedOrg ran-
domly chooses i, € G, \{1, }, x,y,<Z,

> > and u,, v, €
G,, such that u;' =v' = h,;. SedOrg randomly chooses r,
«Z,, and computes w, = g;'. Then, it randomly chooses
v,«—Z, . SedOrg also randomly chooses two large primes
p, and q,, and computes n, = p,q,, such that ged (n,,
(p, -1 (g, -1)) =1. SedOrg computes A, =lcm(p, -
1,g, -1). SedOrg randomly chooses g, € Z-, such that
ged (L(g) mod n}), n,) =1, where L(x) =x - 1/n,.
The public key of SedOrg is o, = (h,, u,, v, w,, v, n,
g,), and the private key is o, = (x,,y,, 7, A,). In the
same way, the transaction receiving organization RecOrg
can obtain its public key o, = (hy, uy, v,, w,, v,, n,, g)

s

and private key o, = (x,, y,, 7, A,).

3) The transaction sender SedUser randomly chooses £,
e G \{1;}, x3HZ: R
key of SedUser is u,, = (h;, u;), and the private key is
uy, =x,. In the same way, the transaction receiver RecU-

and computes u, = hy. The public

ser can obtain its public key u,, = (h,, u,) and private
key u,, =x,.

In the Issue phase, OrgMan and RegMan interactively
generate an organization certificate C,. SedOrg and
RecOrg submit respective organization public keys o,
and o, and other identifying information to RegMan for
registration. Once the identity verification for the organi-
zation is passed, RegMan sends certificates C, = (o, =
gl/(x+y‘+yr,), rand C, = (o, = g]/(/\'+)»l+)';“)’ ;) to SedOrg
and RecOrg, respectively. Once SedOrg and RecOrg
have verified their respective organization certificates,
RegMan binds the the
organization’s public key and places it in the certificate li-
brary C, .

In the Join phase, MebUser and OrgMan interactively
generate a sub-certificate C,. SedUser and RecUser sub-
mit respective public keys u, u, and and other identif-
ying information to SedOrg and RecOrg for registration.
Once the identity verification for the user is passed, Se-
dOrg and RecOrg send sub-certificates C, =
(A=(g,/u)""™, a) and C, = (A" =(g,/u)"""",

organization certificate to

a,) and organization certificates C,, and C_to SedUser
and RecUser, respectively. Once SedUser and RecUser
have verified respective sub-certificates and organization
certificates, OrgMan binds the sub-certificate to the user
public key and places it in the sub-certificate library C, .

In the AddrGen phase, OrgMan and MebUser generate
their respective wallet addresses. SedOrg and RecOrg
compute their respective wallet addresses a,, = H(o0,),
and a, = H(o,,). SedUser and RecUser compute their
respective wallet addresses a, = H(u, ) and a, =
H(u,,).

In the TransGen phase, SedUser performs an operation
to generate a transaction and broadcast it to the blockchain

pks

network.
SedUser encrypts the transaction amount for each input
address m,, i e {1,2,...,1} and RecUser’s addresses a,,

where [ is the number of
[13]

with RecOrg’s public key o,
input addresses. SedUser applies the Paillier algorithm
for encryption. The corresponding ciphertexts are ¢, =
gy r" mod n: and n3.

SedUser proves that every transaction amount m, is
greater than 0. SedUser generates a commitment to his
account amount m and computes c,,, = gv (7,7, ...7,)"
mod .

SedUser signs the transaction information with its pri-
vate key u,,. The signature is o =(T,,T,, T5, ¢,, ¢y, ...,

_ _ B
Cps Crits € Sy Sps Ss S sﬁl,saz), where T, =u}, T, =V,

a’ Y x,°

and T, = Ah¢*?, where u,, v,, h, are the values in
SedOrg’s public key o, = (h,, u,, v\, w,, v,, n,, &) » @,
and B are random numbers, and A is a value in SedUser’s
sub-certificate C, = (A =(g,/uy) """, a).

SedUser attaches C_ as the transaction certificate to
generate a transaction T = (a,, a,, o, hy, 0,, C,).
Then, SedUser broadcasts the transaction T to the block-
chain network.

In the TransVer phase, the miner node Miner verifies

pks

s0?

the validity of the transaction T = (a,,, a,,, 0, 5, 0, C,,)
according to the following equations:
c=H(e,lle, ... lle,lle,, 1T, 17, 17
R R, IR IR, [ Rs) (1)
¢y, =0, (2)
e(oy, ugh'Vv') =e(g,. 8) (3)

Once Egs. (1), (2), and (3) hold, Miner broadcasts
the transaction T = (a,,, a,,, 0, h;, 0,,, C,,) and generates
a block B to complete the transaction based on the block-
chain trading system.

In the TransRelay phase, RecOrg receives the transac-
tion T = (a C,) broadcasted by Miner
L(c) mod n3)

L( g, mod n3) "
L(c¢) mod n))

L(g» mod n})

50 aro’ g, h3’ opks’

and decrypts the wallet address a,, = od

n, and transaction amount m, = mod n,, i
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e{l, 2, ..., 1}. Then,
amount to RecUser.

In the UserTrace phase, the system tracks the identity
of the malicious transaction user when an abnormal trans-

RecOrg relays the transaction

action occurs. The whole process is divided into external
tracing and internal tracing.

In external tracking, RegMan receives the transaction
sent by Miner and tracks the public key o, of SedOrg ac-
cording to the organization certificate C,_.

In internal tracking. SedOrg receives the transaction
sent by RegMan and decrypts the user’s sub-certificate C,
with its private key oy, = (x,,y,, A,, ;). After a given
o, SedOrg computes A = (T,/(T,'T,)) and obtains A of
C,,. The internal malicious user’s public key u is further
tracked according to the sub-certificate C,,.

2 Forgery Attack and Collusion Attack
2.1 Forgery attack

In this section, the forgery attack is described in detail
as follows. The forgery attack has two phases: the prepa-
ration phase and the implementation phase.

At the forgery attack preparation phase, the attacker A,
registers with the legitimate OrgMan.

In the KeyGen phase of the scheme'”, the attacker
A,, as MebUser, generates key pairs. A, randomly choo-
ses h, e G,\{1,}, x,«<Z,, and computes u, =h,'. The
public key of A0 is uy, =(hy, u,), and the private key is

Uy, =X,.

!

In the Join phase of the scheme'”, A, registers with

the legitimate OrgMan. As an example for registration to
OrgMan, A, submits its public key u,, and other identif-
ying information to OrgMan and easily passes the identity
verification. OrgMan will randomly choose a’ e Z,,
compute A, =(g,/u,)”"**’, and generate the sub-certif-
icate C, =(A,,a’). OrgMan sends the sub-certificate C,
and organization certificate C, to A,.
A, can obtain the sub-certificate and organization certifi-
cate from other legitimate OrgMan.

In the AddrGen phase of the scheme' ~', the attacker A,
=H(uy,).

Having finished the forgery attack preparation phase,
the attacker A, can start the forgery attack implementation

In the same way,

[12]

computes the wallet address a,

phase.
Firstly, the attacker A, immediately intercepts the trans-
action when MebUser broadcasts a transaction 7 = (a

a,, o, hy, o,, C,) at the TransGen phase of the

[12]

pks?
. A, modifies the original transaction 7 as T’ =
s Ci)» and broadcasts T' to the
blockchain network. A, modifies o = (Tl, T,, T;, c,
Sa’s )aS o —(]]» 7;’ Tél’ QJ/’

Ss.» sal), and changes A, to

scheme
(0y, 0., 0, hy, 0
Csvees €y Criys €5 Sos Sgs 8,45 S,
Crsvees €y Cruys €3 805 S5, 8,5 8!
h, as follows.

To modify o as o', A, randomly chooses 1 e Z., and

— R
computes ¢ = g,'r,” mod n,. A, randomly chooses o', 8’

—Z,,
where A, is the sub-certificate issued by SedOrg to A,
during the forgery attack preparation phase, and computes
§'=d'a',8 =a'B'. A, randomly chooses r/, rpj, A

a’ 8,°
' * [ [ r_ ’ r,
r!«-Z  and computes R/ =u;, R/ =v}, R/ =e (T, g,)"e

and computes T| = ul', T, =V, T;=A,h’"",

(hy,w)) e (h, &) e (hy, gz)r:\’ R/ = Tﬁ’r'uli':’:’ R;
=T!"y,". Then, A, computes ¢’ = H(c}, e, II ... | c,
lep IT I T N7 IR IR IR, 1RSI RS, and s =7, +
c'a’, sp=rg+c'B, s, =rp+c’a’, s, = +c'x,, 55 =

ry +¢'8), 55 =r; +c'8;. The modified signature is o’ =

! ’ ’ ’ ! ’ ! ’ ’ ! !
(T, T,, T}, co, €y ooy €15 €1y ys €y S0, Sps Sas Sis S 55, -
A, changes &, to h,. The modified transaction 7’ = (a,,

ro’ hA’ Opks’ Cso) .

Secondly, in the TransVer phase of the scheme'”?,

Miner verifies the validity of the transaction 7" = (a,,
wer Coo) - I Egs. (1), (2), and (3) will
hold, then the modified transaction 7’ can be venﬁed

a,, o' h,, o
1) Miner verifies Eq. (1), which is changed as ¢’ = H
Ceolley e le e T I TS I TS TR TR, TR, I R,

| R,). Miner calculates R, =u!"T,”, R, =v/T, "R, =e

(Ti.8)" e (h,w) ™" e (h,g) " " e (hA,gz)““
(e(Ts, w)/e(g,,8)) " R, = T u ™, Ry = Ty v "
Then, it verifies whether the equation ¢’ = H( C, I c ||

e lle, ITITS TR, IR, TR, IR, [ RS) holds or
not. Apparently, Eq. (1) will hold. The left side of Eq.
(1) is ¢’, which is included in ¢’ at the modified transac-
tion 7" and is equal to H(c) |[c, | ... | ¢, [ c,., | T} | T3
| T [|R || R; || R, || R} | R). The right side of Eq. (1) is

Heelle, [ e e 1T T TS TR, TR, (IR, 1R,
| R;). Here,
R =ulT, =u""“u " =u] =R,
Rz =v1ﬁTzi _V;ﬁ“ﬁ Vi i =V’1“=R2/
R4 _ T{X':“lﬂ; _ Tlr rc'a lfl,;ffaa _ Tl,r;,ulfr;‘ -R!
R, = Ti%y % = Ty e S iy =t Ry

R, =e(T,g,) " e(h,w) “e(h,g) " “e(h,,g)" *
(e(Ty,wy)/e(g,8,)) =
e(hl, Wl) —ri=ry=c'(a’ +B") e(hl, gz) —rj—ry—c'a'(a' +B") .
e(T, )" “e(hy, g) " “(e(T,w)/e(g.8)) =
Rje(T;, g,) “e(h,, g " "e(h,g,) ™ .

e

e(hy, g,) "e(T;, g))e(g,,g) =
Rie((g,/uy)" " " W, g,) """ e(h,, g,) <

—c'

e(h,,g,) " e(g,8) " =

R;e( (gl/h';“) 1/(r, +a') i gz) ¢(r,+a') e(hB'”', gz) c(ry+a)

’
¢

e(hl’ g,) 7(:/“‘”/)(“%3/)6( hA’ gZ)C,X/‘e(gl’ g) =
Rie(g,/hy, g,) e(h,, g,) " e(g,. 8,) " =R}
2) The two sides of Eq. (1) are equal. Therefore,
Eq. (1) can hold.
3) The original signature is o =(T,, T,, T}, ¢,, |5 ---,

Cps Crits Cs Sy Sgs Sys Sis Sp s 5505 and the modlfled signa-
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! ! ! !
€ s € Sh, Sy, S

> 9Bs Vg

sél, sgz). The transaction amount ¢, ie {1,2, ...,1,1

ture is o’ = (T, TS, T4, ¢}y C)s -

S/

E7%

+1} is not modified, so the equation c,c,...c, =c,,, can

~mm,...m;

hold. The verification process is c,c, ... ¢, = g,
(r,ry...r)" mod n3 =g (r,r,...r)" mod n; =c,,,
4) The original transaction is T = (a

C,.), and the modified transaction is 7" = (a

50? aro’ ag, h3’ Opkg

’
aro’ g,

s0?

hys 0, Cy). SedOrg’s certificate C, has not been modi-

fied, so the equation e( o, ugs'v') =e(g,,g,) holds. The

1/(x+v, +yr)

verification process is e (o, ug,v') = e (g ,

& ") =e(g, 8)-

5) Having checked the three equations, Miner broad-
casts the transaction 7’ and generates a new block B’ to
complete the transaction based on the blockchain trading
system.

Finally, in the TransRelay phase of the scheme'”,
RecOrg receives the transaction 7" = (a,,,
C,,) broadcasted by Miner and decrypts the wallet address

L(c,” mod n})
Ay = = 7 2

L(g;’ mod n;)
L(c) mod n3)
L( gy mod n3)
relays the transaction amount to the wallet address a, of
the attacker node A, instead of the real legal RecUser.

!
am’ g, hA’ Opks’

mod 7, and transaction amount m, =

mod n,, ie{l,2,...,1}. Then, RecOrg

2.2 Collusion attack

In this study, the collusion attack is regarded as an at-
tack where some nodes in the blockchain conspire to ex-
change effective information and modify transaction con-
tent to illegally obtain other legal nodes’ transaction
amounts.

Specifically, the collusion attack is launched as the ma-
licious node A, sends its own address to another malicious
node A,, where A, is a MebUser belonging to the same
organization as the original RecUser and A, is a MebUser
belonging to the same organization as the original SedUs-
er. Then, A, modifies the original transaction information
and changes the receiving address of the original transac-
tion to A,’s address. Finally, A, can illegally obtain the
transaction amount of the original SedUser.

The collusion attack has two phases: the preparation
phase and the implementation phase.

At the collusion attack preparation phase, attackers A,
and A, register with the legitimate OrgMan, and A, may
send its wallet address to A;.

In the KeyGen phase of the scheme'”
and A,, as MebUser, generate their respective key pairs.

, attackers A,

A, randomly chooses h, € G, \{1,}, x, «<Z,, and com-

P>
putes u, =h,". The public key of A, is u,, =(h,,u,),
and the private key is u, =x,. In the same way, the at-
tacker A, can generate its public key u,, =(h,,u,) and

private key u,, =x, .

In the Join phase of the scheme', A, and A, register
with the legitimate OrgMan, respectively. As an example
for registration to OrgMan, A, can get sub-certificates C,
= (AA, :(gl/uAl)l/(r‘ﬂl'), a’).

In the AddrGen phase of the scheme''”, A, and A, com-
pute their respective wallet addresses a, = H(u,, ) and a,
=H(u, ). Then, A, sends its wallet address a, to A,.

After the collusion attack preparation phase, attacker
A, can start the collusion attack implementation phase.

Firstly, attacker A, immediately intercepts the transac-
tion when the member user node broadcasts a transaction

T=(ay,a,,o0,hs, 0, C,) at the TransGen phase of the
scheme'”. Then, A, modifies the original transaction T
as T"=(a,, a,, o', h,,o0,, C,), and broadcasts 7" to

the blockchain network. A, modifies o = (T, T,, T}, c,,

Crsonns €y Cpyys €5 S5 855 8,5 8,5 855 8,) as o =(T), T;, T5,

s Sts ST 85, 85), where ¢f =

gor)»mod n;. The rest of the modification process is the
same as that at the forgery attack.

Secondly, in the TransVer phase of the scheme''”,

Miner verifies the validity of the transaction 7" = (a

" " "
Cos Crs vees Cps Cpyys €5 88

C.). If Egs. (1), (2), and (3) will
hold, then the verification process is the same as that at

a

ro?

oy s 04
the forgery attack. Therefore, the modified transaction 7"
can be verified.

Finally, in the TransRelay phase of the scheme'”,
RecOrg receives the transaction 7" broadcasted by Miner
and decrypts the ciphertexts cg, ¢;, i € {1, 2, ..., [} with its
private key o, =(x,,y,,7,, A,) to obtain the transaction
receiver’s wallet address a, and transaction amount m,.
Then, RecOrg relays the transaction amount to attacker
A,.

3 Counter measures

3.1 Improvement

In this section, the improvement of the scheme'? is

proposed. The TransGen and TransVer phases of the
scheme'"” are modified, and the details are presented as
follows:

At the TransGen phase of the scheme''”, the original
transaction 7 = (a C_) is modified as T
=(Qy, Q> 05 8,5 0y 0yr C) . The original transaction
input and output addresses a_, and a,, SedUser’s public

key h,, and the signature o =(T7,, T,,

50 aro’ g, h3’ Opks’

r0°?
4s Cos Cps -
S5 5,) are modified, and RecOrg’s

o Cp
Crivs Cs Sos Sgs 845 S,
public key o, is added.

1) The transaction input address a,, = H( o
fied as a, = H(o
and compute T, = Ah{*”, where A is the value in
SedUser’s sub-certificate C,, = (A =(g,/u,)""*", a)
and h, is the value in SedOrg’s public key o, = (&, u,,

oks) 18 modi-

| T,). Randomly choose a, B—Z,,

pks

Vi, WL VLR, 8.
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=H(o
;) - Randomly choose «,, 8,Z,

p

2) The transaction output address a,, ) is modi-
=H(o
and compute T, = A’ hy"™®, where A’ is the value in
RecUser’s sub-certificate C,, = (A’ =(g,/u,)""", a,)

.= (hy, uy,

pkr

fied as a_, ke H

and h, is the value in RecOrg’s public key o,
Vyr Wy, Vz’nz’g’z)'

3) h, is modified as s, =e(h;, g,),
o=(T,,T,, T,, ¢y, ¢, ...
5, ), the R, = e (Ty,g)" e (h,w) "7
e(h,g) ™" e (h,,g)" is modified as R, =
e (T, gz)ru e (hl’W)( T e (h]’gZ)( o) o Srn
Then, ¢ =H(c, e, ... e e, 17 17, T [ R, IR,
HR4 _H(co ||c1 HHCI Hcl+1 H Tl
I, I, IR IR, (IR, IR IR
. 1s added to the transaction

and to modify o as

s Crs Cpips € Sos Sgo Sus S5 S5

X

4) RecOrg’s public key o,

T. Finally, the modified transactlon is T=(a,, a,,, o,

Cy)-
At the TransVer phase of the scheme'

Sl’ Opks’ pkr?

12 .
! the verifica-

tion equation ¢ = H(c, || c, || || c, H Cruy || T, H T, H T,
HR] HRZ Hig HR4 I R.) is modified as ¢ ﬁH( Co | c l...

e lte 1T T, 1T IR IR, [T RS TR, IR, where

R , —e (T3, gz)x“ame (h] , W])(*.\uf.sg)ame (h] , gz) ( —.rﬁj.\a)ams.lr\um
(e =H(o,, [IT).

3.2

pks |

Tw Wl)/e(gp gz))m”, and a,
Forgery attack resistance

The improvement of the system'” can resist forgery at-
tacks. An attacker cannot successfully conduct a forgery
attack. The detailed description is as follows.

After the forgery attack preparation phase, the attacker
A, may start the forgery attack implementation phase.

First,
when the member user node broadcasts a transaction 7 =
C,,) at the TransGen phase of

attacker A, immediately intercepts the transaction

(ain’ Aoy 5" S5 Opies Opies
the improved scheme. A, modifies the original transaction
Tas T =(a, okss Opies Cyp)» and broadcasts
T to the blockchain network. A, modifies s, = e(hs, g,)

o Ao 05 51, 0
as s, =e(h,, g,), where h, is the value in attacker A;’s
=(u,, h,), and modifies o =(T,, T,, T,
2850 8,0 8,5 8,,8,) 0 o' =(T], T,
Cpr €iys €y st s},, s’
[T T I 75 RN R IR

public key u,,
Cos Crs vevs €1y Cryys €y S,

! !
T, ¢y, Cpy vens sx,sé,sﬁ), where

c'=H(cy e, |l le e,

IR RS, R = e (Ty,8,) ™ e(hyw) " P e(h,,
) (i i,
Then, in the TransVer phase of the improved scheme,

Miner may verify the validity of the transaction 7" accord-

ing to Eqs. (1), (2), and (3). Here,
d=HE e e e I TITITIRIR | R IR IR)
where

c'=H(colle [l e T IT [T TR IR, TR (I R;

IR
R, =e(T,, g,) " e(h,, w,) """ P%e(h,, g,) " .
ST w) e(g,, 82) ™ =
6(7;’, gz)(l +c'd)a, e(hl , Wl)(( ri=ry) —c'(a' +B'))ams;( r+c'x)a, .
e(h,, g,) TR BN o (1 ) Je(g,, 8,)) " =
Rie(T}. g) " e(hy, ) """ ey, g;) P
e(h,, 8,) " “e(T, 81) “e(g,,8,) " =
Rle((g,/u)"" 1™, g,) """ e(h,, g,) ¢'x,a, -
e( hl , gz) —c'(r, +a')(a'+ﬁ’)ame(gl , gz) -c'a, —
Rie((gy/ )" g) " e g
e(h,, g,) —r'(r‘+a')(a'+ﬁ’)ame( h,.g) cxa,
e( gl , gz) — R‘;e( gl , g2) c'(ry addr+ad'a,)/(r,+a') -c'a, .
e( hA, gz) -c'x(ra,+a'a,)/(r +a') +c'x,a, .
e( h] , gz) (o' +B)((ra,+ad'a,) - (r,+d")a,) #R;
Eq. (1) does not hold, and the Miner may send the
transaction 7" to RegMan for user identity tracing.

c'(ra,+a'a,) .
)

-c'a,

3.3 Collusion attack resistance

The improvement of the system'"” can resist collusion
Attackers A,and A, cannot successfully launch
After the collusion attack preparation

phase, attacker A, may start the collusion attack imple-

attacks.
collusion attacks.

mentation phase.

Attacker A, immediately intercepts the transaction when
the member user node broadcasts a transaction 7 = (a,,,
out C,) at the TransGen phase of the im-
proved scheme. Then, A, modifies the original transac-

tion T as T" = (a,,, a,,» a” 5Ys Opes Opes Cy,)» and broad-

a > 0-’ SI > Opks’ Opkr’

in?

casts 7" to the blockchain network. A, modifies s, =
e(hy, g,) as s/"=e(h,,g,), where h, is the value in at-
tacker A,’s public key u,, =(u,,h,), and modifies o =
(T, T,,T;, ¢y, €1y ooy €15 C1uys €5 S Sgs Sus Sis S5 Sal) as
"= (T, T3, TY, €y €y vy €5 Cpyys €5 80y ST ST, 87,085

s3), where ¢” = H(c{ ||c1 H Me e Il sl RY
IRV IR, IRYIRYY, Ry =e(Th, g,)" “eCh,, w) " "
e(h], gz)( r»‘ r u")sl*r“n .

Then,
Miner may verify the validity of the transaction 7" ac-
(1), (2), and (3).
process is the same as that at the forgery attack. Hence,
Eq. (1) does not hold. Miner may send the transaction
T”" to RegMan for user identity tracing.

in the TransVer phase of the improved scheme,

cording to Egs. The verification

4 Conclusions

1) In the organization-friendly blockchain system, at-
tacker A, can obtain the transaction amount without being
detected, which means the forgery attack succeeds.

2) In the organization-friendly blockchain system, at-
tacker A, can obtain the transaction amount without being
detected, which means the collusion attack succeeds.

3) In the improved organization-friendly blockchain
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system, forgery and collusion attacks can be prevented.
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