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Abstract: To solve the problems in public key encryption with
the keyword search (PEKS) algorithm, a learning with errors
based verifiable multi-keyword search (LWE-VMKS) scheme
is proposed. Firstly, the LWE-VMKS scheme applies lattice-
based algorithms to encrypt the keywords index to resist
quantum computing attacks. Then, the LWE-VMKS scheme
combines multiple keywords in a single search query to
achieve a multi-keyword search. Subsequently, the LWE-
VMKS scheme implements the lattice-based signatures and
merges them to enable users to verify the correctness of the
search result without decrypting the ciphertext. In addition,
the scheme applies trapdoor functions to generate different
keys for different data owners to withstand keyword guessing
attacks(KGA) . Finally, the LWE-VMKS scheme is formally
proven to be secure against a quantum computing attack. It
also realizes highly efficient multi-keyword searches, achieves
verification for searched results, and is secure against KGA.
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‘ x T ith the rapid development of network technology,
the security of cloud computing is becoming in-
creasingly significant. Many data owners or companies
choose to store data in the cloud to reduce large manage-
ment and storage costs, and legal users can then flexibly
access the data via the Internet. However, cloud server
providers are not always trustworthy and can become curi-
ous about the stored data. Some outsourced data are ex-
tremely sensitive, and as maintaining the privacy of these
data is essential, owners are reluctant to store them in the
cloud.
To solve this problem, data encryption is required prior
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to it being outsourced to a cloud server in real scenarios.
However, this leads to the difficulty of data processing
and involves searching over the cloud. In this respect,
Boneh et al. ' provided an asymmetric scheme known as
public key encryption with keyword search (PEKS) to re-
trieve encrypted data. This scheme was novel, as it al-
lowed the data owner to delegate search abilities to users
while maintaining data encryption. The PEKS algorithm
aroused great attention in the field of cloud computing,
and a large number of schemes based on the PEKS algo-
rithm have been proposed to date”™™ . However,
(23 keyword guessing attacks
(KGA), and therefore, are not fit for practical applica-
tion in a cloud storage environment. Therefore, studies

were conducted to enrich flexibility and security, and a
B+

these

schemes cannot resist

multi-keyword searc , a verifiable search’®”', and an
anti-KGA search'™ were proposed. Unfortunately, almost
all PEKS schemes are based on the Diffie-Hellman prob-
lem or discrete Logarithm problem, which may result in
data leakage if a quantum computing attack occurs.
Therefore, determining how to resist a quantum compu-
ting attack has become important due to the developments
in quantum computing technology.

The learning with errors (LWE) "' problem is based on
the lattice problem and was proposed to withstand quan-
tum computing attacks. Researchers then began to apply
the LWE problem to the PEKS scheme. With the help of
the LWE problem, Zhang et al. 191" yu et al. ""and Be-
hnia et al. ' proposed LWE-based PEKS schemes to re-
sist quantum computing attacks, and their schemes further
improved the security associated with PEKS. Xu et al. '
provided a multiple data owner scheme based on the LWE
problem to expand the application scope of multiple data
owners. However, the schemes proposed by these four
studies could not achieve multi-keyword searches, which
could lead to the problem of a single keyword search gen-
erating many irrelevant results with high computation
COsts.
which can lead to information leakage. Zhang et a
then proposed a multi-keyword search scheme to enable
more accurate search results and reduce the computation

The schemes were also unable to resist KGA,
L

cost for the user; however, the scheme was not successful
in finding all files containing the searched keywords.
Zhang et al. "' subsequently proposed an anti-KGA PEKS
scheme, but this scheme could not realize multi-keyword
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searches. Wang et al."'” proposed a multi-keyword
search scheme, but it had a high computation cost for the
cloud server, and it could not resist KGA. In addition,

107161 e nabled the cor-

none of the above-mentioned studies
rectness of the search results to be verified for the user
prior to decrypting the ciphertext. Finally, Mei et al. "
proposed a scheme that verified the correctness of the
search results, but it was unable to resist KGA or achieve
multi-keyword searches.

In short, none of the above schemes provide a secure,
highly efficient, multi-keyword search within a cloud
storage environment.
schemes are unable to resist KGA. Furthermore, most of
the existing schemes based on the lattice cannot verify the
correctness of the search results without decrypting the ci-
phertext, and this is problematic for a cloud server that is
untrustworthy or for a system encountering failure, which
may return the wrong search results. To solve these prob-
lems, we propose an LWE-based verifiable multi-key-
word search (LWE-VMKS) scheme.

In addition, nearly all of the

1 Preliminaries

In this section, we provide the background to lattices
and PEKS and some of the important algorithms that are
applied in this paper.

1.1 Lattice

Definition 1 (lattice)'”  Given n linear independent
basis vectors b,, b,, ---,b, €Z", let B=[b, b,
b,], the full-rank lattice A generated by B is the infinite

periodic set as A =L(B) = {2 x.b,
i=1

xieZ,lsi$n}.

nxm

Definition 2 ( g-ary lattice) " For ¢ prime, A e z,
and ue Z), it is defined as A; (A) = {e e Z" | Ae =
0 mod ¢} and Aj(A) ={eeZ"

Ae =u mod ¢} .
1.2 Learning with errors (LWE)

Definition 3 (LWE)"”’ For a security parameter A,
an integer g=2, a secret vector s, and a dimension n e
Z., x is a distribution over Z. The LWE problem is used
to distinguish two distributions, one distribution is [ a, \

n+1
q

Z; and b, e Zq) , and the other distribution samples [ a, \

b,], which is uniformly sampled from Z""" ( where a, e

b,] by sampling a, € Z! uniformly, e, ey, and set b, =a,
- s +e,. The LWE assumption is that this problem is in-
feasible.

1.3 Discrete Gaussians

Definition 4 ( discrete Gaussian distribution ) “l For a

m x-c
vector, c e Z" and o e R, p = exp( —q'rHizH
o
denotes an n-dimensional probability density function of a

. . . . . . 2
Gaussian distribution with center ¢, and variance ¢~. For

a given lattice, ¢ >0 is a parameter, and D, (x) =
p,..(x)/p,.(A) denotes the discrete Gaussian distribu-
tion in the lattice, A (A ), with center ¢, and variance
o, where x € A.

1.4 Trapdoor functions

nxm

Given a random matrix A € Z;,

TrapGen (A,Q) '™

for some m=1, and an invertible matrix Q € Z_™", the

function TrapGen(X ,Q) outputs a key pair {AeZ)",T
e Z""! , where T is the basis of A" (A).

q

NewBasisDel (A, T,, o) o

Z."", a short basis, and T, e A (A), a parameter g =

I f‘A | /mnloggew( (logm)*?) , the function NewBasis-
Del(A,T,,o) outputs a matrix R, and a short basis T,
of B, where B=AR"".

LeftSample(A A, , T, ,u, o)™
Z)"", amatrix A, e Z)"", amatrix T, e Z)""

q q
a short basis of A" (A), a vector u e Z;, and a Gaussian

parameter o = ( || TA | w( /log(m+m,)), the function
LeftSample (A ,A,,T,, u,o) outputs fe Z"™™ to satisfy
[A|A, ]f=u(modp)and || f| <o./m+m,.

Lemma 1'°  For a key pair V,, € Z;*" and V,, €

Given a matrix A e

Given a matrix A e
, which is

Z;"", and an appropriate big integer 7, an anti-quantum

computing attack algorithm samples ze Z, andye { -1,

0, 1}" with probability 1 / [Xexp( - 8
200

z,V,
( z*y>), where o =7 || V,y || and X =exp(1 +

cosh( e
o

1/(27%) ). Furthermore, z satisfies |z | <B,=1.4/m
oand | z, | <g/4, where |z, | is the i-th norm of
vector z.

Lemma 2"’ Let a e (0,1) be a real number and g a

prime number, such that ag >2 /m. Assume that an effi-
cient algorithm exists that can solve the LWE problem
with a Gaussian distribution with mean «. An efficient
quantum algorithm then also exists to solve the worst case
of the SVP and CVP problems.

Lemma 3"’ Let n be a prime number and n e Z!,
such that - Z. is coprime with g, then the function %:
7, —1Z, is defined as n(a;) =7 * @, to induce an isomor-
phism from Z; to Z;.

Lemma 47" Let A be a lattice, o be an isomor-

phism mapping Z to lattice A, and r=.2u, (A) for
some negligible g, for z is distributed by D, ,, y is dis-
tributed by D, with r'=r | x || , then the distribution of z
- x +y is within a negligible statistical distance of the
Gaussian distribution D,, where 7 = ¥ | o, (x) |* +
(.

Lemma 5'"*
tion problem (ISIS) is defined as follows: given an inte-

The inhomogeneous small integer solu-
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nxm

ger, g, amatrix, AeZ,", areal 8, and a vector u €

Z., the integer vector fe Z can be found so that Af = u

mod g and | f| <B. The ISIS assumption is that this
problem is infeasible.

2 Proposed LWE-VMKS Scheme
2.1 System model

Our LWE-VMKS scheme comprises of four entities, as
shown in Fig. 1. The key generation center (KGC) gen-
erates and manages the search of key pairs and verifies
them. Data owners possess the data files with encrypted
keyword indexes and upload the ciphertexts, encrypted
keyword signatures to the cloud server. The cloud server
stores the ciphertext and helps the users to find the cipher-
Each user can retrieve the data files and verify
whether the searched results are correct.

=1 gncrypt Upl,
R'I — E“nyptedw;
hles
%

Data tracy

text.

ad
owner UQ\O Cloud server
ncrypted
Secret Verlﬁ:e;t(ljon key key\gords Search Search
index
channel identity key results query
Searching secret key
and ® O o
G E identity key
Secret
channel
Users

Fig.1 System model

2.2 Threat model

The data own-
ers and KGC are trusted. They will not leak secret infor-

We define the threat model as follows.

mation.

The cloud server is semi-trusted, which means that the
cloud server may correctly perform all the appropriate op-
erations within the scheme, but it may be curious about
the secret data.

Online attackers are malicious,
may eavesdrop on the information transmitted within the
network, try to obtain private data files, and illegally ob-
tain search abilities. In addition, online attackers may
launch keyword guessing attacks to obtain the keywords
searched by the user.

which means that they

2.3 Details of our LWE-VMKS scheme
2.3.1
The KGC chooses a modulus ¢, lattice dimension pa-

System initialization

rameter n, m = nlogg, and an error distribution y appro-
priately for LWE. The KGC then selects a random matrix

AecZ)" form=1,

The KGC then runs TrapGen(Z ,0) to generate a matrix

and an invertible matrix Q e Z"".

as the master public key M,
master secret key M, =T, .

=A,, and a matrix as the

The KGC then chooses o, = | T, || vmnlogqg w
((logm)*?), o, > | T, || @( log(2m) ),

Ixm

a random

vector u € Z;, a random matrix D e Z,
tions H,: {0,1}' —Z) and H, ; {0,1}
The KGC also sets the keyword K,
where w; € {0,1} !

Finally, the KGC sets p, = {n,m,q,A,,H, ,H, ,u,D,
o,,0,| as public parameters and maintains the privacy of
M,=T,.

0

, and hash func-
—1{-1,0,1}".
= %Wl,wz,"',wa ’

2.3.2 Key generation

First, the KGC generates the search key pairs as fol-
lows; when a data owner,
sends his identity to the KGC. After receiving the identi-
ty, the KGC verifies whether the data owner is legal. If i
is legal, the KGC implements NewBasisDel(A,,T, ,o,)

to generate an identity key R, e Z " for i and a short ba-
sis T, e Z!"" from A, =A,R ' € Z!".

q

The KGC then generates the signature key pairs as fol-
lows:

i, joins the system, he/she

it randomly chooses A’ e Z.*""" and B’ e
Z;"”” ** and then computes verification master key pairs

asV, =[24" [2A'B'mod q + gI, ] € Z;" and V,, =
B, mxn
[ ez

Finally, the KGC sends { T, ,R,,K | to the users who
have access abilities to search the files belonging to i
through a secure channel, sends {R,,K, ,V,!| to each i
through the secure channel, and publishes V , publicly.
2.3.3  Encrypted keyword index generation

The data owner i first applies the hash function H, to
map w;to H,(w;) e Z,, where 1 <j<N. The data owner
i then selects e, e Z; and e, , , € Z; from the | <k<m er-
ror distribution, selects a random matrix B, e Z," ", and
then calculates C, =Bu +e,eZ,, C,, =BA, +E e
", where E, ;= [e,,, | €0, | | € 0m]
file that i possesses, he/she checks if the file contains w
If so, he/she sets M, =H, (w,)D e Z,"";
"”". Next,
lects e, ; , e Z; for the 1 <k<m error distribution and then
computes C, ;=BM, +E, ,eZ)"", where E, ;= e
€ | | e].j,m]T eZ,".

Finally,i generates the encrypted keyword index, C =
{C,=Bu+e,eZ,C,,=BA +E ,eZ ™, C , =
BM,+E,  eZ"}.

2.3.4 Signature generation

T
. For each

Otherwise ,
he/she selects a random matrix, M el i se-

1,j,1 ‘

If the data file does not contain w;, then i selects a ran-

domy,e{ -1,0,1{"and z;,eZ,, and generates the sig-
nature as s, = {z;,y,!.
If the data file contains w,, then i first randomly selects

x; € Z) and then computes y, = H, (VR x mod 2q,r,,
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Py, r,,w) ef —1,0,11", where r,; donates the j-
th column of R,. The data owner i then selects a random
bit, be 10,1}, calculates z; = x; + ( - l)bR[lekyj €
Z, sclects a big enough integer 7 to calculate o =
| R 'V,y, |l , X=exp(1 +1/(27°)), and implements
reject sampling to generate s, = (z;,y,) with probability
1/ [Xexp( N R[‘V;ky, I z)cosh(<z/,R[‘7V.\ky,v> )]
20° o

Finally, i sends the ciphertext of the data files with sig-
nature s, = {z;,y;{ and encrypted keyword index C =
{C,,C,,,C, ;| to the cloud server.
2.3.5 User request generation

First, i decides a keyword set K, = {w, ,w, ==, w, |
containing a keyword k that they want to search, where U
={U,,U,,-,U,} and 1 <k<N. Subsequently, i com-
putes H, (w, ) (1<j<k) and obtains u,D, and o, from

p,, and then calculates A, =A,R;" and applies LeftSam-

q

k
ple(A,, ZHl(wU’)D, T, ,u,0,) to generate f e z"
j=1

k
where f satisfies [ A | Y H(w,)D ]f = u mod q.
=

Finally, i sends the search query f and {U,| to the
cloud server, where 1 <j<k.
2.3.6 Ciphertext search

First, the cloud server finds the encrypted keyword in-
dex C=1{C,,C,,,C, | stored in the cloud server and ap-
plies f and { U, | uploaded by i to compute £2 = C, -

(€.

The cloud server then verifies if (2, < q/4, where (), is
the j-th norm of £2. If so, the server returns true, which
means that the ciphertext of data files contains all the
searched keywords queried by the user. The cloud server
then sends the ciphertext with signatures s, = {z,,y,} to
the user. Otherwise, the cloud server returns | .

2.3.7 Verification
After receiving the ciphertext of data files with corre-

k
ZCLU’ ]f, where 1 < j < n.
i=1

sponding signatures s, = {z,,y;} from the cloud server, i
checks whether the following equations hold ;

Iz | <1.4Vmo (1)
q .
hz I < 4 Isism (2)
yj=H2((Vkaizj+qyj>mOd zq,rf,l’ri,z,"',r,‘,m’wu,>
(3)

where z; ; is the i-th element of vector z;.
If all three equations hold, i accepts the ciphertext of
the data files; otherwise, i rejects the ciphertext.

2.4 Correctness

Theorem 1 Our LWE-based verifiable multi-keyword
search (LWE-VMKS) scheme is correct.

Proof First, we prove the correctness of the search
phase.

The computation result in the ciphertext search phase
for the cloud server is as follows:

2= (c-|c, icwr]f)modq -

k

(Bu+e,~ [BA +E,| 3 @BHm)D+E,)]f)modq =

(B,.u —Bl.[Al.

iHl(ij)D]f'i_e/ )mod q

ro_
where e’ = ¢, — [EI,O

ZE |

iHl(wU,)D]f= u mod

q. Therefore, the cloud server can be obtained as £2 =
(Bu —Bu +e')mod g = e'mod gq.

Let ¢; denote the j-th element of e’. According to the
definition of the LeftSample, f satisfies | f | <

o, V2m. Let ¢, ; denote the j-th element of e, e, , . de-
note the j-th row of E, ;, and e, , ; denote the j-th row of

Note that f satisfies [A,.

E ,. Sincee, , e ,;, and e, , ; are selected with the er-

ror distribution, we know e,; < gaw vlogm, e , <

qa«/%w v/logm , and e v, < qa«/niuu v/logm. We then

have

Ze) 7| <
/ilel,y,,,-) ]fH <

k
leos I+ (N, I+ | Seww, | )11 <
i=
qgow /logm + (k+1)qa Ymw Viegmao, /2m =
(1 +kom + mo,2 ) qaw +/logm

Hence, if we set a < (4 (1 + kom + mo 2) o -
V1ogm) ™", according to Lemma 2 with ag >2 /m, we
know that ¢ > 8 (V/m + kom Vm + 2 om Vm) aw
V/logm. We can then obtain | e] | < (1 + ko,m + ma,
- 2) gaw logm < q/4,je[1,m] and ensure that o}
< g/4. The cloud server can thus correctly retrieve the ci-
phertext.

Lyl = | e, = [€rns

leos I+ 1l [era,

We then prove the correctness of the verification
phase.

In the verification phase, according to Lemma 1, gz,
satisfies || z; | <B, = 1.4 /mo, and || Z, | <g/4. We
can then prove that y, = H, (V, Rz, + qy,mod 2q,r
r

i1
i2s sl Wy ) as follows:

Hz( (Vkaizj + qyj)mOd 2‘1"‘:"1 JFin, e ’r,:m’wz/,) =
H,((V,R,(x;+ (-1 )bR;]Vskyj +qy;)mod 2q,
r.,,r ',r;,m’wu,> :Hz((vkaix,""(_l)h'

i1sFias"”
[2A" |2A'B'mod g +qI,1[B"  -1,1"y, +qy,)
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mod 2q’ri‘l ’ri,z»"'armn’wu,) =
HZ((V/;kRixj+( _l)bqyj+qyj)m0d2q7
ri,l’ri‘2"”’ri,m’wu/) =

Hz((Vka[x,‘)mOd 2q9ri,l Fins Ty, ,WU,) =);

Obviously, if the signature contains the same key-
words, w, , for user searching, Eqs. (1) to (3) will
hold. Therefore, once the cloud server provides a wrong
search result, the user can check the correctness of the
search result, and the correctness of the verification phase
can be ensured.

3 Security Analysis
3.1 Formal proof

In this section, we formally prove that our LWE-
VMKS scheme can resist quantum computing attacks,
support a high-efficiency multi-keyword search, realize
verification for the search results, and support KGA re-
sistance.

Theorem 2 Our LWE-VMKS scheme can realize
quantum computing attack resistance.

Proof We demonstrate the number field for the en-
crypted keywords index, C,, = BM, + E,; € Z,”",
which is identical to the LWE problem and meets the
number field requirement of the LWE problem. Similar-
ly, C,=Bu+e,eZ and C, =BA, +E, , e Z," also
meet the number of field requirements of the LWE prob-
lem.

Therefore, the encrypted keyword index C = {C,,C, ,,
C, ;| can resist a quantum computing attack.

Theorem 3 Our LWE-VMKS scheme can achieve a
secure multi-keyword search with high efficiency.

Proof According to Lemma 5, only the user i who
possesses the secret key T, , can successfully generate a

gleme,)D]f:

u mod q. Therefore, attackers cannot search the cipher-

short vector, f, thus satisfying [A,.

text.

In addition, only one trapdoor function is implemented
in the user request generation phase, and this does not in-
crease the computation cost.

Theorem 4 Our LWE-VMKS scheme can securely
verify the correctness of the search results.

Proof According to Lemmal, only the data owner i
who possesses the verification key, V, e Z;"", can gen-
erate correct s;, = {z;,y,1. After i receives the search re-
sult from the cloud server, he/she verifies the correctness
of the search result and checks whether Egs. (1) and (2)
hold. Only when the equations hold, can i continue veri-
fication.

Then, as proven in Theorem 1, Eq. (3) only holds if
the signature contains the same keywords. If the cloud re-
turns wrong results, i rejects them.

Theorem 5  Our LWE-VMKS scheme can resist
KGA.

Proof As proven in Theorem 2, attackers cannot ob-
tain R,, even if they apply a quantum computing attack.

Therefore, attackers cannot generate C, , to launch KGA.
3.2 Security goal comparison

In this section, we compare the security goals of our
LWE-VMKS scheme with those of other schemes "™’
in Tab. 1. The comparison is made to illustrate the multi-
ple security goals of our developed schemes: resisting a
quantum computing attack, enabling a multi-keyword
search, conducting a verifiable search for results, and re-
sisting KGA.

Tab.1 Security goal comparison

Quantum . Verifiable
K Multi-keyword N KGA
Scheme computing search for .
. search resistance
attack resistance result

Ref. [12] Vv X x X
Ref. [15] vV x x
Ref. [16] vV Vv X X
LWE-VMKS vV vV vV VvV

4 Performance Analysis

The performance environment of our LWE-VMKS
scheme is shown in Fig. 1. The entire system runs on a
distributed Internet environment with a 20 MB band-
width. The cloud server is set in an Ali cloud server,
which runs 64 bit CentOS 8.2 with a four-core CPU and
8 GB RAM. For the KGC, data owners and users are set
on a desktop with an Intel Core i5-9500T CPU containing
six cores rated at 2.20 GHz with 8 GB of memory.

4.1 Storage cost comparison

In this section, we compare the storage costs of our
LWE-VMKS scheme with in previous stud-
ies!""™" The storage costs are mainly decided by the
encrypted keyword index size and signature size, and the
results are provided in Tab. 2. We set the parameters of
the LWE-based schemes as n = 128, g =257, m =
6n| log g ] =1 024. It is of note that the schemes in pre-

21570 4o not support a verifiable search.

those

vious studies'

Tab.2 Storage cost comparison

Scheme Encrypted keyword index Signature size
Ref. [12] (mn + n)logg
Ref. [15] (2mn + n)logq
Ref. [16] (mn +m + n)logg
LWE-VMKS mnlogq 2mlogq

4.2 Comparison of computation costs

In this section, we compare the computation costs of
our LWE-VMKS scheme with those of previous stud-

ies'>"" ™ " and the results are given in Tab.3.
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Tab.3 Computation costs of keyword search

Scheme Keyword encryption cost User request cost Search cost Verification cost
Ref. [12] (m®n +n® + n)to 2 ‘ W | &, mn ‘ W toa
Ref. [15] (2mn® +n?)t,, n|wlt, 2mn | W |ty
Ref. [16] 3(mn +n*)t,, nt, ( ‘ 1% ‘ +2)mnt,,
LWE-VMKS mn*t,, t, 2mnt (mn +n)t,,

Let ¢, denote the cost of one trapdoor function opera-
tion, t_, denote the time cost of multiplication of two
numbers, and | W | denote the number of searched key-
words. The computation cost for one keyword search in
each phase is shown in Tab. 3.
4.2.1 Comparison of computation costs of keyword
encryption

In this section, we compare the computation costs of
keyword encryption in our LWE-VMKS scheme with

. . . 12,15-16
those in previous studies """

, and the results are
shown in Tab. 3.

The computation cost of keyword encryption in our
LWE-VMKS scheme is less than that in Refs. [ 12,
157 the computation costs in Refs. [ 12, 15] are
134 234 240¢,_, and 33 570 816¢ respectively, ac-
cording to (m’n +n* +n)t,, and (2mn’ +n*)t,,,
spectively, while the computation cost of our LWE-
VMKS scheme is 16 793 600¢_,.
tation cost of keyword encryption in our LWE-VMKS
scheme is higher than that in Ref. [16]; the computa-
tion cost in Ref. [ 16] is 442 368 ¢, , according to 3 ( mn
+n*)t,,, while the computation cost in our LWE-
VMKS scheme is 16 793 600¢,,. However, Ref. [ 16]
does not support verification for searched results, and it
cannot realize KGA resistance.

mul »

re-

However, the compu-

4.2.2 Comparison of computation costs of user re-
quest

In this section, we compare the computation cost of the
user request for our LWE-VMKS scheme with that of the
schemes in Refs. [ 12,15 —16], and the results are shown
in Tab. 3. The computation cost of the user request of our
LWE-VMKS scheme is lower than that of Refs. [ 12,15 —
167, as2 | Wt >, 128 | W |z, >1,, and 1287, > 1,
respectively.

4.2.3 Comparison of computation costs of key-
word search

In this section, we compare the computation cost of
conducting a keyword search in our LWE-VMKS
scheme with that of the schemes in Refs. [ 12,15 —
16 ]. The results are shown in Fig. 2, where the x-
axis denotes the number of searched keywords, and
the y-axis denotes the logarithmic of the computation
cost.

The computation cost of a keyword search in our
LWE-VMKS scheme is lower than that in Refs. [12,15
-16], when | W | >2, |W/| >1, and at all times,
respectively.
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Fig.2 Comparison of computational costs
5 Conclusions

1) Our LWE-VMKS scheme can resist quantum com-
puting attacks and multi-keyword searches, verify the
correctness of the searched result, and support KGA re-
sistance.

2) The performance analysis demonstrates that our
scheme provides superior performance compared with oth-
er schemes.

3) Our scheme is not flexible enough to provide an ac-
curate search result for the user.
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