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Quantum-resistant dynamic authenticated group key
agreement scheme for the Internet of Things
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Abstract: With the recent advances in quantum computing,
the key agreement algorithm based on traditional cryptogra-
phy theory, which is applied to the Internet of Things (IoT)
scenario, will no longer be secure due to the possibility of
information leakage. In this paper, we propose a
anti-quantum dynamic authenticated group key agreement
scheme (AQDA-GKA) according to the ring-learning with
errors (RLWE) problem, which is suitable for IoT environ-
ments. First, the proposed AQDA-GKA scheme can imple-
ment a group key agreement against quantum computing at-
tacks by leveraging an RLWE-based key agreement mecha-
nism. Second, this scheme can achieve dynamic node man-
agement, ensuring that any node can freely join or exit the
current group. Third, we formally prove that the proposed
scheme can resist quantum computing attacks as well as col-
lusion attacks. Finally, the performance and security analy-
sis reveals that the proposed AQDA-GKA scheme is secure
and effective.
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Driven by the rapid progress and technological ad-
vances in the Internet of Things (IoT), the intercon-
nection of smart devices has increased significantly in re-
cent years. IoT devices often require sensitive data to be
exchanged while operating in an open, dynamic, and po-
tentially vulnerable environment. However, the incep-
tion of quantum computers has put traditional group key
agreement algorithms at risk of being compromised. Fur-
thermore, data security in the IoT environment is facing
major challenges''. This has facilitated the need for fur-
ther research on quantum computing attack resistance
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group key agreement (GKA) schemes for IoT.
GKA is a traditional cryptographic primitivem.
since the concept of key exchange was first introduced by
Diffie-Hellman">', there has been continuous research on
key exchange in both academia and industry. Burmester
et al. ") proposed a two-round GKA protocol with the

Ever

ability to overcome issues such as increased communica-
tion and computation costs with the rise in the number of
However, it
could not incorporate authentication mechanisms, and its

operation was based on the assumption of a trusted chan-
[

communication rounds and participants.

nel. Yang et al. 5) solved this issue by integrating digital
signatures. In recent years, several studies have opti-
mized GKA for specific applications. Abdussami et al.
! introduced a provably secure and lightweight authenti-
cated key agreement protocol for use in the modern
healthcare industry. Cheng et al. [7] proposed a dynamic
authentication GKA for 5G networks. Cao et al. */ intro-
duced a vehicular network GKA protocol, but it relied on
a key generation center and lacked dynamic user depar-
ture support.

The introduction of Shor’ s algorithm ' has compro-
mised the security of traditional GKA schemes based on
the discrete logarithm problem. Currently, lattice-based
cryptosystems are considered the most viable for future
cryptographic advancements. Ding et al. "' proposed
the first-ever lattice-based GKA protocol, which incorpo-
rated the concept of the DH protocol, and they con-
structed a quantum-resistant key exchange based on the
LWE problem. Peikert ' developed an efficient passive
secure key exchange protocol according to the RLWE
problem and introduced an error coordination mecha-
nism. However, their approach was vulnerable to
man-in-the-middle attacks. 12 proposed
Frodo, an LWE-based post-quantum authenticated key
agreement protocol with forward secrecy. However, this

Bos et al.

protocol incurred high computational and communication
costs. Hougaard et al. "' designed a tree-based RLWE
GKA scheme to balance communication and memory ef-
ficiency but lacked dynamic user management. Choi et
al. ''"* designed an RLWE-based authenticated GKA but
with linear communication complexity. Wang et al. !>
proposed a two-round LWE-based protocol with dynamic
identity authentication, supporting user join but not re-
moval. Cheng et al. "'® proposed an anonymous identity
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authentication and group key distribution scheme using
quantum random numbers. To the best of the authors’
knowledge, despite these advancements, achieving a bal-
ance between efficiency, dynamic user management,
and post-quantum security is a persisting challenge.

1 Preliminaries

In this section, we introduce definitions based on

some assumptions.

1.1 Lattice and Gaussian distribution

Definition 1 (lattice) "’

of n linearly independent vectors, where a; € Z". The

Let {a,,a,,---,a,} be a set

lattice A generated by the basis is A = L(a,, a,, -+, a,) =
%ZSiaisi € Z}.
i=1
Definition 2 (discrete Gaussian distribution) "'’ For

vectors ¢ € Z" and o € R, the Gaussian function is de-
fined as p, (X)=exp( - @[ X - ¢ I/o%). The discrete
Gaussian distribution over a lattice A is defined as
Dy, (X)=p, (X)I S p, (X).

XeA

1.2 Ring learning with errors problem

Definition 3'"® Let f(x)=x"+ 1, where n is a
power of 2. Let R = Z[ x]/{f(x)) be the ring of integer
polynomials modulo f (x), where the elements of R are
the polynomials of degree less than n. Let ¢ =
I mod2n,R, = Zq[x]/<f(x)>, where the polynomial
coefficients are from {0, 1, ---, ¢ — 1}.

Definition 4 (ring learning with errors)''®' A sample
from RLWE distribution, A, is generated by randomly
choosing v € R,,e € @, and outputting (v,c = sv + e).
The RLWE search problem denotes how to recover the
secret value s using the equation.

Lemma 1 (hardness of R-LWE problem)"®  Let
ae(0,1) be a real and ¢ be a prime such that
ag > 2n. Assuming that there exists an efficient algo-
rithm that can solve the RLWE problem with @, there
exists an efficient quantum algorithm for solving the
worst case of SVP and CVP problems.

1.3 Generic key reconciliation mechanism

The key reconciliation mechanism comprises two algo-
rithms—recMsg and recKey.

Definition 5 (recMsg and recKey)'''' Inputv e R,
the modular rounding function is defined as |- 1,:
v = [ 2v/g ] mod 2, and the cross rounding function is de-
fined as {-),: v~ [4v/g]mod 2. recMsg(v) — (rec, k).
Input v € R, output k =/ v1,, and signal is rec = {v),.

Define I,={0, 1, -+, g/4 =1}, I, ={ - | g/4 ], -+, -1},

and the set E = {—%, g) N Z, recKey (w, rec) is defined

as follows:
if I+ E d
recKey (w, rec): = 0 ifwel,+E(modg)
I otherwise
where w e R, tec e R,
Lemma 2" If|v — w| < ¢/8, then recKey (w,{(v),)

=v] 2
1.4 Lattice-based signature

Definition 6 The preimage sampleable trapdoor
function is given by two algorithms—TrapGen and Sam-
plePre.

The TrapGen(g, 1") algorithm takes g, n as input and
outputs (g,(+),T,), where G, e Z2*", g(¢)=Ge mod ¢,
and T, is a basis of A*(G,).

The SamplePre (T, y) algorithm takes 7, and y € R, as

input and outputs x =t + v, where x € D te’Z”,

7", s’

G.itmodg =y,v e DMG’)‘VI.

Definition 7 (signature algorithm) "'®)  The signature
algorithms primarily include SigKeyGen,

Verify algorithms.

Sign, and

The SignKeyGen (g, 1*) algorithm takes g,n as input
and outputs (g,(+), T,). The public key is pk, = g,(e),
and the private key is sk; = 7.

The Sign (sk;, msg) algorithm takes the private key sk;

and msg € Z; as input and outputs o, € D,, , where
msg = gi(a-msg) = Gio-msg mOd q
The Verify (pk;, msg, o) algorithm takes pk,,

msg € Z;,0,, € D, asinput. Then, the algorithm cal-
culates g,(o,,)=G0,,modg, if o, €D, and
8i(0 ) = msg, the signature verification is successful,

else it outputs L.

2 Construction of AQDA-GKA Scheme

2.1 System model

The system model of the proposed AQDA-GKA
scheme, illustrated in Fig. 1, consists of different groups
of IoT devices. The IoT devices within the group are re-

H Node
i register
1
1

Fig. 1 System model of our AQDA-GKA scheme
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ferred to as nodes. The controller node, which is de-
noted as C,, possesses the highest computational capabil-
ity. The other nodes are denoted as {U,, U,, **+, Uy_,}.

All nodes negotiate the group session key.

2.2 Threat model

In the proposed AQDA-GKA scheme, let U be the set
of participants. Any subset of U can establish a group
key, and all nodes are semi-trusted nodes, which means
that they will correctly perform all operations required in
the scheme. However, they may passively collect and
analyze the information they have access to.

Send. The adversary sends a message to an instance,
which then processes it and returns a response.

Execute. The adversary passively eavesdrops on proto-
col execution and records the results.

Join (G, G,). The adversary observes the execution of
the Join algorithm when a new group member G, is
added.

Exit(G, G,). The adversary observes the execution of
the Exit algorithm when a member G, leaves the group.

Corrupt (U,). This query outputs the long-term key
of U..

Test. This adversary attempts to distinguish between a
genuine group key and a random key.

The adversary outputs a guess b'. Then, the advan-
tage of adversary A against our AQDA-GKA scheme is
defined as Adv, , = [2Pr[b’ = b] - 11

3 Proposed AQDA-GKA Scheme

3.1 System initialization

The system initialization phase involves three main
steps—Setup, keyGen, and Register.

Setup(1*). In this step, the system generates the pub-
lic parameters {g, n, [, @,}. The system uses unique ID,
to represent the identity of node U,, selects integers n and
[, chooses a large prime ¢, and sets the Gaussian distribu-
tion @, a € (0, 1) so that ag > 2+/n, where the number
field is a ring R, = Zq[x]/<x" + 1). Furthermore, the

system chooses four hash functions where H:{0, 1}* X

R, x{0,1}) — 7!, H.:(0,1) x R, x {0,1}' x R, x
(0, 1)) =z, Hy (0,1} — {0, 1}, Hp:{0, 1) — Z.

KeyGen (g, n). In this step, the group node executes
the  SignKeyGen (g, 1")

(g,( - ), T,), where the node signature public key is pk, =

algorithm and  outputs

g,(e), and the private key is sk, = T

Register (ID,, r;). In this step, the group nodes select
U, as controller C,,, who possesses the highest computa-
tional capability. Then, each node randomly selects a

string 7, € {0, 1}' and sends their ID, along with r; to C,.

3.2 Group key generation

In this phase, the group nodes {U "}1 and C, ex-

<isN-1
ecute the KeyAgreement algorithm and negotiate the
group session key. The detailed process is illustrated in
Fig. 2.

(U} icien

G

(1) a,ER,, s~y e, x,
c=as,+¢,ER ,
h,=H,(ID, a, ¢, t,), Sign (sk, h,) — 6,

<ID,a,c,t

0>

i i

(3) hy,=H,(ID, p,. 9, rec, t,),

<Dy, ,, ¢, 1€C, t,, O, >

(2) h,=H, (ID, a, c, t,), Verify (pk, &, 0.),
ry SE{0.1Y, PEZ,, r= Hrlrl-Ir,),
gk=Sr, s, x.(e,e,) <1
v.=s,¢,+e,, (rec, k) < recMsg(v,),

9, =sva te, W:7:S®",®k,) N
hy =H,(ID,, p,, ¢, rec,, 1,),

Verify (pky, iy, 6,,),
v=g,s,. k —recKey (v, rec,),
S=9, @k ©Or, gk=5f(x)=Sr

f(x ):r+Plj(x—/3)

Sign (sk,, i, ) — 6,

Fig. 2 KeyAgreement algorithm

In the first step, U, randomly generates a, € R,
e, x,s, < x and calculates ¢, = a;s, + e;, where s,
serves as the node’ s long-term session key. Subse-
quently, U, chooses a timestamp ¢;, computes h; =
H,(ID;, a;, c,, t;), and signs the h, with their signature pri-
vate key sk, using the Sign (sk;, /;) algorithm to generate 6,
Finally, U, broadcasts the information (ID,,a;,¢;, t;, 0,).

In the second step, upon receiving the message from
U,, C, first verifies the correctness of the 7, and signature
0, in the Further, C, computes h; =

i i

message.

H,(ID,, a;, c;, t;) and then runs the Verify (pk,, 4,, 6,)
algorithm with node signature public key pk,. If the sig-
nature verification is successful, C, accepts the mes-
sage; otherwise, C, outputs L.

Upon successful receipt of the message, C, selects
string S, ry € {0, 1}" and calculates r = H, (r,| ]|+ ||y ).
Then, C, calculates the group session key gk = Sr. Af-
ter that, C, generates a column vector s, < x, chooses

N -1 pairs of different vectors (e,,e,) < x, and com-



Quantum-resistant dynamic authenticated group key agreement scheme for the Internet of Things

395

putes v, = syc; + e,, ¢, =sya; + e,. Then, C, runs the
general key agreement algorithm recMsg(v;) to calculate
the signal rec; = <vi>2, k,=|v,],. Finally, C, encrypts
group session key material S with ¢, = S®r,Dk;, where

r; is the secret value registered by U, in the Register
phase.

Finally, C, selects the timestamp 7,, computes h, =
H, (IDN, @, ¢, 1EC;, tN), and runs the sign algorithm
Sign (sky, iy ) to generate 6. Further, C, designs a group

N
key management function f (x) = r + PH(x - r;), where
i=1
PeZ, Subsequently, C, sends the
(ID, @, , ¢, , rec,, ty, 0 > and broadcasts f (x).

message

In the third step, U, first verifies the correctness of 7,

and 6, in the message. Then, U, calculates hy =
H,(ID,, ¢, , ¢,, rec,;, 1) and runs the Verify (pk,, &, 6, )
algorithm with the node signature public key pk,. If

0y €D, and g,(0y)=h,, U accepts the message,

otherwise, it outputs L.
To recover the group session key material S from ¢, ,

U, calculates v; = ¢, s;, where s, is the node’ s long-term
session key. Then, U, calculate k; = recKey (v;, rec;) ac-

cording to Definition 5 and finally recovers S =

®, Dk,Dr;, where r; is the secret value registered by U,
in the Register phase.
Finally,
N
Sf(x;) = S[r + PH(x,- - r,-)} =8r,x, =r,

i=1

U, evaluates the group session key gk =

3.3 Efficient dynamic group key management

In the group key management phase, we designed two
algorithms—Join and Exit.
3.3.1 Nodes dynamical join

When a group of nodes G, wants to join group G to
form a new group G', the system will execute the Join al-
gorithm. A detailed explanation of this process is illus-

trated in Fig. 3.

{ Uy }ISIS,\ C\

{U/}ms/s\-\/

(2) h,=H,(ID, a, ¢, t,), Verify (pk, h, 0,),

i

r'=H,(rlrlr.,), P'EZ, gk=SF,

sv—x.le, e) —x v=sicte,

(rec, k) < recMsg(v,), p,, =sla, +e,,

(ﬂ:]= N @ n @1",,

hy=H,(ID,. ¢, p,. rec, ),
Sign(sk,, &, )—0,

S (x)=r+

' ﬁ (x=r,)
gk=5f(x,)=5r" —

(1) @, €R,, s, x.e,< 1.
¢=as,+¢,€R, h,=H,(ID, a,c,1),

<D, a, ¢, 1, 0,> Sign (sk,, h,) — 0,

<ID,. 9,. 9, rec,. 1. 0, >

5 (3) by, =H(ID,, 9, 9, rec, £,),
FCO=r+P ] (x=r,) Verify (pk,. . 6,), v/=9, 5.
o k, — recKey (v}, rec)), S=p, @ k, ®r,
gk=sf(x,)=Sr'

Fig.3 Join algorithm

Join(s, G, G,). Assuming that there is a group of

nodes G, {U;} that wish to join an existing ses-
M

N+1<j<N+

sion group G{U,} e they need to execute the Regis-

I<is<

ter and Join algorithms. This process forms a new group
G’ = G U G, through a round of information exchange,
obtaining a new session key gk, with the main computa-
tional resources still mainly provided by node C,.

In the first step, nodes {U;} , which wish to

N+1<j<N+M

join group {U,} , generate their own long-term

1<i<N
session key s; and calculate ¢; =a;s; +e;, where
a,eR, e —x. Then, U; selects f and computes hj =
Hy(ID;, a;, ¢;, t;). Finally, U, signs the h; with signature
private key sk; to generate ¢, and broadcasts the informa-
tion (ID;, a;, ¢;, 1;, 60,>.

In the second step, C, first verifies the timestamp and
signature, and it then recalculates the group session key

gk =Sr',r = H,(r|||ry||:**|ry. ) After that, C, gen-

erates a column vector sy, chooses M pairs of different
vectors (el,’ el,)’ and computes v, = s;\,c]. te,, e = s,’vaj +

e,. Then, Cy runs the recMsg(vj) algorithm to calculate
rec; = <vj>2, k;=Lv; 1, and encrypts S with ¢, = SOr,Dk;,

where r; is the secret value registered by U, in the Regis-

ter phase. Subsequently, C, chooses the timestamp,

computes hy = H,(IDy, ¢, ,¢,,rec;, ty), and runs the
sign algorithm Sign(sk,, i) to generate 6. Then, Cy

redesigns the group key management function as

N+M
f(x)=r+P H(x - r;). Finally, C, sends (ID, ¢,

i=1

@, rec;, 1y, 0 > and f (x) to nodes.

In the third step, U, verifies the timestamp and signa-

ture  first. ~ Then, it calculates v, =g, s,k =

recKey(v;, rec;) and recovers § = goz/@kj@rj. Finally,
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nodes {U,} apply the group key management

I<isN+M
function f(x) to evaluate the group session key gk’ =

M+ N
Sf(x,.)zS r+ P H('xf_ ri) :Sr/’xi: T

i=1

3.3.2 Nodes dynamical exit
When a group of nodes G, wants to exit group G' and
the remaining nodes form a new group G’ = G/G,, the

system will execute the Exit algorithm. A detailed expla-

nation of this process is given in Fig. 4.

C,

(U} cien

(1)S'efo,1},PEZ,
r=H,(r el lr ),
gk=S"f(x)=Sr,

0, =8 D r,®k,
Ky =H(ID,, 9, , 9}, 1),
Sign(sk,, i, ) =05,

<Dy, @5, Iy, By, >

S (x)=r+P ﬁ (x-r,)

(2) b, =H,(ID,, ¢}, 1,),
Verify (pk,, fy,, 6y,).
§' =9, Dk Dr,
k=S (x)=Sr

Fig. 4 Exit algorithm

Exit(s, G, G,). Assuming that there are some group
GZ{Um}l <m<M group

who wish to leave the group, where

members within the current

G{U;}
M < N. The remaining N — M nodes execute the Exit al-

gorithm to form a new group key for G'.
In the first step, C, re-selects S°, P and calculates r* =

1<is<

H, (ri||ry |- llry_ ) € {0, 1)', which is the new group
session key gk = S'r". Subsequently, C, encrypts the
new group session key material S” with ¢, = S"®r,®k;,
where r; is the secret value registered by the U, in the
Register phase, and k, is the value calculated by C, in the
KeyAgreement. Then, C, selects the timestamp #,, com-
putes iy = Hy(ID, ¢;,1,), and runs the Sign(sky, /)
to generate 6. Finally,

Cy sends the message

N-M
<IDN’ QD;’ l‘;, 0;,> and f(x) =7+ P H(x _ ri) to

i=1
node U..
In the second step, upon receiving the broadcasted
message from Cy, U, first verifies the correctness of the
timestamp 7, and checks the signature 6;,‘ in the broadcast

message. U, computes fy = Hy(ID, ¢;,1,) and then
runs the Verify (pky, i, 6 ) algorithm with the node sig-

nature public key pk,.

Upon successful receipt of the message, U, recovers
the new group session key material S” = ¢, ®k,®r,. Fi-
nally, U, applies the function f (x) to evaluate the group

N-M
session key gk =S"f(x,)= S*[r* + P H (x - rl.)} =
i=1

S'r", where x; = r,.

3.4 Correctness

Theorem 1 The proposed AQDA-GKA scheme is
correct.
Proof In the group key generation phase, C, runs

the recMsg (v;) algorithm to calculate signal rec, = <v,.>2,

k; = v, ], and encrypts S with ¢, = S@r, Dk, Then, Cy
can correctly evaluate the group session key gk = Sr,

where r = H,(r,|r,||--||ry). Furthermore, C, designs

N
function f(x) =r + PH(x - r;) and sends the message

i=1

(IDy, @1 P, TCC, Ty, GN‘> to U,.

Then, U, calculates v;=¢,s,, obtaining k/=

k! =

i

recKey (v, rec;). According to Lemma 2,
recKey (v, <v,>,) = v;], = k,. Therefore, U, can cor-
rectly recover the group session key material S using § =
®, Dk, Dr, evaluate group session key gk = Sf (x;) = Sr,
where x; = r,.

Theorem 2 The proposed AQDA-GKA scheme can
correctly perform the dynamic management of group
nodes.

Proof In the node join phase, the group manager C,

redesigns the group key management function f(x) = r’
N+ M
+P’ H (x = r;). Therefore, the node U, can evaluate the

i=1
new group session key gk = Sf (x;) = Sr’, where x, = r,.

In the node exit phase, C, redesigns the function

N-M
fx)=r"+P" H (x = r,). Then, C, encrypts S* with

i=1

@, = S"@r,®k, and signs hy = Hy(ID,, ¢, , 1) to gener-
ate 0. Finally, C, sends {ID,, ¢, , 1,0y > to U..

After U, accepts the message, it recovers the group
session key material S” using S” = ¢, @k,Dr, and evalu-
ates the group session key gk = S f(x,)=S'r", where
X, =7,

4 Security Analysis

4.1 Formal proof

In this section, we formally prove that the proposed
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AQDA-GKA scheme can resist quantum computing and
collusion attacks, ensuring secure dynamic node manage-
ment.

Theorem 3 The proposed AQDA-GKA scheme can
resist quantum computational attacks.

Proof We demonstrated the number field in the core
key agreement algorithm (a,c;), where c,=a;s, +
e,a,eR,s,e, < @, due to the closure property of
ring computations, ¢; € R,. Then, we can prove that the
expression c¢; = a;s; + e, aligns with the construction of
the RLWE problem. According to Lemma 1, the RLWE
problem has been proven to resist quantum computational
attacks, which indicates that quantum computing attacks
cannot decrypt or recover s,.

Theorem 4 The proposed AQDA-GKA scheme can
securely perform dynamic group management, including
node join and node exit.

Proof First, we prove that the AQDA-GKA scheme
can ensure the secure dynamic joining of nodes. As to le-
gitimate nodes within the
r,Viel[l,M + N], there are

group, because x; =

2 M+ N _ (-
Ay + a, X, + a,x} + -+ + a,, vX, = z ax; =
i=0
M+ N M+ N
! —_ ! —
P||(x,—rj)—P||(x,.—rj)(x,.—r[)—0
i=1 %)

For all other illegal nodes, the polynomial group key
management function f (x) # r'. Therefore, only the le-

gitimate nodes can evaluate the correct new session key

M+ N

gk’ =Sf(x)=S|r + P [](x, = r)(x;=r) | =

Jj#Ei
S(r'+0)=Sr

Second, we prove the AQDA-GKA scheme can en-
sure the secure dynamic exit of nodes.

Theorem 5 The proposed AQDA-GKA scheme can
resist the collusion attack.

Proof First, the AQDA-GKA scheme can resist col-
lusion attacks between legitimate nodes and revoked
nodes. Further, each legitimate node can decrypt the
group session key material according to the specific node
identity r,. The other nodes cannot access the value of r,
for other devices. Thus, the revoked node cannot obtain
the updated group session key materials.

Next, the AQDA-GKA scheme can resist collusion at-
tacks between the revoked nodes. The revoked node can-
not obtain the corresponding legitimate node’ s identifier
r; or the secret value k,. Therefore, the revoked node can-
not retrieve the updated session key.

Finally, the AQDA-GKA scheme can resist collusion
attacks between revoked nodes and network attackers.
As demonstrated previously, network attackers lack key
information and cannot assist the revoked node in com-
puting the new session key.

4.2 Security comparison

In this section, we compared the proposed
AQDA-GKA scheme with other schemes "*'*' in terms
of node secure dynamic join, node secure dynamic exit,
authentication, anti-quantum computing attack, and re-

because sist collusion attack, as shown in Table 1.
Table 1 Security comparison
Property Ref. [13] Ref. [14] Ref. [15] AQDA-GKA

Secure dynamic join X N v N

Secure dynamic exit X X X v

Authentication X N N N

Anti-quantum computing attack N N N N

Resist collusion attack X N X N
Note: v denotes schemes that meet the corresponding functions, while X means the opposite.

. cost of our AQDA-GKA scheme with related

5 Performance Analysis schemes [1-15)

The performance environment of the proposed
AQDA-GKA scheme is shown in Fig. 1, where the
group key negotiation participants are deployed on Al-
ibaba Cloud servers. The C, configuration is CentOS
8.2, 64-bit, with a 4-core CPU and 8 GB of RAM,
while ordinary nodes are situated on devices equipped
with an Intel Core 15-8265U CPU and 8 GB of RAM,
running CentOS7, 64-bit virtual machines.

5.1 Computation cost

In this section, we primarily analyze the computation

5.1.1 Computation cost for one ordinary node in
the group key agreement process

In this section, we compare the computation cost for
one ordinary node in the group key agreement process be-
tween the AQDA-GKA scheme and other schemes ''*'%.
The computation cost primarily depends on the Key-
Agreement algorithm in the key agreement process. We
apply multiplication to represent the computation cost of
each scheme, where T, represents one multiplication on
R,, t,, represents one multiplication on Z_, Ty repre-
sents hash operations, ny denotes the ring size of the
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RLWE problem, 7, denotes the dimension of the LWE
problem, and N represents the number of participating
nodes. To formalize the calculation, we define T, =
(ng logng)t,, and Ty = ngt,,. The total computation

cost generated for one ordinary node to complete a key
agreement process is shown in Table 2.

Table 2 Computation cost for one ordinary node in the group
key agreement process

Scheme Computation cost

Ref. [13] 2T

Ref. [14] 3T, + (N + 4)ngt,

Ref. [15] 6n toy + (npnon'n )t o+ (n'npng )t
AQDA-GKA 2T + 4ngt o

According to Table 2, we
512,ny = 1024, n" = 32 and plot log,,t,,, on the y-axis;

set parameters n; =

the comparison results are illustrated in Fig. 5.
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Fig. 5 Computation cost for one ordinary node in the group
key agreement process

As shown in Fig. 5, the computation cost for one ordi-
nary node in the key agreement process for the proposed
AQDA-GKA scheme (24576¢,,) is slightly greater
than that for the scheme in Ref. [13] (20480¢,,) , ac-
cording to 27, + 4ngt,, and 2T, respectively. How-
ever, the proposed scheme supports dynamic manage-
ment of group nodes, identity authentication, and resist
collusion attacks, while the scheme "> cannot. The com-
putational cost for one ordinary node in this scheme
(245761,,) is less than that in Ref. [14] (1 024 (N+
34t,,) and Ref. [15] (4.3 x10°t,,) , according to
3Tu + (N + ngt,, and  6n.t,, + (npn n'n )t +

(n'nyn;)t,.» respectively.

mul
mul mul
5.1.2 Computation cost for all ordinary nodes in
the process of dynamic management
In this section, we compare the computation cost of all
ordinary nodes in the proposed AQDA-GKA scheme and
other schemes "'*'>! during dynamic management.
(1) Nodes dynamical join
The total computation cost of ordinary nodes during
dynamic join in the proposed AQDA-GKA scheme and

other schemes "***) is shown in Table 3.

Table 3 Computation cost for all ordinary nodes in the pro-
cess of node joining

Scheme Computation cost

Ref. [13] o

Ref. [14] (N=3)(m+2)ngt,y+(N=3)T,,

Ref. [15] 2(N-1) (m+ Dngt,,
AQDA-GKA (N = Dty

According to Table 3, we set parameters N = 50 and
use m to represent the number of people who will join the
group. We plot log,,t,., on the y-axis and illustrate the

comparison results in Fig. 6.
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Fig. 6
of joining

Computation cost for all ordinary nodes in the process

The computation cost for all ordinary nodes during dy-
namic join in the proposed scheme is significantly less
than that in Ref. [ 13]. Because the scheme "*' cannot re-
alize dynamic join, the computation cost is to be infinite
. As shown in Fig. 6, the computation cost for all ordi-
nary nodes in the process of dynamic join in the proposed
scheme (49¢,,,) is less than that in Ref. [14] (48 128(m +
12)¢,,,) and Ref. [15] (50176(m + 1)t,,,) , according
to (N-3)(m+2)ngt,,+(N-3)T,, and 2(N-
1) (m+ 1)n, t,,, respectively.

(2) Nodes dynamical exit

In the process of nodes dynamic exit, the total compu-
and other

cost for scheme

[13-15

tation the proposed

schemes "is shown in Table 4.

Table 4 Computation cost for all ordinary nodes in the pro-
cess of node exit

Scheme Computation cost

Ref. [13] ®

Ref.[14] (3T, + (N + $)ngt, . ) (N - m)

Ref.[15] (6nptog + (ng + 1) (n'n)nt, ) (N = m)
AQDA-GKA (2ng + 1) (N = m)t,,

According to Table 4, we set the number of participat-
ing nodes N = 50 and use m to represent the number of
nodes that will exit the group. We plot log,,z,., on the
y-axis and illustrate the comparison results in Fig. 7.
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Computation cost for all ordinary nodes in the process

The computation cost for all ordinary nodes during dy-
namic exit in the proposed scheme is far less than that for

3] cannot

the scheme in Ref. [13]. Because the scheme
realize dynamic group management, the computation
cost is infinite. As shown in Fig. 7, we can see that the
computation cost for all ordinary nodes in the process of
dynamic exit for the proposed scheme ((50 — m)t,,,) is
less than that in the scheme in Ref. [14] (86016(50 —
m)t, ) and Ref. [15] (4.3 x 10° x (50 - m)t,,,) , ac-

BT, +(N+d)ngt, )(N-m)

mul

cording  to and

(6n t,,+(n +1)(n'n )n t,,)(N—m), respectively.

5.2 Communication cost

In this section, we analyze the communication cost of
the proposed scheme with related schemes '3, We set
[, represents the length of the signature, [, represents the
length of the random string, [, represents the length of
the timestamp, [, represents the length of node identity
information, and N represents the number of participat-
ing nodes. Here, gy and g, represent the lengths of the
modulus ¢ for RLWE and LWE, respectively.

The communication cost for the proposed scheme and

[13-15]

other schemes in the process of completing the key

agreement is shown in Table 5.

Table 5 Communication costs of different protocols

Scheme Communication cost

Ref. [13] 3ng(loggg + N

Ref. [14] 2N (Ip + 1 + ngloggy + Ig) + ny

Ref.[15]  N((n +n’ + Dnglogg, +n')+ 2N (I + 1, + 1 + Ig)
AQDA-GKA NQ2(ly + I, + I) + 3ngloggy + I, + ng)

According to Table 5, we set parameters [, = 160, [, =
160,1,=32,1,,=128,q9, =2, g, =2 and plot log,L
on the y-axis, where L represents the bit length of infor-
mation in the communication process. The comparison
results are illustrated in Fig. 8.
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Fig. 8 Communication costs for different schemes

As shown in Fig. 8, the communication cost for the
proposed scheme is slightly less than that for the
schemes in Refs. [13,15], and it is larger than that for
the scheme in Ref. [14].
scheme can realize dynamic management of group

However, the proposed

nodes, while the scheme in Ref. [ 14 ] cannot.

6 Conclusions

In this paper, we propose a quantum-resistant dynamic
authenticated group key agreement scheme. Our scheme
ensures secure dynamic management, resists quantum at-
tacks and prevents collusion. We integrate a signature al-
gorithm to realize the identity authentication of the group
nodes. We formally prove that our scheme can resist
quantum computing attacks as well as collusion attacks.
Finally, the performance analysis shows that the pro-
posed scheme is more efficient than other related
schemes.
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